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1. PREFACE

1.1. INTRODUCTION TO TNEERBUS ROUTER

This manual describes the installation, operation, amnosticof the AparianINTERBUS
Router module. The INTERBUS Routethereafter referred to as themodule) provides
intelligent data routing between either EtherNet/t? Modbus TCBndan INTERBUS master.

INTERBUS is a fast semswmtuator bus for transmitting process data in industrial
environments. Due to its transmission procedure and ring topology, INTERBUS fedastes a
cyclic, and timeequidistant process data transmission.

Each slave device has an input and output bidirectional port allowing the ring structure with
only a single cable between each device.

Device Device Device
Master = Yz Sp »z 5 vz 5
- o or O
#1 #2 #3

Figurel.1l. ¢ INTERBUS System

The INTERBUS Routeodule can emulate up to 15 INTERBUS slave devices, and map the
INTERBUS input and output data to EtherNet/IP or Modbus devices.

Each (virtual) INTERBUS device can be configured for a specific Device Class, Type, Data
Direction and Data Width.

Primary Interface
The module can use one of foBrimary hterface modes:

EtherNet/IP Target

Here a remote EtherNet/IP device (e.g. a Logix controller) establishes a number of Class 1
connections to the moduldNTERBU@ata can be mapped inté separate input and output

class 1 cyclic connections to the Logix controller (allowing @K input an®KB output to

be exchanged at the requested packet interg&Pl).

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use one of two methods to read and write data
to and from theINTERBU®aster.
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1 EtherNet/IP Explicit Messaging

This allowsaan INTERBU®asterto exchange data with up to 10 EtherNet/IP devices.
The module can use either Class 3 or Unconnected Messaging (UCMM) to Get and Set
data in the remote EtherNet/IP devices.

9 DirectToTag technology

This allows théNTERBURasterto exchange data with a Logix controller without the
need to write any application code (e.g. ladder) in Studio 5000.INheRBUSave
data is directly read from, or written to, Logix tags.

9 EtherNet/IP Class 1 connection

INTERBU@ata can banapped to a maxum of 15 EtherNet/IP devices using input

and output class 1 cyclic connections. This will aloWREERBUS Routér2 & 2 gy ¢

the EtherNet/IP target device and exchanddTERBUSlave data using the
9GKSNbSilkLt RSHAOSQA AyLdzi FyR 2dzildzi | &a

Modbus Server

The diagnostics antNTERBUSata will be written tg or read from i KS Y2 RdzZf SQ& Ay i
Modbus Registers (Holding or Input Registers). These registers can be accessethbiea

Modbus Clienusing Modbus TCP

Modbus Client

The diagnostics antNTERBUSata will be written to, or read from i KS Y2 RdzZ SQ& Ay i
Modbus Registers (Holding or Input Registers). The Modbus Auxiliary Map can then be used

to configure the Modbus data exchange between multiple renidtelbus Servedevices and

0KS Y2Rdz SQa Ay Siayotbus TER Rodza NB IA a G SNA

TheINTERBUS Routierconfigured using the Aparian Slate application. This program can be
downloaded fromwww.aparian.confree of charge.
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INTERBUS
Master
(PLC)

INTERBUS

INTERBUS
Router
EtherNet/IP
?_ o ||| B mteozs Soxe @ ows e
D EtherNet/IP
Overload
Flex-10® (1794) verioa

Figurel.2. ¢ Example o& configurationrconnectingNTERBU®asterto EtherNet/IP 1/0

The module also provides a range of statistdedbus packet capturiinctions and internal
Modbus and Data table reads simplify the diagnostic proces$sr remote diagnosis

The module has two Ethernet porasid supports DeviceLevelRing (DLR) architectures.
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1.2. FEATURES

Module canemulate up to 13NTERBUSaves
Supports alINTERBUBaud Rates (50kb & 2 Mb).
Module has variouBrimary Interfacs:

EtherNet/IP Target (Class 1 connection)
Modbus Serve(TCP)
Modbus Clien(TCP)

EtherNet/IP Originator (Class 1 connection with ud5dEtherNet/IP devices
and Explicit Messagingncluding DireciTo-Tag Logix tag accesgth up to 10
EtherNet/IP devices).

Slate software providea Modbuspacket captureutility for better diagnosis of issues.
Dual Ethernet ports which support DevicevelRing (DLR).

Small form facto DIN rail mounted.
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1.3. ARCHITECTURE

The figure below providean example of the typical network setup for connectiNg ERBUS
devicego either EtherNet/IP or Modbus TCP

| EE INTERBUS

Master
(PLC)

INTERBUS
INTERBUS

Router

EtherNet/IP

ControlLogix®

Figurel.3. ¢ Exampleof connectingo a Logix Controller
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INTERBUS
Master
(PLC)
INTERBUS
INTERBUS
Router
EtherNet/IP

=

[

Flex-10® (1794)

EtherNet/IP
Overload

Figurel.4. ¢ Example of connectingtherNet/IP 10

INTERBUS
Master
(PLC)
INTERBUS
INTERBUS
Router
Modbus TCP

Remote Modbus Device
(Client / Server)

Figurel.5. - Exampleof connectingto a ModbusTCRClientor Server
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Master

I T INTERBUS
(PLC)

@ o © 0.0
O O o O
@ o © 0.0
INTERBUS 0.0 ©.0
OC ©0
INTERBUS
Router
INTERBUS INTERBUS
Slave Slave

EtherNet/IP
T || & mom e
Flex-10® (1794)

Figurel.6. - Exampleof extending INTERBUS to additional INTERBUS slaves.

1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource Link

Slate Installation http://www.aparian.com/software/slate
INTERBUS Routdser Manual

INTERBUS Routeatasheet https://www.aparian.com/productsINTERBURuter

Example Code & UDTs

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/ir
tallation/quide/cde205 220 420 hig/Connectors.html

Ethernet wiring standard

Tablel.1. - Additional Information

1.5. SUPPORT

Technical suppotis provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.
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For additional support the user can use either of the following:

Resource Link
Contact Usveb link https://www.prosoft-technology.com/ServiceSupport/CustomeiSupport
Support email support@prosofttechnology.com

Tablel.2. ¢ Support Details
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2. INSTALLATION

2.1. MODULBEAYOUT

The module has twiNTERBUSorts (IN and OUT) on the frooff the enclosure, two Ethernet
ports on the angled front, and onq@wer port at the bottom, as showin the figure below.

The power port uses a threway connector which is used for the DC powapply positive
and negative (ground) voltage as well as the earth connection.

The Ethernet cable used for the Ethernet ports must be wired according to industry standards
which can be found in the additional information section of this document.

1NdNI
=]

1lnd1ino
=}

Ethernet A

Ethernet B

Power

Figure2.1 ¢ INTERBUS Routgde and front view

The module also supportsi&D Card for disaster recovery which can be used to automatically
update the configurationnetwork parametersand/or firmware of a new module.
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The module provides six diagnostic LEDs as shown in the front view figure above. These LEDs
are used to provide information regarding the module system operation, the Ethernet

interface,INTERBU&d the auxiliary communication

The module provides four DHwitches at the top of the enclosure as shown in the top view
figure above.

Switches

a
o

o N

Figure2.2 ¢ INTERBUS Routep view

DIPSwitch Description

DIPSwitch 1 PASR (2 FT2NDS (KS:W2R&SY AWia{d{FISTE
load the application firmware and will wait for new firmware to be downloaded. T
should only be used in the rare occasion when earlier frmware update was
interrupted at a critical stage.

DIPSwitch 2 This will force the module into DH@®de which is useful when the user has forgott
the IP address of the module.

DIPSwitch 3 This DIP Switch is used to lock the configuration from being overwritten by the !
When set Slate will not be able to download to the module.

DIPSwitch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP addre

192.168.1.100and network mask 255.255.255.0. The user can then switch the
switch off and assign the module a static IP address if needed.

Table2.1 - DIP Switch Settings

2.2. MODULE MOUNTING

ﬁ NOTE:This module is an opetype device and is meant to be installed in an

enclosure suitable for the environment such that the equipment is only accessible

with the use of a tool.
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The module provides a DIN ralip to mount onto a 35mm DIN ralil.

7.5%

151
ROS s

| 2.2 min. fino o/ To 2,5 max
Sezione A / Section A

Figure2.3 - DIN railspecification

R08

_—LI:O.M

Sezione A / Section A

27+0.2

2402

The DIN raitlip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flat screwdriver to pull the clip downward. This will enable the user to mount
the module onto the DIN rail. Once the module is mounted onto the DIN rail thenakyp be
pushed upwards to lock the module onto the DIN rail.

Figure2.4 - DIN railmounting
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2.3. POWER

A threeway power connector is used to connect Power+, P@M&ND), and earth. The
module requires an input voltagef 10¢ 30Vdc.Referto the technical specifications section
in this document.

NOTEThe module allows the user to provide power on both bottom and front
@ power connectors and can be used for powsepplyredundancy.

Earth

Power

+

Figure2.5 - Power connector

2.4. INTERBUS PORTS

There are two fivavay INTERBUS connectors for the INPUT and OUTPUT ports respectively.

/DO et [} ()

Z| DO

g /D e ] ()

3 DI .
GND

o| PO =—i@

C DO 1) .

- ID| et ] ()

C DI 1)

=] eND 0

Figure2.6 ¢ INTERBUS IN/OWddnnector
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2.5. ETHERNET PORTS

The Ethernet connectorshould be wired according to industry standardeferto the
additional information section in this document for further detailhe module has an
embedded switch connecting the two Ethernet ports.
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3. SETUP

3.1. INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian

Slate device configuration environment. This software can be downloaded from
http://www.aparian.com/software/slate

Aparian-Slate

File Device Tools Window Help

el X AR EA e

Figure3.1. - Aparian Slate Environment

3.2. NETWORK PARAMETERS

The module will have DH@Pynamic Host Configuration Protocefjabled as factory default.
Thus a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, efthere are a number of DHCP utilities available,
however it is recommended that the DHCP server in Slate be used.

Within the Slate environment, the DHGErver can be found under the Tools menu.
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S Aparian-Slate

File Device | Tools | Window Help
el £ Target Browser

)
|48 DHCP Server

Event Viewer

w &

DeviceFlash

Packet Capture Viewers 3

;d

G5D File Management

FF DD Management

CAMN EDS File Management
DeviceMNet EDS File Management

# Application Settings

Figure3.2. - Selecting DHC®erver

Once opened, the DHGRrver will listen orall available network adapters for DHCP requests
and display their corresponding MAC addresses.

DHCP Server =0 EE X"
Port Info
MAC Address Vendor Requests  Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7:7D Aparian 2 5 Assian Discover

Running - Active Local IP addresses: 6 of 6

Figure3.3. - DHCRServer

G2 GKS 201t tinst@Qlationfhe N&assary firdwallsrudesArg” 3
automatically created for the Windows firewalAnother possibility is that
another DHCBerver is operational on the netwosdnd it has assigned the IP
address.

@ NOTEIf the DHCPequests are not displayed in the DHCP Server it may be due

¢2 laaA3dy |y Lt I RRNBadaasz Of A0 2y GKS 0O2NJ
Assignment window will open.
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a [= (=]
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7-7D Aparian 16 4 Discover
Assign IP Address for MAC : 00:60:35:36:B7:7D - O X
IP Address Recent
[ 192 . 88 . 1 130 | 192.168.1.170
192.168.1.130
192.168.1.143
Enable Static (Disable DHCP) 192.168.1.147
192.168.1.204
192.168.1.200
Ok Cancel
Running - Active Local IP

Figure3.4. - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address can be
selected by clickingn an item in the Recent List.

LT (GKS a9ylofS {iGFiAra0¢ OKSO|1062E Aa
assignment, thereby disabling future DH@Ruests.

O«
Py
w»
O«
—
w
pul;
M

Once the IP address window has been accepted, the BEI@er will automatically assign the
IP address to the module and then read the Identity object Product name from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

DHCP Server E|@
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7:7D Aparian 30 3 192.168.1.130  Assian Set Static INTERBUS Router

Running - Active Local IP addresses: 6 of 6

Figure3.5. - Successful IP address assignment

It is possible to force the module back into DHiGte by powering up the device with DIP
switch 2 set to the On position.
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A new IP address can then be assigned by repeating the previous steps.

ﬁ NOTEIt is important to return DIP switck back to Off position, to avoid the
module returning to a DHGRode after the power is cycled again.

LF¥ GKS Y2 RdZisSnGhe Ondoditiordurng theCakldress assignmetite user will
be warned by the following message.

DHCP Server P

3
l\\ Cannot set IP address to static. Check module's hardware DIP-switch settings.
L)

Figure3.6. - Force DHC®arning

In addition to the setting the IP address, a number of other network parameters can be set

during the DHCRIN2 OS&da® ¢KS&S aSGGAy3a OFly 0S @ASHS

Settings, in the DHCP Server tab.

Once the DHCPBrocess has been completed, the network settings can be set using the
Ethernet Port Configuration via the Target Browser

The Target Browseran be accessed under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
suk | |P Target Browser
DHCP Server

Event Viewer

¥

DeviceFlash

AR S

Packet Capture Viewers 3
GSD File Management

CAN EDS File Management
Build DeviceNet EDS Catalog

& Application Settings

Figure3.7. - Selecting the Target Browser

The Target Browseutomatically scans the Ethernet network for EtherNet/IP devices.
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Target Browser E\@
0O Done

192.168.1.80: FF Link/B
192.168.1.105: PA Link/B
192.168.1.106 : Modbus IPBlock
192.168.1.146 : IP Point HART Out

192.168.1.162 : PLX51-HART-8I

192.168.1.170 : INTERBUS Router

192.168.1.171 : INTERBUS Router

192.168.1.184 : FF Link/B

Figure3.8. - Target Browser

Rightclicking on a device, reveals the context menu, including the Port Configuration option.

Target Browser \E\@
‘? C’) Done

192.168.1.146 : IP Point HART Out

192.168.1.162 : PLX51-HART-8I

192.168.1.170 : INTERBUS Ry

Select
192.168.1.171: INTERBUS R Sean
192.168.1.184 : FF Link/B Add Child Node

Properties

ful
=

192.168.1.221 : DESKTOP-R

0| ii

Port Configuration
192.168.1.233 : DH485 Rout

CIP Sync Parameters
192.168.1.238 - DeviceNet Rq Reset Module 5
Flash LED

UDPA Set IP Address

192.168.1.241 : Modbus Rout

0#%00

I:l———I:l———.l—_-n

[
=

192168.15.108 : DESKTOP-H

Figure3.9. - Selecting Port Configuration

All the relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.
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I3 Ethernet Port Configuration — O X
g

Port Configuration  Interface Statistics Media Statistics

MAC Address 00:60:35:36:B7.7D
TCP Inactivity Timeout (s)

Network Configuration Type Port 1 Port 2
O Dynamic Method ~ DHCP Negotiation Negatiation
Static Configuration Part Speed Port Speed

IP Address [ 122 . .88 . 1 . 130 | 100 100
SubnetMask [ 255 = 255 _ 255 . 0 | Duplex Duplex
Default Gateway | " 0 0 0 | Full Duplex Full Duplex
Primary NS | o . 0 . 0 g | General
Secondary NS 0. D . 0 0 |

Domain Name |

Host Name

o cons

Figure3.10. - Port Configuration

Alternatively, these parameters can be modified usiRgckwell Automatiof &SLinx
software.

3.3. (REATING A NEW PROJECT

Before the user can configure the modugenewSlateproject must be createdUnder the
File menu, select New.

Aparian-Slate
File | Device Tools Window Help
O New | (8 L 4
@ Open

Close

Save
Save As
Recent 3

Exit

Figure3.11. - Creating a new project

A Slate project will be created, showing the Project Explorer tree Viewsave the project
use theSaveoption under theFilemenu.

A new device can now be added by selectugl under theDevicemenu.
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Aparian-Slate - <New Project=*

File | Device | Tools Window Help

aut A FATIR e
G Import

AI Export

Cut
Copy
Paste

Delete

Figure3.12. - Adding a new device

In the Add New Device window select iNT ERBUS Routand click the Ok button.

S Add New Device

Select Device Type
Image Device Name - Description
ﬂ HTC Gateway EtherNet/IP Hitachi Remote |10 Master and Drive Gateway
I 190 Scanner i90 Scanner
- INTERBUS Router INTERBUS Router
D IP Point Hart In HART Single Channel Input Communication Module
D IP Point Hart Out HART Single Channel Output Communication Module ‘
ﬂ J1939 Router SAE J1939 to Logix Communication Module
I J1939 Router/B SAE J1939 Ethernet Communication Module - Series B
. iy

Figure3.13 ¢ Selectinganew INTERBUS Router

Thedevice will appear in th€roject Exploretree as shown belowand its configuration
window opened The device configuration windowan be repened by eithedouble clicking
the module in the Project Explorertree or right-clicking the module and selecting
Configuration
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IBRO1 - Configuration El@

al INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced

Identity

Instance Name ||BRDT Ethernet Switch  Switch (Linear/DLR) .

Description |

Port 1 and 2

PAddress | 0 . 0 . 0 . 0

Operational Mode

Primary Interface EtherNet/IP Target ~ EtherNet/IP Connections 1 ~

Ok Apply Cancel Help

Figure3.14. ¢ INTERBUS Routewsnfiguration

-

Refer to the additional information section in this document for Skde Ay a4 € € | (A :
operation documentation.

3.4. GENERAL PARAMETERS

TheINTERBURarameterswill be configured by Slat&Vvhen downloading this configuration
into the module it will be saved in nevolatiie memory that persists when the module is
powered down.

ﬁ NOTEWhen a firmware upgrade performed the module will clear all the
module configuration stored in newolatile storage.

The general configuration is shown in the figure below. TREERBUS Routgeneral
configurationwindow is opened by either double clicking on the module in the treeght-
clicking the module and selectif@pnfiguration
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IBRO1 - Configuration ==
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
Identity
Instance Name “BRW ‘ Ethernet Switch  Switch (Linear/DLR) ~
Description ‘INTEREUS Dema
Port 1 and 2
P Address | 192 _ 1 130 [0 ‘
[ 255 2 2 |
Operational Mode
Primary Interface EtherMet/IP Target v EtherMet/IP Connections 1 ~
Ok Apply Cancel Help

Figure3.15- General Configuration

The general configuration consists of the following parameters:

Parameter

Description

Instance Name

This parameter is a user defined name to identify between vaidiNGI€RBUS
Routess.

Description

This parameter is used to provide a more detailed description of the applica
for the module.

Ethernet Switch

The operational mode of the embedded Ethernet switch.

Switch (Linear/DLR)
This is the default mode where the embedded switch is enabled.

The two Ethernet ports are identical in functionality and (foreign) traffic recei
on one port is transmitted out the other.

Both ports use the IP address configured using DHCP or set the Target bro

Split (DuadlP)

In this mode the embedded switch is disabled.

Traffic received on one pors not transmitted to the other.
Port 1:

The IP address is the one configured using DHCP or via the 1
browser.

EtherNet/IP requests and connections will be processed.
Modbus TCP requests will be processed.
Port 2:

The IP address is the one contained within the configuration below (
2).
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EtherNet/IP requests and connections waitlit be processed.
Modbus TCP requests will be processed.

Port 1 The primary configured IP address of the module.

IP Address

Port 2 THIS IS RELEVANT ONLY IN SPLIT-(B)/ AITHERNET SWITCH MODE
IP Address The IP address used on Port 2.

Port 2 THIS IS RELEVANT ONLY IN SPLIT-(B) AIHERNET SWITCH MODE

Subnet Mask

The Subnet Mask used on Port 2.

Port 2
Gateway

THIS IS RELEVANT ONLY IN SPLIT-(B)\AIHERNET SWITCH MODE
The Default Gateway address used on Port 2.

NOTE If the IP address ranges for Port 1 and Port 2 over
GKSy 2yfte 2yS t2NlIQ4a z&xd.(iSo |

Primary Interface

EtherNet/IP Target
A Logix controller can own tHAITERBUS Routever EtherNet/IP usingp to 4
class 1 connectian

Modbus Server

A ModbusClientcan read and write data to the module which can then
mapped to one or morédNTERBUSaves The module camperate as a Modbus
Serveron Ethernet TCP

Modbus Client

A module can read and write data from various Modbus devices which can
be mapped to one or morédNTERBUSlaves The module can operate as
Modbus Client on Ethernet TCP

EtherNet/IP Originator

As an EtherNet/IP originator, the module can use two methods to read and
data to and froman EtherNet/IPdevice (I0)

EtherNet/IP Class 1 Connection

The INTERBUS Routean own EtherNet/IP 10 by using the Slate software
configure the IO connections.

EtherNet/IP Explicit Messaging

TheINTERBUS Routeain exchange data with up to 10 EtherNet/IP devices u
explicit messaging.

EtherNet/IP Connections

The number of connections the module will use when operating as
EtherNet/IP target.

Table3.1 - General configuration parameters
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3.5. INTERBUGONFIGURATION

3.5.1. COMMUNICATION

TheINTERBUGommunication configuratiowindow is opened by either double clicking on
the module in the tree, or rightlicking the module and selectir@onfigurationand then
selecting thdNTERBUSommunicatiortab.

IBRO1 - Configuration E@

General INTERBUS |NTERBUS Slaves EtherNetIP Devices EtherMetIP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
INTERBUS Communication

BAUD 500 kb w

Idle Timeout 300 (ms)
INTERBUS Action on Fail Continue ~
Start Position 1 ~

Last Physical Device

Ok Apply Cancel Help

Figure3.16 ¢ INTERBUGSommunicatiorConfiguration

TheINTERBUSommunicationconfiguration consists of the following parameters:

Parameter Description
BAUD Rate TheINTERBURUs BAUD rate. The following options are available:
1 500kbps
T 2 Mbps
) Should no master frames be received within this time (in milliseconds) the mc
Idle Timeout

will deem the INTERBUS master to be offline.

The physical position of the first virtual INTERBUS slave represented by the m

Start Position This is the same as the number of other INTERBUS slave devices placed b
the master and the module.

This describes the behavior of the INTERBUS communication following faill
the primary interface, when configured for either Modbus (Client or Server
EtherNet/IP target.

INTERBUS Acton on | The following options are available:
Fail Continue

INTERBUS communication continues, and ItHEUTdata exchangedwith the
INTERBUS Master remains unchanged (i.e. last value).
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Zero Data

INTERBUS communication continues, and ItHBUTdata exchangedwith the
INTERBUS Master is set to zero.

Offline
INTERBUS communicatistops, causing the INTERBUS master to fault.

Note: When the primary interface is set to EtherNet/IP Originator, then 1
behavior is configured for each EtherNet/IP Originator connection.

Enable this option if the module is the last physical device in the INTERBUS |

Last Physical Device | When thisparameteris checked, there should not be any other device connec
2y GKS Y2RdzA $Qa Lb¢9w. ! { h!¢ LIZNIO®

Table3.2 - INTERBUSommunicatiorconfiguration parameters

3.5.2. INTERBUSSAVECONFIGURATION

TheINTERBUSIaveconfigurationwindow is opened by either double clicking on the module
in the tree, or righiclicking the module and selectir@@onfigurationand then selecting the
INTERBUSIlavedab.

IBRO1 - Configuration =X
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auwxiliary Map Internal Map Constants Advanced
INTERBUS Devices (max. of 15 items.) Add ALL from Lib
Description Device Class Device Type Data Direction Data Width Device Code
1 | I1SL 201 (8 DO) 0 - Digital Remote Bus Device 2 2 & QOutput A 2 bytes ~ 0x0109
2 |ISL 201 (8 DO) 0 - Digital Remote Bus Device ~ 2 e QOutput A 2 bytes A 0x0109
3 | 1SL 202 (8 DI) 0 - Digital Remote Bus Device ~ 2 v Input v 2 bytes v 0x010A
23 ~ ~ ~ ~
Ok Apply Cancel Help

Figure3.17 ¢ INTERBUSIlaveConfiguration

TheINTERBURIentity configuration consists of the following parameters:

Parameter Description

Description A user defined description for the slave device.

¢KS af I ¢hevicRass rséest@rie of the following:
1 0O-Digital Remote Bus Device

Device Class 1 2-Digital Remote Bus Device
1 3-Analog Remote Bus Device
1 4-Analog Local Bus Device
Document No. D16910 Page30of 146
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5- Analog Local Bus Device
6 - Analog Local Bus Device
7 - Analog Local Bus Device
8 - Digital Local Bus Device
9 - Digital Local Bus Device
10- Digital Local Bus Device

= =4 -4 -4 -8 -—a -2

11- Digital Local Bus Device

Device Type The Device Type sets up the lower 2 bits of the Device Class, @ithe? or 3

The direction of the data, either:
1 No Data Placeholder / bus coupler
Data Direction 1 Inputc¢ Input Data Only
1 Outputg Output Data Only
1 Input Outputc Input and Output Data

The(input/output) data width
f None
2 bytes
4 bytes
6 bytes
8 bytes
10 bytes
16 bytes
18 bytes
4 bits
1 byte
12 bits
3 bytes
1 bit
2 bits
12 bytes
14 bytes
52 bytes
32 bytes
48 bytes
64 bytes
20 bytes
24 bytes
28 bytes

Data Width

= -4 4 -4 -8 A& 4 a8 -2 _98 -2 -2 -8 -2 -2 -2 -2 _9a -8 -2 -8 -2

The Device Code is identifier2 NJ § KS RS@AO0S ' yR A&

Device Code Type, Data Direction and Data Widfris is a rea@nly field.

Table3.3 ¢ INTERBUSIlaveparameters
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3.6. PRIMARY INTERFACE

TheINTERBUS Routeodule supportdour different modes for thePrimary hterface.

3.6.1. ETHERNETIP TARGET

A controller (e.g. Logix controller) can own I ERBUS Routarer EtherNet/IP usingp to

4 Class 1 EtherNet/IP connectiowhen the Primary Interface is set tRtherNet/IP target.
This will allow theNTERBUS Routerexchange data with the controller using the input and
output assembly of the Class 1 EtherNet/IP connesti@ata fromthe virtual INTERBUS
slavescan be mapped to the Logix controller over EtherNet/IP.

The user will need to add theNTERBUS Router the Logix IO tree undemaEtherNet/IP
bridge (e.g. 175&N2TRYr Ethernet Logix controller (e.g. 17A85E)

3.6.1.1. STUDIO / LOGIX 5000 CONFIGURATION
A. ADD MODULE TO ETHERNET/IP 1/0 CONFIGURATION

TheINTERBUS Routesin be easily integrated with AlléBradley Logix family of controllers.
Integration with the Logix family in Studio5000 makes use of the ED®A&udofile (AOP).

@ NOTELogixversion 21 and newer supports EDS AOPs.
. ST2NB GUKS Y2RdzZA S OFry 6S FTRRSR (2 GKS GNXBS

Using RSLinxhe EDS file can be uploaded from the device after whichElb& Hardware
Installation tool will be invoked to complete the registration.
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"Q‘ RSLinx Classic Lite - [RSWho - 1]

@z File View Communications Station DDE/OPC Security Window Help
&| 2|8
v Autobrowse Refiest t’};lﬁn% Browsing - node 192.168.1.241 found

- 192.168.1.146, Unrecognized Device, IP Point HART Out

E] ﬂ 192.168.1.15, 1756-L85E LOGIX5585E, 1756-L85E/B

B ﬂ 192.168.1.16, 1756-EN2TR, 1756-ENZTR/A

S 192.168.1.162, PLX51-HART-8|, PLX51-HART-8I

I 192.168.1.170, INTERBUS Router, INTERBUS Rg

- 192.168.1.184, FF Link/B, FF Link/B Remove
- e 192.168.1.221, FactoryTalk Linx - Desktop, DES
@[] 192.168.1.233, DH485 Router/B, DH485 Routes

Driver Diagnostics

] 192.168.1.238, DeviceNet Router/B, DeviceNel Configure Driver
192.168.1.241, Modbus Router/B, Modbus Ro: Upload EDS file from device
m- ] 192.168.1.38, ControlNet Router, ControlNet f
E] 192.168.1.39, ControlNet Router, ControlNet | Security...
R ﬂ 192.168.1.40, 1756-EN2TR, 1756-ENZTR/B Device Properties
E] h 192.168.1.58, FactoryTalk Linx - Desktop, MA1 Module Statistics
192.168.1.70, CANbus Router/B, CANbus Rou . .
. . Module Configuration
192.168.1.80, FF Link/B, FF Link/B

-3 AB_VBP-1, 1789-A17/A Virtual Chassis

Figure3.18 ¢ EDS file upload frodNTERBUS Router

Alternatively, the EDS file can be downloaded from the product web page at
www.aparian.comand registered manually using thEDS Hardware Installation Tool
shortcut under theToolsmenu in Studio 5000.

& Logix Designer - IBS in INTERBUSDema.ACD [1756-L72 24.11]

File Edit View Search Logic Communications Tools Window Help

Options... L
Bed & & E® v o |RDLve.CPUTemp Security R

§ Documentation Languages... I
Offline 0. T RUN ?@_ f— b
Mo Forces b, EOK Import 4 —
No Edits By o s Export B
1O

Redund LK ]
i - |@ EDS Hardware Installation Tool |
Controller Organizer * o X

Motion 4
#-3 Controller IBS Monitor Eaut <o
53 Tasks onitor Equipment Phases
&-EIMotion Groups Custom Toals...
. ~EUngrouped Axes
(-3 Add-On Instructions B ControlFLASH
=& Data Tvoes

Figure3.19- EDS Hardware Installation Utility

After the EDS file has been registered, the module can be added to the Logix 10 tree in Studio
5000. Under a suitable Ethernet bridge module in the tree, select the Ethernet network, right
click and select thdlew Moduleoption.
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Controller Organizer * 1 X

(-3 Controller IBS

[0 Tasks

23 Motion Groups

53 Add-On Instructions

=3 Data Types

[E Trends

T, Logical Model

=-E31/0 Configuration

E|. 1756 Backplane, 1756-A4

82 [0] 1756-L72 18S
£ 8 [1] 1756-EN2TR EthMaster

[4 NewModule..

Discover Modules...

& Paste Cirl+V

Print 4
1w

Figure3.20 ¢ Adding a module

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.

Select Module Type

Catalog Module Discovery Favorites

aparian Clear Filters Show Filters¥
Catalog Number Description Vendor Category
A-CANOR/B CANopen Router/B Aparian Inc. Communications Adapter
A-CNR ControlNet Router Aparian Inc. Communication
A-DNM DeviceNet Monitor Aparian Inc. Communications Adapter
A-DNR/B DeviceMet Router/B Aparian Inc. Communications Adapter
A-DVS DV Scanner Aparian Inc. Communications Adapter
A-FFL/B FF Link/B Aparian Inc. Communications Adapter
A-190S i90 Scanner Aparian Inc. Communications Adapter
INTERBUS Router Aparian Inc. Communications Adapter
A-P.HART-I IP Point HART In Aparian Inc. Communications Adapter
A-J1939R/B J193% Router/B Aparian Inc. Communications Adapter
A-MBR/B Modbus Router/B Aparian Inc. Communications Adapter
A-PAL/B PALink/B Aparian Inc. Communications Adapter
A-TSM Time Sync Aparian Inc. Communications Adapter
15 of 767 Module Types Found el LS
[[J Close on Create Create Close Help
. 7

Figure3.21 ¢ Selecting the module

Locate and select thtNTERBUS Routerodule and select th€reateoption. The module
configuration dialog will open, where the user must specify the Name and IP address as a
minimum to complete the instantiation.
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[N New Module

-~ General” General
i Connection
Module Info
i~ Intemet Protacol Type: AIBRINTERBUS Router
- Port Configuration
WVendor: Aparian Inc.
Parent EthMaster
Name: IBRO1 Ethernet Address
O Private Network: 1921681, 170 =
Description: | 7
() HostName
Module Definition
Revision: 1.001
Electronic Keying: Compatible Module
Connections: IO Connection
Change ...
Status: Creating Cancel Help

Figure3.22 ¢ Module instantiation

TheINTERBUS Routaupports up to 4 class 1 EtherNet/IP connectidrie user will need to
ensure thatthe number of connections configuredn the General tab of the module
configuration (Slate)matchesthe selected connection count in Log{$tudio 5000)

X New Module

.- General® General
i-.Connection
i--Module Info
~~ Intemet Protocol Type A-BR INTERBUS Router
i Port Configuration
Vendor: Aparian Inc
Parent EthMaster
e IBRO1 Ethernet Address
© Private Network:  192.168.1. 170 =
Description: | -
() HostName:
Module Definition
Revision 1.001
Electronic Keying: Compatible Module
Connections: 1/O Connection
Status: Creating Cancel Help

Figure3.23 ¢ Change number of IO Connections

Next the user will need to selettie number of connections required
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[N Module Definition*

Revision: 1 v 001 -5
Electronic Keying: Compatible Module w
Connections:
Name Size Tag Suffix
. Input: | 500 IBRO1:1
oc t SINT 1
onnectian Output| 496 IBRO1:01
1O Connection 2 " Input: | 500 SINT 2 IBRO1:12
L] Output | 496 IBR01:02
IfO Connection 3
I/O Connection 4

Figure3.24 ¢ Selection of IO Connections

Now theINTERBUS Routaodule will be in the Logix IO tree.

Iél--SIfO Configuration
£ &9 1756 Backplane, 1756-A4

------ ffa [0] 1756-L72 IBS

& § [1] 1756-EN2TR EthMaster
Ba"'a Ethernet
-] 1756-EN2TR EthMaster

SR -1BR (BROT

Figure3.25¢ Logix 10 tree

The Module Defined Data Types will automatically be created during the instantiation
process. These module defined tags will need to be copied to and from meaningful structures.

B. LOGIX MAPPING

Slate will generate the required UDTs and Routines (based on the Internal Map) to map the
required INTERBUSlave dataThe usemwill need to select th(Recommendoutton in the
Internal Mappingo auto populate the Internal Mapping which can then be used to generate
the L5Xile for Logix mapping, routines, and UDTs

IBROT - Configuration =nfEn X
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/P Map Modbus Modbus Awiliary Map Internal Map  Constants  Advance: d
Source Source  Source Bit " Destination ~ Destination Destination
Source Type Source Instance SubTog oot Offagt | Destination Type  Destination Instance o) 7 Offest | BiOfmet  Count  CopyFuncion  Reformat

Figure3.26 ¢ Internal MappingRecommend
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S Interbus Auto-Map Options

Auto-Map Options
System Status
Input Modbus HR Start

Output Modbus HR Start

1000

5000

Cancel

Figure3.27 ¢ Auto-Map Options popup

Source Type Source Instance ;ﬁ:frcfg Sg;sr: SDS;'C:; it Destination Type  Destination Instance DS j:f.?:gm Deg“rgm D; fg}?s:fln Count Copy Function Reformat
» 1 |System ~ Status ~ [t} EIP Target ~ | Connection 0 ~ 0 48 Byte to Byte * None v
2 |EIP Target ~ |Connection 0 @ a INTERBUS ~ |01-SL 201 (8DO) ~ |Data = a 4 Byte to Byte - |None i
3 |EIP Target ~ |Connection 0 ~ 4 INTERBUS ~ 102-SL 201 (8D0O) v |Data = Q 4 Byte to Byte  |None =
4 |INTERBUS ~ |03-ISL 202 (8DI) - |Data = a EIP Target ~ | Connection 0 © 48 4 Byte to Byte - |None i
v v ~

Figure3.28 ¢ Internal Mapping Auto Populated

The usercan thengenerate the required Logix and UDTs by Hgldking on the
Slate and selecting th@enerate Logix L5%ption.

S Aparian-Slate - INTERBUS Demo

File Device Tools Window Help

Project Explorer -
Bﬁu INTERBUS Demo

= i IBRO1 (INTERBUS Route ﬁ

- Configuration

)

it

& Download
4 Upload
Verify Configuration
ol Copy
[+ Export
X Delete

Configuration
Connection Path
Go Online

Export Modbus Summary CSV
Export Modbus Expanded C5V
Export Configuration File

E
Fd Generate Logix L5X

Figure3.29 ¢ Selecting Generate Logix L5X

module

The user will then be prompted to select a suitable file name and path for the L5X file.
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5 Select a Logix XML Import/Export File

<« v > Documents > Aparian > Interbus v G Search Interbus »r

Organize ~ New folder

~
Name Status Date modified Type Size

I
4

No items match your search.

File name: | |50 RISYA v

Save as type: Logix XML File (*.L5X) ~

~ Hide Folders Cancel

Figure3.30 ¢ Selecting the Logix L5X file name

This L5X file can now be imported into the Studio 5000 project by-cigiking on a suitable
Programand selectingAdd, and thenimport Routine

Controller Organizer * 1 X
(-3 Controller IBS
- Tasks
=8 MainTask
= a &
: Add IEQ New Routine...
-EaMainRol
|53 Unscheduled P Cut Ctrl+X & New Local Tag.. Ctrl+W
{4157 Motion Groups By Copy Ctrl+C New Parameter...
.03 - i Paste Ctrl+V
[+ Add-On Instructio || Import Routine.. |I
[H-£7 Data Types Delete Del
[-E2 Trends )
-, Logical Model Verify
(-3 1/0 Configuration Cross Reference  Ctrl+E

Figure3.31 ¢ Importing the L5X file into Studio 5000

In the file open dialog select the previously created L5X file and accept the import by pressing
Ok

The import will create the following:
1 Mapping Routine
1 Multiple UDT (Usebefined Data Types)
1 Multiple Controller Tags

Since the imported mapping routine is not a Main Routine, it will need to be called from the
current Main Routine.
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Controller Organizer - 3 X

abed B oab. ow b

é\--@Tasks

There are two INTERBUS Rougpecific(UDT) tags creatsll hy S F2NJ G KS

Iy R

3 Controller IBS

. B3 MainTask
: -8 MainProgram

|

-1 Unscheduled Programs / Phases

JSR

arameters and Local Tags

Jump To Subroutine
Routine Name IBR0O1Map

BRO1Map

=

Figure3.32 ¢ Calling the mapping routine

Controller Organizer > 1 X

élﬁ Tas
R

.03
-8 Mo

-3 Controller IBS

(-3 Add-On Instructions
=&l Data Types

ks
MainTask
£8 MainProgram

- Parameters and Local Tags
roMap ]|
Unscheduled Programs / Phases
tion Groups

[ IBRO1In7997

b IBRSystemStatus

User-Defined

IBRO10ut7997

=0
o-Ca
-0

@-81/0

Figure3.33 ¢ Imported Logix Objects

2yS FT2NJ 4KS

-3 Trends
----- . Logical Model

strings
Add-On-Defined
Predefined
Module-Defined

Configuration

hdzi LJdzi R G

on the configured internal mapping.

0aXhdzié¢vo

L y LJdzii

¢ KS

If the System Statusoption was selected during the mapping, then the Module Status
structure will be included in the Input tag.

TheSystentag displays the statusnd diagnostics information of thlTERBUS Router
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Name -g & |Value *| Style Data Type Description
='1BRO1In {...1 IBR01In7997
= IBROIn ModuleStatus {...1 IBRSystemStatus

[+ IBRO1In.ModuleStatus.ChcksmEnCount 0 |Decimal DINT Checksum Errar Count
—IBRO1In.ModuleStatus.ConfigValid 1|Decimal BOOL Configuration Valid
—IBRO1In.ModuleStatus.ControllerRun 1|Decimal BOOL Controller Mode: 0=Program, 1=Run
1+ |BRO1In.ModuleStatus.DataP cktCount 0|Decimal DINT Data Packet Count
—IBRO1In.ModuleS! EIPOrigi ommsOk 0 |Decimal BOOL EtherNet/IP Originator 0=Fail, 1=0k
—IBRO1In.ModuleStatus. EIPOwned 1|Decimal BOOL EtherNet/IP Target 0=Not-Owned, 1=0Owned
1+ [BRO1In.ModuleStatus.|dentP ckiCount 0 |Decimal DINT Ident Packet Count
'+ IBRO1In.ModuleStatus.|dleStateChgCount 0 |Decimal DINT Idle State Change Count
[+ IBRO1In.ModuleStatus.Idle TimeoutCount 0 |Decimal DINT Idle Timeout Count
~IBRO1In.ModuleStatus. INTERBUSActive o |Decimal BOOL INTERBUS Active: 0=0ff 1=Active
~IBRO1In.ModuleStatus. INTERBUSRun o |Decimal BOOL INTERBUS Run: 0=0ff 1=Run
~IBR01In.ModuleStatus.ModbusOnline 2 |Decimal BOOL 0=0ffline, 1=Online
~IBROTIn.ModuleStatus NTPOk 0 |Decimal BOOL NTP Status: 0=Fail, 1=0k
1+ 1BRO1In.ModuleStatus.RxPckiCount 0|Decimal DINT Rx Packet Count
1+ IBRO1In.ModuleStatus. TransactionRate 0 |Decimal DINT Transaction Rate
1+ IBRO1In.ModuleStatus. TxPckilUpdate Count 0 |Decimal DINT Tx Packet Update Count
[+/IBRO1In.ModuleStatus. UnknownCmdCount 0 |Decimal DINT Unknown Command Count

Figure3.34 ¢ SystenStatustag

Each configured and mapped INTERBUS Slave data will be included in these tags.

Name ZE ~ | Value €| Style Data Type Description
=IBRO1In {...1} IBRO1In7997
-IBRm InModuleStatus {---1 |IBRSystemStatus
=IBR01In.S03_ISL2028DI1 {---1|Hex SINT[4] ISL 202 (8DI) Output Data
+1BRO1In.S03_ISL2028DI[0] 16§00 |Hex SINT ISL 202 (8DI) Output Data
+1BRO1In.S03_ISL2028DI[1] 16§00 |Hex SINT ISL 202 (8DI) Output Data
+1BR01In.S03_ISL2028DI[2] 1600 |Hex SINT ISL 202 (8DI) Output Data
+1BRO1In.S03_ISL2028DI1[3] 16§00 |Hex SINT ISL 202 (8DI) Output Data
= IBRO10ut {...} IBRO10ut7997
~IBRO10utS01_ISL2018D0 {---}|Hex SINT[4] ISL 201 (8D0O) Input Data
+1BRO10utS01_ISL2018DO[0] 16§00 |Hex SINT ISL 201 (8D0) Input Data
+1BRO10utS01_ISL2018DO[1] 16§00 |Hex SINT ISL 201 (8D0) Input Data
+1BRO10utS01_ISL2018D0O[2] 16§00 |Hex SINT ISL 201 (8D0) Input Data
+1BRO10utS01_ISL2018D0O[3] 16§00 |Hex SINT ISL 201 (8D0) Input Data
=[BRO10ut S02_ISL2018D0 {---}|Hex SINT[4] ISL 201 (8D0O) Input Data
+IBRO10ut S02_ISL2018DO[0] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data
+-IBRO10ut S02_ISL2018DO[1] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data
+-1BR0O10ut S02_ISL2018D0O[2] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data
+-IBRO10ut S02_ISL2018D0O[3] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data

Figure3.35¢ INTERBUBeviceData

3.6.1.2. INTERNAL DATA SPACE MAPPING

When the module is operating as &therNet/IP Target, the data from the originator device
(e.g. Logix Controller) can be mapped to tN& ERBUiBterface using the Internal Map. The
Internal Map configurationwvindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectirig¢pnfigurationand selecting thénternal Map
tab.
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A. IDS CORYETHERNET/IP TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to thelNTERBUI8terface, the source type needs to be EIP Target.

Figure3.36 ¢ IDS Copy EtherNet/IP Target Source Type

The source instance will be the connection number, whenh be connection 0 to 3, based on
the number of connections configuredhe Source Offset is the offset in the EtherNet/IP
output assembly from where the data must be copied. The Count is the numbgtesfthat

will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS CORYETHERNET/IP TARGET DESTINATION

When copying data from thtNTERBUIfBterface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

ination Destination Destination Destination
SubTag Offeat . BfOfiget  Count Copy Function Reformat

Figure3.37 ¢ IDS Copy EtherNet/IP Target Destination Type

The destination instance will be the connection numbeghich can be connection 0 to 3,
based on the number of connections configur@the Destination Offset is the offset of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytesthat will be copied.

3.6.2. MODBU$SERVER ANDLIENY)
TheINTERBUS Routesin operate as a Modbu&erveror Modbus Clienfor Modbus TCP.

When configured as a Modbus Servemeaote Modbus Clientcan read and write to the
Modbus Register rang@-4999 in the INTERBUS Router
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When configured as a Modbus Client, the user will needaafigure the Modbus Auxiliary
Map. This map will allow the user to configure various read and write functions to external
Modbus Registers, to and from the internal Modbus registers.

The Modbus Parameters will need to be configured for either Modbus modes.

The Modbus configuratiowindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectir@pnfigurationand selecting thé/lodbustab.

IBRO1 - Configuration
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus  Modbus Auxiliary Map Internal Map Constants Advanced

Modbus Settings

Local Node 1 ~

TCP Port 502 (0 implies default port 502)
Update Rate 1000 (ms)

Retry Limit 3

Response Timeout 1000 (ms)

Inactivity Timeout 1000 (ms)

Base Offset Type Modbus (Base 0) ~

Ok Apply Cancel Help

Figure3.38 ¢ Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description

Local Node The Modbus Node address assigned to tREERBUS Router
(Modbus Client mode only)

TCP Port The TCP port to be used for the Modbesmmunication. By defayltthe
module will use the standard TCP port 502.

Update Rate The period (in milliseconds) betweelientrequests to the target Modbus
device.

(ModbusClientmode only)

Retry Limit The number of successive Modbus request retries before the request is <
have failed.

(ModbusClientmode only)

Response Timeout The time (in milliseconds) the module will wait for a valid Modbus respons
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(ModbusClientmode only)

Inactivity Timeout The amount of time during which no Modbus requests have been rece
before the INTERBUS Routerdicates that the connection to the Modbu
Clientis no longer active.

(Modbus Servermode only)

Base Offset Type Modbus (Base 0)

Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

Table3.3 ¢ Modbus parameters

3.6.2.1. INTERNAL DATA SPACE MAPPING

When the module is operating as a ModbbBerveror Client the internal Modbus Registers
can be mapped to thtNTERBU&atausing the Internal Map. The Internal Map configuration
window is opened by either double clicking on the module in the tree or-efibking the
module and selectin@onfigurationand selecting thénternal Maptab.

NOTEThe user can select tieRecommendbutton in thelnternal Map to auto
map theINTERBUSatus and datdo recommended Modbus Registers.
IBRO1 - Configuration = e
General INTERBUS INTERBUS Slaves EtherNelIP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
Internal Map (max. of 300 items_)

Source Source  Source Bit Destination ~ Destination Destination
Source Type Source Instance SubTog Offest Offast | Destination Type  Destination Instance g/, 'r offet | BiOfisst  Count  CopyFunction Reformat

b ~ v v

Figure3.39 ¢ Modbusc Internal Mapping Recommend

S Interbus Auto-Map Options

Auto-Map Options
System Status
Input Modbus HR Start 1000

Output Modbus HR Start 2000

Figure3.40 ¢ Modbus¢ Auto-Map Options
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Source Type Source Instance siz%?:g Sg;:;;e s“’g;f‘;?" Destination Type ~ Destination Instance D;:ET?!:” Deg""”:;t"’” D;fg"f?:;” Count  CopyFunction  Reformat
» 1 |System - Status | v| 0 B Register | R < 1000 48 |BytetoByte - |None -
2 [INTERBUS  * 011SL201(8DO) |~ Data ~“ o MB Register | HR - 1024 2 |BytetoByte - |None -
3 |INTERBUS * 021SL201(8DO) ~ Data v o MB Register | HR - 1025 2 |BytetoByte - |None -
4 [MBRegster v |HR v 2000 INTERBUS v |03-ISL 202 (8D)) - |Data “| o 2 |BytetoByte - |None -
5 S =

Figure3.41 ¢ Modbus Serveg Internal MappingJpdated

A. IDS CORYMODBUS SOURCE

When copying Modbus data to th&NTERBU#®iterface, the source type needs to be MB
Register.

Source Type Source Instance Ssu?juff;g ng‘;;;’ SDS;'“S‘;F" Destination Type  Destination Instance D;‘jg‘?g:" Deg'f‘f'f;m D;fg;;g” Count  Copy Function Reformat
P QOriginato
MB Register
NTERBU
System
Figure3.42 ¢ IDS CopyModbus Source Type
The source instance will be the Modbus register type required.
Source Type Source Instance Ssui“j';;"g sgf‘f‘s':? S”O“:'C:EF" Destination Type ~ Destination Instance D;i:f?:;” Deg""”::t'n” D;f'gf?:;” Count  Copy Function Reformat

»l 1 |MB Register :/s:—v\ 0 : 0 1 Byte to Byte :Nune ~
Figure3.43¢ IDS CopyModbus Source Instance
The Source Offset is the Modbus Register offset from where the data must be copied. The

Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS CORYMODBUS DESTINATION

When copying data from thiNTERBUigterface to a Modbus Register, the destination type
needs to be MB Register.

Source Source  Source Bit Destination ~ Destination Destination
Source Type Source Instance Sub-Tag Offect Offsey | Destination Type  Destination Instance o, 2 Offest . Biofieet  Count  Copy Function Reformat
» 1 |INTERBUS |01-1SL 201 (8D0) | Data ~ 0 ~ 0 1 Byte to Byte  |None v
~ Internal ~
EIP Target
EIP Criginator
MB Register

Figure3.44 ¢ IDS CopyModbus Destination Type

The destination instance will be the Modbus register type required.
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Source Source  Source Bit Destination ~ Destination Destination
Source Type Source Instance Sub-Tag Offeot Offeet  DeStination Type  Destination Instance o lp 7 Offect Bt offest  CoURt  Copy Function Reformat

b 1 |INTERBUS ~ |07-1SL 201 (8D0O)  + |Data = 0 MB Register ~ |CS v 0 1 Byte to Byte ' |None =
. ~ ~|CS ~

1S

IR

[HR.

Figure3.45¢ IDS CopyModbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.2.2. MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modblisntoperating interface.

Up to 100 mapping items can be configur&tlithin the 100 mapping items, a maximum of
20 ModbusTCPServerdevicescan be configured.

The Modbus Aux Map will be executed in a sequential marared a mapped item will be
executed at thdUpdate Raten the Modbus parameters. That is, thipdate Rateas the time
between two successive mapped item executions.

The Modbus Auxiliary Map configuratisrindow is opened by either double clicking on the
module in the tree oby right-clicking the module and selectit@pnfiguration

IBROT - Configuration =N =l
General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map Constants Advanced
Modbus Auxiliary Map (max. of 100 items.)
Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat Trigger Trigger IDS
1 Write ~ HR ~ 1000 27 1000 192.168.1.23 7 BB AA ~ Change ~
2 Read ~ HR ~ 2000 4 2000 192.168.1.23 7 BB AA ~
3 Write ~ HR ~ 3500 12 12400 192.168.1.23 5 None ~ Trigger ~ 400
e ~ v -
Ok Apply Cancel Help

Figure3.46 ¢ Modbus Auxiliary Map Configuration

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Modbus Function This is the Modbus function that is sent to the ModlSexver
Readc Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Nzdises
Write ¢ Write a Modbus Register (e.g. HR or CS) to a Mo8keunser
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Register Type Modbus Register Type:
C< Coil Status

IS¢ Input Status

IR¢ Input Register

HR¢ Holding Register

Local Reg. The local (internalNTERBUS Routglodbus register addreq$-4999).
Count The number of Modbus elements to read or write.

Remote Reg. The remoteServerModbus address register.

IP Address The IP address of the remote Modb8srver

Node The Modbus Node address of the remote ModISesver

Reformat Used to specify how the data is formatted before writing to, or after reac

from, the ModbusServer

None¢ No reformatting applied. (AA BB CC DD).
BB AA¢ 16bit Byte swap

BB AA DD C€32bit Byte Pair Swap

CC DD AA BBWord Swap

DD CC BB AAWord and Byte Pair Swap

Trigger For ModbusWrite Functions, the user can select one of three triggers for
write operation.

Cyclic

The specific mapped item will be executed at the update rate (similar t
the read functions).

Change

When any of the data has been changed in the Modbus register range
to write the mapping, then this mapped item will be executed.

Trigger

When Trigger is selected, then the user will need to provide an IDS reg
which is used to trigger the specific Modbus Auxiliary option. When
provided IDS register changes, then the mapped item transaction
execute.

Trigger IDS The IDS Register Offset used to trigger the respective Mapped item.

Table3.4 ¢ Modbus Auxiliary Map parameters

3.6.3. ETHEREETIP ORIGINATOR

TheINTERBUS Routean operate asraEtherNet/IP connection originator for cyclic (Class 1)
or explicit (Class 3 or UCMM) data exchange. The explicit messaging @amfigaredin the
EtherNet/IP Deviceand EtherNet/IP Mapn the Master configuration while the cyclic class 1
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connections are added to thEtherNet/IP Connection®de under the module in the Slate
project tree.

3.6.3.1. ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The INTERBUS Routean establish up to 3 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devicesThis can be done by either manually entering the connection data into
the Connection Parameter window, or by importing the configuration from one or more of
the following sources:

T

)l
1
1

Online Logix Controller
Logix Controller L5X
EDS File

Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to HiberNet/IP Connectiotisee by rightclicking on the
tree in Slate and selectingdd EtherNet/IP Connection

S Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help

‘ol W oA S TR e

=& INTERBUS Demo
& 1 IBRO1 (INTERBUS Router)

------ & Configuration

-l Security

o g EtherNet/IP C ]
e . Add EtherNet/IP Connection

Figure3.47 ¢ Adding EtherNet/IP Class 1 Connection

Next the user will need to enter the connection parameters for the Class 1 connection.

Document No. D16910 Page47 of 146
Revision 2



Setup

IBRO1 - Class 1 Connection - 0 =B
-+] Import [+ Export  Tools
Connection Name Communication Status Offset 0 Interface Fail Action Continue ~
Application Fail Action Continue ~
Connection Details
General Electronic Keying Advanced
Path Keying Disabled hd Tick Time 32ms ~
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 ~
Input (T=>0) 0 0 Product Code 0 Time-Out 4992 ms
Output (0=>T) 0 0 Major Revision 0 Transport Trigger Direction  Server ~
Configuration 0 0 Minor Revision 0 Transfer Format Run/ldle Header
Configuration
Ok Apply Cancel Help

Figure3.48 ¢ EtherNet/IP Class 1 Connection Parameters

NOTEIt is recommended that the user not change the values inAtieanced
frame of the connection parameters.

Parameter Description

Connection Name The instance name given to the Class 1 Connection.

When theINTERBUSommunication has failed, the EtherNet/IP 10 can
configured to either keep the connection running as is, change the conne:
Interface Fail Action status to program mode, or force the connection offline. This will allow
EtherNet/IP device to go into a pdetermined sate when theINTERBU!
communicatiorfails.

This field determines the behavior of the INTERBUS communicationthise
EtherNet/IPcommunicatiorfails.

Continue
INTERBUS communication continues using existing data.
Application Fail Action Zero Data

INTERBUS communication continues, but the mapped data for
EtherNet/IP connection is set to zero.

Offline
The INTERBUS communication is stopped.

General
Path The path to the target device.
If the device is an Ethernet devidhen this will just be the IP address of tt
module.
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If the device is, for example, a module in a backplane or via an adapter,
the user will need to enter the IP address of the bridge or adapter folloy
by the backplane port (for example 1) and the slot number of the device. |
item is separated by eomma.

As an exampleto connect to an AlleiBradley Flex module (via the Fl
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backg
the user will need to enter the following path: 192.168.1.100,1,2 (IP addi
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at whicl
data will be sent from the originator to the target and vice versa.

Input (T=>0Y, Instance

The instance of the input assembly.

Input (T=>0Y, Size (bytes)

The size in bytes of the input assembly.

Output (O=>Tg Instance

The instance of the output assembly.

Output (O=>Tg Size (bytes)

The size in bytes of the output assembly.

Configurationg Instance

The instance of the configuration assembly.

Configurationg Size (bytes)

The size in bytes of the configuration assembly.

NOTE:This is a reawnly value and will be equal to the number of byt
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the cc
device type.

Disabled

Keying is not enable@nd no key information will be sent in the connectic
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow de
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware re\
will allow the establishment of the connection.

Vendor ID

The Vendor ID of the target device.

Device Type

The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing

these values is not recommended)

Tick Time

For unconnected messages, this is the time for each tick to calculate
unconnected Timéut time.

TimeOut Ticks

The number of ticks before the unconnected message is set for timeout.
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TimeOut Multiplier This is the multiplier of the RPI to define the connection timeout time.

TimeOut The unconnected message timeout time (reay)

Transport Trigger Direction | The Transport Trigger directioSgrveror Client

Transfer Format TheReal Timdransfer Formator the O>T transfer.
Run/Ildle Header

Includes a 1éit sequence count, a 3Bit header with the Run/Idle
notification, and the application data.

Modeless

Includes a 1it sequence count and the application data.
Heartbeat

Includes a 1#it sequence count.

ZeroLength Idle

Includes a 1&it sequence count and the application data only when not |
in idle mode.

Configuration

Data The configuration data that is sent with the forward open connect
establishment. The data will need to be entered as a sjuhtenited,
hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by one each time a byte is added t
configuration.

Table3.5 ¢ EtherNet/IP Class 1 Connection Parameters

B. IMPORT FROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix
controller.

PREPARATION

Before the connection information can be imported, some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
0KS RSOAOSQa LINRPFAES adzll2NIa O2y FAIAdz2NI A2y >

2. Download the project to a Logix controller.

NOTE:When instantiating modules in Studio5000 dot make use of the
Gwlk O1 hLIGAYATFGA2yé O02YYdzyAOlI A2y F2NY
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A\
A\

NOTE{ 2YS @OSNEA2y& [23AE
configuration. Where possible use an earlier version (e.g. V24).

IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selectiriopjpioet
from Online Controllepbption located under thémport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§

-+] Import | [+ Export  Tools

Import from Online Controller I

Import Controller L5X
Import EDS File

Import Connection Library

915 &=

Figure3.49 ¢ Import from Online Controller

The Import Connection Parameters form will open.

0+t0HDBO

Controller

| Controller Path

‘I I:l Refresh Controller

Select Configuration Tag

Tag Name

Select Connection

Vendor

Figure3.50 ¢ Import Connection ParametersController Path

Enter the path to the Logix controller. This can be either entered manually, or the Browse

Device Product

Type Code RPI(ms)

4

R 2

NOTEIt is possible that not all the connection information will be imported as
it may not be available due to the type of device and Logix version.

arget Browser
a (=3 g
g Typ ¥G

=] ﬁ 192.168.1.6: 1756-EN2TR/B
|

ﬂ 02:1756-CNB/E 11.003
|

04 : 1756-L75/B LOGIX5575|

5
05: 1756-L85E/B

00: 1756-L62/B LOGIX5562

01:1756-EN2TR/B

o->T o->T
Inslance | Swe e ﬁ 192.168.1.7: 1756-EN2TR/C

ﬁ 192.168.1.89: 1794-AENT/B

A ¥ 4 A x

odzii2y aXxéxX OFy o6S asStSOGSR f I dzy OK
selected.
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Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and

Connection grid respectively.

Import Connection Parameters - O
Controller
Controller Path 192.168.1.6,1.4 Refresh Controller
Select Configuration Tag
Tag Name Tag Type Length
1 FlexACN:1:C AB:1794_DO8:C:0 36
2 FlexACN:0:C AB:1794_IB16:C:0 34
» o3 FlexEth:0:C AB:1794_IB16:C:0

Select Connection

Product
Code

37

Device
Type
1 7

O-=T
Instance

o->T
Size

T->0
Instance

T->0
Size
50 1 2 2 6
100 1

Vendaor RPI (ms) Path

1,7,2,3.1.1
17,23

-
R

1.7.23.1.0

Ok Cancel

1 12 36 18 2 20
0 s s e 0 2 | 8 16219216811710
1 7 34 50 3 0 2 8

Figure3.51 ¢ Import Connection ParametersSelect Connection

In order to import all the necessary connection information, the user will need to select both

the appropriateConfiguration Tagand the matchin@gConnection

tKS ySg
GKSY

O2yySOitAz2yQa

iKS yS¢g 0O2yySOGArz2yQa LI

O2 ¥y T A 3 dzNIConfigurgtionRTiagh |
NGoihEciiod NBE |

A

NE R

Once the appropriate selections have been made, p@ksThe imported data will be

populated into the Connection form.

The user can then modify th@onnection NamgPathand RPlas required.

C. IMPORT FROM CONTROLLER L5X FILE

| SNB GKS 9UKSNbSiUkLt O2yySOilAzy

PREPARATION

LJI

NI YS{GSNE

Before the connection information can be imported some preparation is required using

Studio5000:

a
S
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1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If

0KS RSOAOSQa LINBFALS &adzZlJl2NILia O2y FAIdzNI GA2Y X

2. Save the Studio5000 project as an L5X file.

NOTE:When instantiating modules in Studio5000 do not make use of the

NOTEIlt is possible that not all the connection information will be imported as
it may not be available in the L5X file due to the type of device and Logix
version.

IMPORT L5X FILE

The connection parameters can be imported from the L5X file by selectingntpert
Controller L5Xption located under thémport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export  Tools

0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File

IT Import Connection Library

Figure3.52 ¢ Import from Controller L5X

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘E Refresh Configuration

Select Module

Name Catalog Vendor Device Type Product Code ConfigSize

Figure3.53 ¢ Import L5X Device ConfiguratigrSelect L5X
/I £tA01 2y (GKS . NRg&aS o6axéov odzidzy G2 asStsSoi

The modules found in the selected L5X file will then be displayed in the Module List.
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S Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp'\Connection Import Example L5X Refresh Configuration
Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 | Local ethO 1756-EN2TR 1 12 200 0
3 eth0.Flex5000 5094-AENZ2TRXT/A 1 12 323 0
(VA Flex5000.1B16 5094-B16XT/A 1 7 412 64
5 |Flex5000.F8 5094-IF8XT/A 1 115 325 384
6 |Flex5000.0B16 5094-OB16XT/A 1 7 43 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure3.54 ¢ Import L5X Device Configuration

Select the required module and cli€kk The imported data will be populated into the
Connection form.

The user can then modify tH@onnection NamgPathandRPlas required.

D. IMPORT EDS FILE

The connection parameters can be imported from a suitable EDS file. Typically, this approach
is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, seletnihert EDS Fileption
located under thdmport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export Tools
Import from Online Cantroller
Import Controller L5X

Import EDS File |

Import Connection Library

H|13]|€ ==

Figure3.55¢ Import EDS File

A File Open dialog will open allowing the user to select the EDS file.
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S Select an Electronic Data Sheet - EDS File

v O O Search Temp

«~ v 4 > ThisPC > OS(C) » Temp
Organize ~ New folder = ~ [ 9
~
Name Date modified Type Size
3t Quick access
_] 055A000€006D0100.eds 2023/01/06 06:54 EDS File 35 KB
& Aparian

@ OneDrive - Personal
= This PC

¥ Network

+| | Electronic Data Sheet - EDS File v

File name: |055A000C006D0100.eds

Figure3.56 ¢ Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed
The user will need to select one of the 10 connections.

S Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C006D0100.eds

Vendor:  Aparian
Product: Modbus Router/B (A-MBR/B)

Select Connection
Config

>
>0 T->0 Size

>
Name RPI (ms) o->T O->T Size
Instance Instance Instance

b1 /O Connection

cares

Figure3.57 ¢ Select Connection

The selected connection within the EDS file will be used to populate the Connection
parameters.

The user can then modify th@onnection NamgPathand RPlas required.

Pageb5 of 146
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E. IMPORT CONNECTION LIBRARY

The connection parameters can be imported from a previously created Connection Library
(.EIPCNX) file.

@ NOTEPIlease contact support to receive a pack of the latest Connection Library
files, for commonly used devices.

To import the connection parameters from a Library file, selectiqgort Connection Library
Fileoption located under themport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§
-+] Import | [+ Export  Tools
0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File

IT Import Connection Library |

Figure3.58 ¢ Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters.

The user can then modify th@onnection NamgPathand RPlas required.

EXPORT LIBRARY FILE

In order to create a Library file for future use, select #eort Connection Librargption
located under theExportmenu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library
Connectrerrryerm

Figure3.59 ¢ Export Connection Library File

3.6.3.2. ETHERNET/IP EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained in the EtherNet/IP Devices section below. Once the EtherNet/IP
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devices have been added the user can then configure the required mapping for the
EtherNet/IP Explicit messaging as shown in EtherNet/IP Map section below.

A. ETHERNET/IP DEVICES
This tab is enabled when tH&rimary Interfaces set toEtherNet/IP Originator

The EtherNet/IP Devices configuration is shown in the figure below. Up to 10 EtherNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any of the 1§ucedfdevices.

The data from each EtherNet/IP device is written to, or read from, an Internal Data Space with
a size obKbhytes. See thExplicit EtherNet/IP Messagisgction for more details.

The EtherNet/IP Devices configuratismndow is opened by either double clicking on the
module in the treeor by right-clicking the module and selectif@pnfiguration

IBRO1 - Configuration E@

General INTERBUS INTERBUS Slaves EtherNel/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

Explicit EtherNet/IP Device Settings

Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices (max. of 10 items.)

Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS

3 PowerfFlex700 UCMM ~1192.168.1.100 1000 3 2600
N

~

Figure3.60 ¢ EtherNet/IP DevicesConfiguration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter Description

The configurable update rates (in milliseconds) for each scan class in the Ether

Scan Class A, B, C
Map.

Device List (per device)

Device Name The user assigned instance name for the specific device.

The module can use eith@lass 3r Unconnected Messaginghen communicating

Message Type .
ge 1yp to the target EtherNet/IP device.

The CIP Path to the target device. This can either be entered manually or the us
browse to them by clicking thBrowsebutton. The Target Browsewill open and
automatically scan for all available EtherNetdévices.

CIP Path
If the Ethernet/IPmodule is a bridge module, it can be expanded by riditking on
the module and selecting th8canoption.
Document No. D16910 Pages7 of 146

Revision 2



Setup

The required EtherNet/IP device can then be chosen by selecting it and clickiog 1
button, or by doubleclicking on the target module.

The amount of time (in milliseconds) the module will wait for a response from

Ti t .
imeou target EtherNet/IP device.

The number of message retries before the target EtherNet/IP device is consi

Retry Count offline.

This is the offset in the Internal Data Space (used to map EtherNet/IP device
which provides the communication status of each EtherNet/IP device.
Comm Status Offsd Communication Status is as shown below:

Bit 0- (1:Device Online , 0:Device Offline)
Bit 1 to 7¢ Reserved.

Table3.6 ¢ EtherNet/IP Devices configuration parameters

B. ETHERNET/IP MAP
This tab is enabled when thHrimary Interfaces set toEtherNet/IP Originator

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 preconfigured devices can be configured. The data from each EtherNitVie is
written to or read from Internal Data Space with a sizéKibytes. See thExplicit EtherNet/IP
Messagingsection for more details.

The EtherNet/IP Map configuratioindow is opened by either double clicking on the module
in the tree or by right-clicking the module and selecti@pnfiguration

IBRO1 - Configuration E@

General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNetIPMap Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Explicit EtherNet/IP Map (max. of 50 items )

Input Get Output Set
Offset  Length  Offset  Length

1 | PowerFlex700 Get ~| A ~ | 0x00 0x0001 1 1 4 2 0 o

b v ~ M v

Device Function Scan  Service  Class  Instance Attribute Data Type Tag / Static Value

Figure3.61 ¢ EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description
Devi The device instance name configured in the previous EtherNet/IP Devices tab.
evice
The selected device will be used for executing the communication function.
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Function

The user can select one of four functions.
Get

The module will read data from the target EtherNet/IP device by using the Get £
Attribute CIP function. The received data will be placed into the Internal Data Sps
the Input Offsetlocation configured in this tab.

Set

The module will write data to the target EtherNet/IP device by using the Set S
Attribute CIP function. The data to be written will be retrieved from the Internal C
Space at th®©utput Offsetlocation configured in this tab.

Set Static

Similar to the Set function above, but the data to be written will be fixed (equal ta
Static Valug parameter in this configuration window. This function will typically
used with the singleS) Scan class which means tiNTERBUS Routerodule can be
setupto write the fixed value only once when the target device communication
been established.

Custom

This function allows the user to use a custom Service to write and read data in tt
same transaction. The user will need to see which custom services that target de
adzLILI2 NI a Ay GKIFIG RS@GAOSQa dzaSNJ YI ydz

Read Tag

When using a Logix controller as EtherNet/IP Device, thNTERBUS Routeiodule
can read a Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as BtherNet/IP Device, thiNTERBUS Routeiodule
can write to Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be read from the configured Output Offse

Scan

The user can select Scan ClasB, Cor D (which was configured in the EtherNet/|
Devices tab). The specific mapped item will then be executed at that configured
class rate.

The user can also select tBelass which means that the mapped item will only
execute once when communication to the target device is established. If the targ
device goes offline, then the mapped items with this class will kermeed, and
resent when communication is #establishel.

Service

The custom CIP service/function which is only available whe@tisomfunction
has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute
Input Offset The location in the Internal Data Space where the received data will be written.
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This will only be available f@etand Customfunctions.

Get Length

The length of the data to be received. If the number of bytes received is more tha
Get Length, then the data witlot be written to the Internal Data Space.

the number ofelementsof the configured data type amubt the byte

2 NOTEWhen the function is Logix Read, then the Get Length wil
count.

This will only be available f@etand Customfunctions.

Output Offset

The location in the Internal Data Space from where the data to be written to the te
device will be read.

This will only be available f&t and Customfunctions.

Set Length

The length of the data to be written.

the number of elements of the configured data type arad the byte

f NOTEWhen the function is LogWrite, then the Set Length will b
count.

This will only be available f&etand Customfunctions.

Data Type

The data type of the Static Value.

This will only be available f&@etStaticfunction.

Tag / Static Value

The value to be written to the target device when t8et Statidunction has been
selected.

Note: When using the SINT Array data type, the values must be entered as spac

delimited hex values. For example: 05 34 2E Al

When the module is operating as EtherNet/IP Originator, the data from the EtherNet/IP 10
devices can be mapped to tiRTERBUi&terface using the Internal Map. The Internal Map
configurationwindow is opened by either double clicking on the module in the tree or+ight

Table3.7 ¢ EtherNet/IP Map configuration parameters

3.6.3.3. INTERNAL DATA SPACE MAPPING

clicking the module and selectif@pnfigurationand selecting thénternal Maptab.

When copying data fromreEtherNet/IP 10 to théNTERBUiSterface, the source type needs

A. IDS CORYETHERNET/IP ORIGINATOR SOURCE

to be EIP Originator.
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IBRO1 - Configuration E@

General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNeyIP Map Modbus Madbus Awiliary Map IntemalMap Constants Advanced
Internal Map (max. of 300 items ) Recommend

s . s st Source Source  SourceBit - Destination Destination  Destination Destination . Copy
ource Type ource Instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

» 1 |Intemnal ~ 0 2 0 1 Byteto .. ' |None ~
.

Internal ~ ~

Reformat

age
EIP Originator
MB Register
INTERBUS
System

Figure3.62 ¢ IDS Copy EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10

tree in Slate.

5 Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help

el o+ 5|18
Praject Explorer s .
EH:& INTERBUS Demo

=- i IBRO1 (INTERBUS Router)
-/ Configuration

IBRO1 - Configuration

General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus N

'L Security
|E|--=§= EtherNetfIP Connections
C ] 217941816 (192.168.1.110,1.4) Internal Map (max. of 300 items.)
i | a17940W8 (192.168.1.110,1.2)
5 T 3 Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offset Offsat
» 1 |EIP Originator | |al1794IB16 ~ Data ~ 0

. M 21794I616
al7940W8

Figure3.63¢ IDS Copy, EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Gltgast Assembly. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section

for more information regarding the operation.

The user can seleeither the Data, or Statusto copyfrom the EtherNet/IP connectian

S T S Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Originator ~ |a1794IB16 7 0

" S

Figure3.64 ¢ IDS Copy, EtherNet/IP Originator Status

When selecting th&atus, the format of the Status information is shown below:

Parameter Data Type | Description

EtherNet/IPOriginator Connectioistatus DINT Bit 0¢ Connection Ok

Table3.8 ¢ EtherNet/IP Originato€onnectionStatus
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B. IDS CORYETHERNET/IP TARGET DESTINATION

When copying data from théNTERBU®terface to an EtherNet/IP 10 devic®©utput
Assembly, the destination type needs to be EIP Originator.

Source Source Source Bit Destinat T Destination Destination Destination Destination c t c Functi Ref t
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset aun opy Function eformal

» 1 INTERBUS ~ |01-5L 201 (8DO) - Data = 0

v

Source Type Source Instance

0 1 BytetoByte - |None -

v

Figure3.65¢ IDS Copy EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
IO tree in Slate.

S Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help
naw +0E8e
Project Explorer s v ax
- & INTERBUS Demo IBROT - Configuration

& 1 IBROT(INTERBUS Router)
.} Configuration General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

- EtheiNelIP Comections Internal Map (max. of 300 items )
i 17941816 (192 168.1110.14)
L 8179408 (192168.1110.12) Source T Sourcer Source Source Source Bit . Destination Destination  Destination Destination

ource Type ource Instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset  Bit Offset ount

» 1 |INTERBUS ~ |01-ISL 201 (8DO) v |Data v 0 EIP Originator V|a17940W8 VIDala ~ 0 1

=  er—
Figure3.66 ¢ IDS Copy EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Cl&ustplit
Assembly. The Count is the numbeibgtesthat will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.7. INTERNAL DATA SPACE MAP

The internal data map is used to exchange data from the Ethernet interface 10ITHERBUS
interface and vice versa. Up 80 items can be mapped. The Internal Map configuration
window is opened by either double clicking on the module in the toeaight-clicking the
module and selectinGonfigurationandthen selecting thdnternal Maptab.

TheCountis the number of bytes that will be copied from the source to the destination.
There are four differen€Copy Functionghat can be used.

Function Description
Byte to Byte Eachbyte from the source will be directly copied to ealte in the destination.
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Each byte from the source will be copied to each bit in the destination. If a \
greater than zero is read from thsource bytethen a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from soeirce bytethen a 0 will be
written to the destination bit address. The destination offset will be the bit offset a
the destination address will be incremented by one bit each time.

Bit to Bit Eachbit from the source will be directly copied to eabh in the destination.

Each bit from the source will be copied to each byte in the destination. If a value c
is read from thesource bitthen a 1 will be written to thelestination byte address. If
Bit to Byte a value of zero is read from ttsmurce bitthen a 0 will be written to thedestination
byte address. The source offset will be the bit offset and the source address w
incremented by one bit each time.

Table3.9 ¢ Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option provides five
different reformat options.

NOTEThe reformat option is only available fByte to ByteCopy Functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16-bit Byte swap

BB AADD CC 32-bit Byte Pair Swap

CC DD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table3.10¢ Internal Map Reformat Options

3.7.1. CoPYFROM

One ofsixsources can be selected to copy from
Internal, EIP Target, EIP OriginatdB RegisteriINTERBUBevice and System

Internal Map (max. of 300 items.)

5 T 5 Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offset Offset
(4 "
Internal
EIP Target
EIP Originator
MB Register
INTERBUS
System

Figure3.67 ¢ Internal Mapg Source Type
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3.7.1.1. INTERNAL

When copying data from the internal data space (IDS), the source type needs to be Internal.

Souree Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
ub-Ta sel st P Instance Sub-Tag Offset Bit Offset Py

0 5 0 1 Byteto Byte  ~ |None ~

Figure3.68 ¢ IDS Copy Internal Source Type

The source instance is Not Applicable for the internal data space. The Source Offset is the
offset in thelnternal Data Space (ID8hich has a masmum of 5,000 bytes. The Count is the
number ofbytesthat will be copied.

3.7.1.2. EIP TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to thelNTERBUIi&terface, the source type needs to be EIP Target.

stination Destination Destination Destination
stance Sub-Tag Offset  BitOffset  COUNt  GopyFunction Reformat

v 0 v 0 1 BytetoByte - |None v

Source Type Source Instance s Destination Type
ub-Tax st st

Figure3.69¢ IDS Copy EtherNet/IP Target Source Type

The source instance will be the connection number, which can be connection 0 to 3, based on
the number of connections configuredhe Source Offset is the offset in the EtherNet/IP
output assembly from where the data must be copied. The Count is the numbegtasfthat

will be copied.

3.7.1.3. EIP ORIGINATOR

When copying data fromreEtherNet/IP 10 to théNTERBUiSterface, the source type needs
to be EIP Originator.

Source Type Source Instance Source Source  Source Bit Destination Type Destination Destination  Destination Destination Count Copy

EIP Target

Reformat

Sub-Tag Offset Offset Instance Sub-Tag Offset Bit Offset Function

~ v

EIP Originator

Figure3.70¢ IDS Copy EtherNet/IP Originator Source Type
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The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

S Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help

pEW +.5 @84

Bﬁ INTERBUS Demao
=8 i IBRO1 (INTERBUS Router)
i Configuration

IBRO1 - Configuration

ri Security General INTERBUS INTERBUS Slaves EtherMNet/lP Devices EtherNet/IP Map Modbus N
- EtherMet/IP Connections .
i | a17941B16 (192.168.1.110,1.4) Internal Map (max. of 300 items.)
i | a17940WE (192.168.1.110,1.2)
5 T 5 Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Originator ~ Jal7%4IB16 V|Data A4 0

N M a1794IB16
a17940W3

Figure3.71¢ IDS Copy, EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Gltgast Assembly. The
Count is the number dbytesthat will be copied.

The user can select to copy the data from the EtherNet/IP connection or the status.

S T S Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Originator * a1794IB16 ~ 0
N v Data
Status

Figure3.72¢ IDS Copy, EtherNet/IP Originator Status

When selecting the statughe format of the Status information is shown below:

Parameter Data Type | Description

EtherNet/IP Originator Connection Statu DINT Bit 0¢ Connection Ok

Table3.11 ¢ EtherNet/IP Originator Connection Status

3.7.1.4. MODBUS REGISTER

When copying Modbus data to thd\TERBU®Biterface, the source type needs to be MB
Register.
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Source Source  Source Bit Destination ~ Destination Destination

Source Type Source Instance Sub-Tag Offset Offset Destination Type  Destination Instance Sub-Tag Offsat Bit Offset Count Copy Function Reformat
Figure3.73¢ IDS CopyModbus Source Type
The source instance will be the Modbus register type required.
Source Type Source Instance Ssui‘f?;"g sgf‘f‘s':? S”O“:'C:EF" Destination Type ~ Destination Instance D;i:f?:;” Deg""”::t'n” D;f'gf?:;” Count  Copy Function Reformat

» 1 MBRegister v |CS ~ 0 v 0 1 Byte to Byte | None v
. ~[cs v v

1S

R

ER ]

Figure3.74 ¢ IDS CopyModbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number déytesthat will be copied.

3.7.1.5. INTERBUS

When copying data fromraINTERBUS output, the source needs to be INTERBUS.

s T s Inst Source Source  Source Bit Destination T Destination Destination  Destination Destination Count Copy
ource Type ource Instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

3 ~ ~ v

Reformat

Internal

EIP Target

EIP Originator

MB Register
INTERBUS |

Figure3.75¢ IDS Copy INTERBUSource Type

The source instance will be tmame of the configured INTERBUS sld¥e Source Sebag
will be Data.

3 T s Inst Source Source  Source Bit Destination T Destination Destination  Destination Destination Count Copy
ource Type ource Instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

» 1 |INTERBUS v|None  v|Data v 0 v 0 1 Bytet. “ |None v
. . . v

0Q1-ISL 201 (8DQ)

021SL 201 (8D0)

D31SL 202 (8DI)

Figure3.76 ¢ IDS Copy INTERBUSource Instance

Reformat

3.7.1.6. SYSTEM

When copying system information, the source type needs t&ystem
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Source
Sub-Tag

» 1 |System ~ Status
.

Internal
EIP Target

Source Type Source Instance

EIP Originator

Source  Source Bit
Offset Offset

= 0

Destination Destination ~ Destination Destination
Instance Sub-Tag Offset Bit Offset

~ 0 48 |BytetoByte - None ~

Destination Type Count Copy Function Reformat

Figure3.77 ¢ IDS Copy Systeminformation

¢ KS Y 2Rsten $ifarination has the following format.

Parameter Data Type | Description
Module Status.
Bit 0¢ Module Config Valid
Bit 1¢ EtherNet/IPOriginator Comms Ok
Bit 2¢ Modbus Comms Ok
Status DINT Bit 3 ¢ EtherNet/IPTarget Comms Ok
Bit 4¢ Controller in Run Mode.
Bit5¢ NTP Ok
Bit 6¢ INTERBUS Active
Bit 7¢ INTERBUS Running
INTERBUS Cycle Time DINT The INTERBUS Cycle Time in microseconds.
Frame Rx Count DINT The number of INTERBUS Frames received.
Frame Update Count DINT The number of Frame Updates (Input (Send) data changed
Checksum Errors DINT The number of detected Frame Checksum errors.
Ident Frame Count DINT The number of INTERBUS Ident frames received.
Data Frame Count DINT The number of INTERBUS Data frames received.
Unknown ®@mmandCount DINT The number of unknown INTERBUS commands received.
Idle Timeout Count DINT The number of INTERBUS timeout occurrences.
Idle State Change Count DINT The number of INETRBUS Idle State changes.

3.7.2.

Table3.12 ¢ System Information Format

CopYTO

One offive destinations can be selected to copy to
Internal, EIP Target, EIP OriginatdB Registerand INTERBUBSevice

3.7.2.1.

INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.
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Figure3.78 ¢ IDS Copy Internal Source Type

The destination instance is Not Applicable for the internal data space. The Destination Offset
is the offset in thdnternal Data Space (ID8hich has a mamum of 5,000 bytes. The Count
is the number obytesthat will be copied.

3.7.2.2. EIP TARGET

When copying data from thiNTERBUfBterface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

Source Source  Source Bit Destination Destination ~ Destination Destination N
Source Type Source Instan Sub-Tag Offect Offeet | Destination Type oton Sub-Tag Offact Bt Offoct Count  Copy Funcion Reformat

P &2 0 EIP Target | Connection 0 = 0 1 BytetoByte  |None v
.

- Internal
EIP Target |
P Originator

MB Register
INTERBUS

Figure3.79¢ IDS Copy EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connection 0 to 3,
based on the number of connections configured. The Destination Offset is the offset of the

EtherNet/IP input assembly from where the data must be copied. The Couna sitnber of
bytesthat will be copied.

3.7.2.3. EIP ORIGINATOR

When copying data from théNTERBUS$terface to an EtherNet/IP 10 devicéutput
Assembly, the destination type needs to be EIP Originator.

5 T s Instance | Source Source  Source Bit Destination T Destination Destination  Destination Destination
ource Type ource Instance Sub-Teg Offset Offset estination Type

Instance Sub-Tag Offset  BitOffset ~ COuMt  Copy Function Reformat

L = 0 EIP Qriginator ~|al794IB16 ~ |Data =2 a 1 Byte to Byte ' |None =
N

~v ~

Figure3.80¢ IDS Copy EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
O tree in Slate.
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A 18R01 - Configuration [E=NEoR "%~
General INTERBUS INTERBUS Siaves EterNellP Devices ElherNellP Map Modbus Modbus Auxiary Map IntemaiMap Constants Advanced
Internal Map (mex. of 300 items.) Recommend

1 217940W8(182168.1.110.1.2)

Sourca Source Saurce Bit Destination Destination  Destination  Dastination
Source Type Source Instance S Ton Offoot | Offeet Destination Type oetonee Sub Tag Offoet | Bt Offset  Count  CopyFunction  Reformat
ta

ul

» 1 |INTERBUS 01-iSL 201 (8DQ) - |Data v 0 EIP Onginator 17341816 - |pat [} 2 Byle toByte  ~ |None

. B a1704816 .
217940W8

Figure3.81¢ IDS Copy EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Cl&ustplit
Assembly. The Count is the numbeibgtesthat will be copied.

3.7.2.4. MODBUS REGISTER

When copying data from thiNTERBUi&terface to a Modbus Register, the destination type
needs to be MB Register.

Source Source  Source Bit Destination Destination ~ Destination Destination

Source Type Source Instance Sub-Tag Offset Offeet | Destination Type Ietance Sub-Tag Offect Bt Offest Count Copy Function Reformat
» 1 INTERBUS ~ |01-1SL 201 (8DO) ~ | Data s 0 MB Register ~|HR e 0 2 Byte to Byte  |None v
v Internal ~
EIP Target
EIP Originator
MB Register ]
Figure3.82¢ IDS CopyModbus Destination Type
The destination instance will be the Modbus register type required.
SouwceType  Soucelmstance  SoCe  SoWee SOMRB poguigntype  DpSinefon  Desineion Destneon DsiefOn  Count  GopyFuncton  Refomet
» 1 INTERBUS ~ |01-SL 201 (8DQ) ~ |Data v 0 MB Register ~IHR ~ 0 2 Byte to Byte  None v
- v ~|Cs ~
IS
IR

Figure3.83¢ IDS CopyModbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number diytesthat will be copied.

3.7.2.5. INTERBUS

When copying dat#o a virtual INTERBUS slatiee destination type needs to HAITERBUS

Source Source  Source Bit Destination  Destination Destination

Source Type Source Instance Sub-Tag Offsot Offset | Destination Type  Destination Instance ¢\ " - Offast BiOfiest  COUNt  CopyFunction  Reformat
» 1 Internal v 0 INTERBUS w |03-ISL 202 (8DI) v |Data v 0 2 Byteto B... ~ |None v
. v Internal v

EIP Target

EIP Originator

B Registe

INTERBUS

Figure3.84 ¢ IDS Copy INTERBUBestination Type
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The destination instance will be theonfigured name of the INTERBUS virtual sldave
Destination Offset is the offsét the INTERBU&ata to where the data must be copied. The
Count is the number déytesthat will be copied.

@ NOTEFor more information regarding the specific Internal Map operation for
specific interfaces, see the setup and configuration sections for the various
INTERBU&NdPrimary Interfacs.

3.8. CONSTANTS

The Internal Data Constant configuration provides a mechanism to load the Internal Data
Space (IDS) with constant data at module stgrt This is often useful for the ppopulation
of configuration data for INTERBUS slaves, as well as Modbus and Efifeddeices.

TheConstantsonfigurationwindow is opened by either double clicking on the module in the
tree, or by rightclicking the module and selectif@pnfiguration

IBROT - Configuration
General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map Constants  Advanced

Internal Data Constant ltems (max. of 100 items.)

Data Type Value Offset Reformat
» DINT ~ 345 3000 BB AA DD CC
INT ~ 34 3050 None
REAL ~ 23.67 3052 None
v

Figure3.85 ¢ Constantonfiguration

TheConstantconfiguration consists of the following parameters:

Parameter Description

The Data Type of the constant item, either:
SINT

INT

DINT

LINT

REAL

USINT

UINT

UDINT

Data Type

=A =4 =4 4 4 4 -4 -
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Value The constant value.
Offset The offset in the Internal Data Space where tioastant valuewill be copied
Reformat Used to specify how the data is formatted before writingrniternal Data Space

1 Nonec No reformatting applied. (AA BBr AA BB CC DD).
1 BB AAc 16bit Byte swap

1 BB AA DD CC32bit Byte Pair Swap

1 CC DD AA BBWord Swap

1 DD CC BB AAWord and Byte Pair Swap

Table3.13 ¢ Constantonfiguration parameters

3.9. ADVANCED

The Advanced configuratiomindow is opened by either double clicking on the module in the
tree, or by right-clicking the module and selectif@@pnfiguration

IBRO1 - Configuration

General INTERBUS INTERBUS Slaves FtherNet/IP Devices FEtherMet/lP Map Modbus Modbus Auxiliary Map  Internal Map Constants  Advanced
Device Level Ring

DLR Enable

Time Synchronization
NTP Enable

NTP - Network Time Protocol

Server IP Address 192 . 188 | LI 2

Update Interval 60 (s)

Ok Apply Cancel Help

Figure3.86 ¢ Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description
DLR Enable Enable the Ethernet Device Level Ring functionality.
The INTERBUS Routean synchronize its onboard clock to an NTP Serve
NTP Enable :
enabling NTP.
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This setting is the IP address of the NTP Server which will be used as a tim

NTP¢ Server IP Address
source.

This setting is the updated interval (in seconds) thatitMfEERBUS Routeill

NT te Int I .
PG Update Interva request time from the NTP Server.

Table3.14 ¢ Advanced configuration parameters

3.10. MODULE DOWNLOAD

Once thelNTERBUS Routssnfiguration has been completed, it must be downloaded to the
module. Before downloading th@onnection Patlof the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It
can however be modified, if theNTERBUS Routsrnot on a local network.

The connection patlean be set by rightlicking on the module and selecting tB®nnection
Path option.

5 Aparian-Slate - INTERBUS Demo

File Device Tools Window Help

el XA 04T TR

B-ﬁ INTERBUS Demo

=3l IBRO1 (INTERBUS Rout

- Configuration # Configuration
i Security Connection Path

=

dF Go Online

¥ Download

4 Upload

Verify Configuration
ol Copy

[+ Export

K Delete

Figure3.87 - Selecting Connection Path

The new connection path can then be either entered manually or selected by means of the
Target Browser

IBRO1 - Connection Path F=REEE <"

Connection Path
192.168.1.170 Browse

Ok Cancel

Figure3.88 - Connection Path
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To initiate the download, rightlick on the module and select tiXownloadoption.

S Aparian-Slate - INTERBUS Demo

File Device Tools Window Help
‘el O T IR e

Project Explorer
=+ £ INTERBUS Demo

=8 JIBRO1 (INTERBUS Router}

- Configuration & Configuration
-l Security = Connection Path
Go Online

it

¥ Download

4 Upload

Verify Configuration

o Copy
[+ Export
X Delete

Figure3.89 - Selecting Download

Once complete, the user will be notified that the download was successful.

@ Download Successful.

Figure3.90 - Successful download

Within the Slateenvironment the module will be in the Online state, indicated by the green
circle around the module. The module is now configured and will start operating immediately.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
oal E |G 78 R 4

Project Explorer :

=- & INTERBUS Demo2
4} IBRO1 (INTERBUS Router)
- Configuration
-l Security
D Ethernet Port Config
L. Status

Figure3.91- Module online
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4. SD CARD

The INTERBUS Routsupports an SD Card (see below) which can be used for disaster
recovery. The SD Card can be-fmaded with the required firmwarenetwork configuration
and/or application configuration.

Figure4.1 ¢ Module Side View SD Card Slot

NOTEThe user will need to ensure that the SD Card has been formatted for
FAT32.

NOTEAIl needed files must be copied into the root directory of the SD Card.
The module will not use files which are located in folders.

> B

4.1. FIRMWARE

The user can copy the required firmware (which can be downloaded from the Aparian
website) onto the root directory of the SD Card.
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5D - O X
. SDHC (D2) X +

™ C ) > SDHC (D) Search SDHC (D) Q

® New ~ % @ @ ) = W TN Sort ~ = View v s (1 Details

Name Date modified Type Size

> [ Aparian ‘D IBG_IBR_1001002.afb 2026/04/14 12:09 AFE File 1170 KB

> 5k SDHC (D)

Titem  1item selected 1.14 MB E‘Q
N J

Figure4.2 ¢ SD Card Firmware file

NOTE:The filename of the firmware file must not be changed. The specific
module will use only the firmware that is valid (e.g. INERBUS Routeil
onlyusethed L. DY L . w\ EfitniwBrefile ® F06 €

NOTEIf more than one firmware file, with different firmware revisions, of the
same product is on the SD Card it can cause the module to constantly firmware
upgrade the module.

If a faulty module is replaced the user can insert the SD Card with the firmware file on into
the new module. While the module is booting it will detect if the firmware on the new module
is different from that on the SD Card. If yes, the firmware will egitbe upgraded or
downgraded to the firmware revision on the SD Card.

4.2. NETWORK PARAMETERS

When the SD Card has been inserted into the module and the user is online with the module
in Slate, then the user has the option to directly upload the network parameters (e.g., IP
Address, Subnet Mask, etc.) on to the SD Card usingdtie Network Parameters to SD Card
option. This will copy th¥ 2 R dzEuBeDthetwork parameters to the SD Card.
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S Aparian-Slate - INTERBUS Demo2

Window Help

+:0 8026

File Device Tools

LY
Project Explorer =
=& INTERBUS Demo2

=
- # Configuration &
-l Security =
- Ethemet Port Conf)
51 Status
“ T EventViewer

AlE ¢ 2 @ % 2 5

Configuration

Connection Path

Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Maodbus Packet Capture
Save Configuration to SD Card

Save Network Parameters to SD Card

% § T T

Export Modbus Summary CSV
Export Modbus Expanded CSV
Export Configuration File
Generate Logix L5X

Figure4.3 ¢ SD Card Network Parameters

When the module powers up witan SD Card inserted and theexistnetwork parameters
saved onto the SD Card, it will update the existing network parameters if they are different.

4.3. CONFIGURATION

If a moduleneeds to baeplaced the user can insert the SD Cdvdth the configuration filg

into the new module. The new module will determine if the configuration on the SD Card is
different than the currently loaded configuration (even when there is no configuration on the
module). If different, the configuration on the SD Card will be dowrfloRd A y (i 2
NV memory before the module starts executing.

G§KS Y2F

The user can add the Slate configuration file to the SD Card root directory in one of two ways.

S0 - O X
i SDHC (D) % +

T C J > SDHC(Dy Search SDHC (D) Q
® New - pa @ @D = ] N Sort » = View - (B Details

. Name h Date modified Type Size
> L&l Aparian
> B SDHC (D) ‘ ||D INTERBUS Router-FaD9.cfg 2026/04/14 1520 CFG File 2KE||
1item  1item selected 1.91 KB E |
Figured.4 ¢ SD Card Configuration file
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4.3.1. MANUAICOPY
Once the user has created the application configuration in the Skaeconfiguration can be

exported to a file that can be used on the SD Card. Once the file has been created the user
can copy this file into the root directory of the SD Card.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
el W XA 5 ER e
Project Explorer s B1916:3:3 593609930593
Eﬁ INTERBUS Demo2
=X |
.. Configuration | # Configuration
"l Security = Connection Path

E ggz};m PortCo 2 Ethernet Port Configuration

.7 Event Viewer Verify Configuration
=0 |dentity
1 Status
4 Go Offline
Generate Status Report
/1 Internal Register Viewer
+= Modbus Packet Capture
[ Save Configuration to SD Card
[ Save Network Parameters to SD Card
[+ Export Modbus Summary CSV
[+ Export Modbus Expanded CSV
|E Export Configuration File
# Generate Logix L5SX

TH

Figure4.5 ¢ Configuration Export for SD Card

S Select a Slate Device Config Export File

« > v 4 58> sDHC(D ~ G Search SDHC (D?) »

Organize = New folder = - 9
Name Date modified

> [ Aparian |D INTERBUS Router-F9D9.cfg 2026/04/14 15:20

> 5% SDHC (D)

File name: | INTERBUS Router-F9DS.cfg v
Save as type: Slate Device Config Export (*.cfg) v
~ Hide Folders Cancel
\ -

Figure4.6 ¢ Configuration Export for SD Card
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A\

will only use thdNTERBU&Nfiguration file).

A\

4.3.2. S ATEIRIGGERHIPLOAD

NOTEThe filename of the configuration file musbt be changed. The specific
module will use only the configuration that is valid (e.g. INRFERBUS Router

NOTE:If more than one configuration file, with different configuration
signatures, of the same product is on the SD Card then only the last
configuration will be used.

When the SD Card has been inserted into the module and the user is online with the module
in Slate, then the user has the option to directly upload the configuration on to the SD Card
using theSave Configuration to SD Capation. This will copy the configuration that has been
downloaded to the module directly to the SD Card without the need to remove it from the

module and inserted into a PC.

A\

File Device Tools

el Yo
Project Explorer s
= & INTERBUS Demo2

-4 Configuration

- i Security

D Ethernet Port Conf
=1 Status

L..I EventViewer

=R J1BRO1 (INTERBUS g

>~

Configuration
Connection Path
Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Modbus Packet Capture

Figured.7 ¢ Save Configuration to SD Card

@@l 2= 42 & @08

Save Configuration to 5D Card

« & 7T 7

Save Network Parameters to 5D Card

Export Modbus Summary CSV
Export Modbus Expanded CSV
Export Configuration File
Generate Logix L5X

NOTEAII other configuration files in the SD Card root directory will be deleted
when the upload is done.

S Aparian-Slate - INTERBUS Demo2

Window Help
)8 A
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5. DEVICE FIRMWARE UPDATE

TheINTERBUS Routerodule supports irfield firmware upgrading. The latest firmware for
the module can be downloaded from the Aparian websitew.aparian.com The firmware
is digitally signed, so only the correct firmware can be used.

To firmware upgrade the module, follow the steps below:

1 From theToolsmenu in Slate, select tHeeviceFlashitility.

S Aparian-Slate

File Device | Tools | Window Help
=k

£ Target Browser
4 DHCP Server
G|
¥
8

Event Viewer

DeviceFlash

Packet Capture Viewers 3

GSD File Management

FF DD Management

CAN EDS File Management
DeviceNet EDS File Management

& Application Settings

Figureb.1 ¢ Select DeviceFlash utility from Slate

1 When the utility opens, the user will be prompted to select the binary file to be used to
firmware upgrade the module.

S Select a Device Flash File

&« v N « QS (C) » Temp > Aparian v G Search Aparian P
Organize * New folder =~ [1 0
Name Date modified Type Size
| D IBG_IBR_1001002.afb 2026/04/14 12:09 AFB File 1170 KB ‘
File name: [IBG_IBR_1001002.atb V| Device Flash (*.afb) w

Figureb.2 ¢ Select the binary file
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1 After selecting the file, the user will be prompted to select the device to firmware upgrade on

the local network.

S Target Browser

%O

Daone

192.168.1.105: PA Link/B
192.168.1.146 : IP Point HART Out
192.168.1.171 . INTERBUS Router
192.168.1.183 . PLX51-DNPS

192.168.1.184 . FF Link/B

o o o o e ] —— -

- 192.168.1.221 . DESKTOP-RJTTETN
192.168.1.233 : DH485 Router/B
192.168.1.238 . DeviceNet Router/B
192.168.1.245 : Modbus Router/B

- 192.168.15.106 : DESKTOP-RJTTETN

Ok

Cancel

Figure5.3 ¢ Select the device to be updated

1 After the device selectignthe user will be promptedo start the device flash proces3he
firmware update will take less than 2 minutes to complete.

Device Flash E=NEEE %"
File Tools
Parameter Source File Target Device
Path IBG_IBR_1001002 192.168.1.170
Product INTERBUS Router INTERBUS Router
Vendor 1370 1370
Device Type 12 12
Product Code 142 142
Revision 1.001 1.001.002
Flash Cancel
Sending Chunk 541 -

Figure5.4 ¢ Firmware update busy

1 Once the firmware update has successfully completed, the Target Device textboxes will
display green.
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== | 3]
File  Tools
- f
Parameter Source File Target Device
Path IBG_IBR_1001002 192.168.1.170
Product INTERBUS Router INTERBUS Router
Vendor 1370 1370
Device Type 12 12
Product Code 142 142
Revision 1.001 1.001.002
Flash Cancel
Complete

Figureb.5 ¢ Firmware update successfully completed

NOTEIf for any reason the firmware update failed (e.g. power down during
the update), then the module will revert back to the bootloader. The user can
then simply reflash the module again to update it to the latest application
firmware.
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6. SECURITY

TheINTERBUS ROUHERports security services allowing the user to configure various levels
of module security.

When security is enabled all EtherNet/IP communication between Slate and the module is
encrypted preventing information from being intercepted by a third party.

{ SOdzNA (e 2F (GKS Y2Rdz S Aa O2yFAIdzZNBSR | yR R?2
(application) configuration and can thus be configured online without affecting the running
process.

The security services provide the following features:

Configurable level of security

Encrypted EtherNet/IP communication

Fixed User Roles and Custom Users
Configurable Password rules

Login Expiry

Failed Login Coaff and Account Disable options
Configurable Global Services and Custom Ports
Optional IP Address Access Control List
Optional MAC Access Control List

Restrictions on Reset command

Restrictions on Device Flash options

=A =4 =4 4 -4 4 -4 -4 -4 -4 -4 -

Security Audit trail in Event Log

Optional user authentication can be enabled, requiring users to login to the module when
connecting. In addition to the fixed role users, (viz. Administrator, Engineer, Operator, Auditor
and Viewer) up to 5 custom users can be configured. Each custornswessigned one of the
aforementioned fixed roles.

Once user authentication has been initialized, only users with Administrator privileges are
able to change the security configuration and reset passwords etc.

Document No. D16910 PageB2 of 146
Revision 2



Security

Associategrivileges for each user rqles tabulated below:

Privileges / Roles ‘ Administrator ‘ Engineer‘ Operator‘ Auditor ‘ Viewer | None

System

Identity Object v v v v

Device Flash (Firmware Upgrade)

Reset Module

Change Ethernet Interface Settings

Application

Download/Upload Configuration

View Status and Statistics

Clear Statistics

Packet Capture

View Event Log

Clear Event Log

Generate Status Report

Modbus Pass Through Functions

CKK ISISIKIKISE KIS

Internal Register Viewer

Security

Download/Upload Security Configuration

Clear All Security

View Security Status and Statistics

Clear Security Statistics

Change Own Password

CSIKIKISISIKT SISIKISIKIKISIKIKST ISIKIKK

ACSERER
ACSEREE

Change Another User's Password

Table6.1 ¢ User Role Privileges

6.1. SECURING PROCESS

The process to secure a module involves the following basic steps:
1 Setup Securitonfiguration
1 DownloadSecurity Configuration to the module
9 Initialize User Authentication

6.1.1. CONFIGURATION

The Security Configuration is accessed by +ofjbking on theSecurityitem in the device tree
and selecting th&ecurity Configuratioroption.
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S Aparian-Slate - Demo

File

=& Demo

Figure6.1 ¢ Selecting Security Configuration

Device

oE
¥

Tools

‘O WX g

Project Explorer =

= 1 MyMeodule (Generic Module)
../ Configuration

Window Help

+o B2

Security Configuration

=

Security Status

Change My Password

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration
Import Security Configuration

The configuration form will open and display multiple configuration tabs.

6.1.1.1.

TheGeneralconfiguration tab is shown below.

GENERAL CONFIGURATION

MyModule - Security Configuration

Master Securnty Enable
Enable Fixed Users
Engineer
[_] Operator
Auditor
Viewer

Module Reset and Flash Rules
Allow Reset
Allow Reset to Factory Defaults
[J Allow Reset when Connectad
] Allow Device Flash when Connected

Ok

General Password Rules Custom Users Services IP Access ControlList MAC Access Control List

Login Rules
Login Expire

Timeout Period 30

Failed Login Coal-Off

Retry Count 3

Cool-Off Period 5

["] Failed Login Disables Account

Retry Count 3
Reset Time 60
Apply Cancel

(minutes)

(minutes)

(seconds)

=

Figure6.2 ¢ Security Configuratiog General

TheGeneralconfiguration tab comprises the following parameters:
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Parameter

Description

Master Security Enable

Used to enable or disable the master security.

NOTE If this optionis disabled then all Securit
measures are disabled.

Enable Fixed Users
Engineer
Operator
Auditor
Viewer

Allows each of the fixed users to be enabled or disabled.

NOTE The fixed Administrator user cannot be
disabled.

Module Reset and Device Flash Ru

les

Allow Reset

Must be checked to allow any type of Reset via EtherNet/IP.

Allow Reset to Factory Defaults

Must be checked to allow Reset to Factory Defaults (including R
to Factory Defaults except Communication settings).

Allow Reset when Connected

Must be checked to allow any type of Reset when the modul
connected, where connected implies an EtherNet/IP Clas
connection.

Allow Device Flash when Connecte

Must be checked to allow Device Flash when the module
connected, where connected implies an EtherNet/IP Clas
connection.

Login Rules

Login Expire

Selecting this option causes all users to be automatically locggéc
after the Login Expire Timeout Period.

Login Expire Timeout Period

The duration, in minutes, after which all users will be automatic
loggedout.

Min: 1 minute
Max: 1440 minutes (24 hours)

Failed Login Codff

Selecting this option initiates a Ceaff period after a user has
entered an incorrect passworthe Retry Countimes in succession
During the cool off period the user will not be able to login.

NOTE This option, and the Failed Login Disal
Account option, cannot be simultaneously selected

Failed LogitCootOff Retry Count

The number of retries before the Login G@if period is applied.

Failed Login Co@ff Period

The Coclff duration, in minutes.

Once a user has entered an incorrect passwihedRetry Countimes
in succession, they would need to wait this period before they
login again.

Min: 1 minute

Max: 1440 minutes (24 hours)
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Failed Login Disables Account

{StSOGAy3a (KAa 2LIWiAz2y Ol dzaSa
enter an incorrect passworthe Retry Countimes in successiot
before the Reset Time has expired

@ NOTEhy OS G KS dzaSNna | 002

NOTE This option will not be applicable for th
Administrator user account.

Failed Login Disables AccouRretry
Count

lj

Administrator would need to reset their password.
¢CKS ydzYoSNJ 2F NBGNRSE gKAES

account is disabled.

Failed Login Disables Accouréset
Time

TheReset Tima@uration, inseconds
Once a user has entered an incorrect passwitind Disablédccount

Reset Time will be applied and starts counting down to zero. If
user enters the incorrect Password the Retry Cdimésbefore the
Reset Time has expirel KS  dza SN & | 002 dzy i
Reset Time has expired (gone back to zero), then the login prc
can be restarted.

Min: 1second.
Max:65000secondg18 hours)

Table6.2 ¢ Security Configuratiog General

6.1.1.2. PASSWORD RULE CONFIGURATION

ThePassword Rulegab is shown below.

MyModule - Security Configuration

Nl %™

General S Custom Users Services IP Access Control List MAC Access Control List

Password Rules

8

Minimum Length o

Requires at least one Lowercase character
Requires at least one Uppercase character
Requires at least one Numeric character

Requires at least one non-Alphanumeric character
Reject Triples (3 identical consecutive characters)

[ Reject Username Deriviatives (4 consecutive characters)

Ok Apply Cancel

Figure6.3 ¢ Security Configuratiog Password Rules
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ThePassword Ruletab comprises the following parameters:

Parameter

Description

Minimum Length

The minimum number of characters the password must contain.
Min: 1
Max: 32

Requires at least one
Lowercasecharacter

When selected, all passwords will require at least one lowercase characte
eg.abcd

Requires at least one
Uppercasecharacter

When selected, all passwords will require at least one uppercase characte
eg.ABCD

Requires at least one
Numericcharacter

When selected, all passwords will require at least one -alplanumeric
character.

eg.1234

Requires at least ondon-
Alphanumericcharacter

When selected, all passwords will require at least one -alpihanumeric
character.

eg.!@#%%

RejectTriples

When selected, all passwords may not contain 3 identical {resmnsitive)
consecutive characters.

e.g. MyDDDogstrangecCcat.

Reject Username
Derivative

When selected, all passwords may not contain any derivative of the respe
username. A derivative is defined as any 4 consecutive characters o
password cas@nsensitivematching any 4 consecutive characters of t
username.

Table6.3 ¢ Security Configuratiog Password Rules

6.1.1.3.

CUSTOM USERS CONFIGURATION

TheCustom Usersonfiguration tab is shown below.
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Enable Custom Users

MyModule - Security Configuration E\@

General Password Rules CustomUsers Services IP Access Control List MAC Access Control List

Custom Users (max. of 5 items.)

User Name Role
1 Rex Stardust Administrator ~
2 | Cynthia Smith Engineer 2
3 | Walter Sobchak Viewer ~

Ok Apply Cancel

Figure6.4 ¢ Security Configuratiog Custom Users

TheCustom Usersonfiguration tab comprises the following parameters:

Parameter

Description

Enable Custom Users

Global Enable / Disable for all Custom Users

User Name User Name of the Custom User.
@ NOTEThe User Name cannot exceed 32 characters.
@ NOTEThe User Name cannot be the same as any of the fixed
(Administrator, Engineer etc.)
Role The role allocatedo this user. Select one of the following:

Administrator
Engineer
Operator
Auditor
Viewer

Table6.4 ¢ Security Configuratiog Custom Users

6.1.1.4. SERVICES CONFIGURATION

TheServicezonfiguration tab is shown below.
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MyMaodule - Security Configuration \E\@

General Password Rules Custom Users Semvices |P Access Control List MAC Access Control List

Services

[ Allow Al
Global Security Services Global Custom Ports
HTTP Custom Port
Modbus-TCP 509
DNP3-TCP i

DNP3-UDP
PCCC

Ok Apply Cancel

Figure6.5 ¢ Security Configuratiog Services

TheServicezonfiguration tab comprises the following parameters:

Parameter Description

Allow All When selected all services are allowed by default.

HTTP Allow HTTP web server connections to be accepted.

ModbusTCP Allow ModbusTCP connections to be accepted.

DNPITCP Allow DNP3 TCP connections to be accepted.

DNP3UDP Allow DNP3 UDP connections to be accepted.

PCCC Allow PCCC connections to be accepted.

Custom Ports Up to 4 custom (TCP / UDP) ports can be added to the allowed list.
NOTE When the application isising hon-standard ports for
communication services (e.g. ModUi€P) then these ports wi
need to be added to the Custom Ports list.

Table6.5 ¢ Security Configuratiog Services

6.1.1.5. IP ACCESS CONTROL LIST CONFIGURATION

Enabling the IP Access Control List will block all communication from PCs (and other devices)
unless their IP addresses are explicitly included in the list with the allowed services.

ThelP Access Control Lisbnfiguration tab is shown below.
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MyModule - Security Configuration \E\@
General Password Rules CustomUsers Services MAC Access Control List
IP Access Control List Enable IP ACL Items (max. of 10 items_)
Range Start Range End Allowed Services Custom Ports
[ 192.168.1.20 192.168.1.145 All
2 182.168.1.231 182.168.1.235 Modbus-TCP + DTM
N
Ok Apply Cancel

Figure6.6 ¢ Security Configuratiog IP Access Control List

ThelP Access Control Lisbnfiguration tab comprises the following parameters:

Parameter Description

IP Access Control List Enabld Enable / Disable for all IP Access Control List

IP Access Control List

Range Start First IP address in the range.

Range End Last IP address in the range.

Allowed Services The services allowed for this IP range.

Custom Ports Additional custom ports allowed for this IP range.

Table6.6 ¢ Security Configuratiog IP Access Control List

To modify the Allowed Services the user can either click on the specific Allowed Service cell,
or right-click on the specific row and select tkdit Servicesption.

tKS {SNIOAOS {StSO0A2Y TFT2N¥ gAfft 2LSYy |{tt26AYy
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S Service Selection

[ Allow Al
Selected Services

[[] EtherNetIP
HTTP

Modbus-TCP
DNP3-TCP
DNP3-UDP
PCCC

Figure6.7 ¢ Security Configuratiog Service Selection

To modify the Custom Ports the user can either click on the sp€cifitom Portgell, or right
click on the specific row and select tkeit Custom Porteption.

@ NOTEThe Custom Ports option is not available if lew Alloption has been
selected in the Allowed Services.

TheCustom Ports Selectidiorm will open allowing the user to modify the Custom Ports.

S Custom Port Selection

Custom Ports
Custom Port
508

»

Figure6.8 ¢ Security Configuratiog Custom Ports

6.1.1.6. MAC ACCESS CONTROL LIST CONFIGURATION

Enabling the MAC Access Control List will block all communication from PCs (and other
devices) unless their MAC addresses are explicitly added to the list

A\

NOTE:ncorrectly configuring the MAC Access Control List may result in the
module no longer being able to communicate with Slate.
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TheMAC Access Control Lsbnfiguration tab is shown below.

MyModule - Security Configuration E\@
General Password Rules Custom Users Services IP Access ControlList MAC Access Control List
MAC Access Control List Enable MAC ACL ltems (max. of 10 items.)
MAC Address Description
1 B4:45:06:0E:F6:8E BADPC-5520-1
2 B4:45:06:0E:F6:8D BADPC-5520-2
3 B4:45:06:0E:76:15 ENGPC
-
Ok Apply Cancel

Figure6.9 ¢ Security Configuratiog MAC Access Control List

TheMAC Access Control Lisinfiguration tab comprises the following parameters:

Parameter Description

MAC Access Control List Enabl Enable / Disable for all MAC Access Control List

MAC Access Control List

MAC Address The MAC address which will be allowed to communicate with the moc

Description An optional description for the Device with the matching MAC addres

Table6.7 ¢ Security Configuratiog MAC Access Control List

The MAC addresses can be entered manually, or the user castlighaind select thBrowse
option.

This will open théNetwork Interface Browsedisplaying all the network interfaces and their
corresponding MAC addresses found on the local pc. The user can then select which MAC
addresses to be added to the MAC Access Control List.
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5 Network Interface Browser

Selected MAC Address Interface IP Addresses
I 5c79£488:CA47 | VPN Client Adapter - VPN 10.5.60.67 + 169.254.104. 1

C] B4:45:06:0E:FG.8E Realtek USB GbE Family Controller 192 168.1.65

O B4:45:06:0E:F6:8D Intel(R}) Ethernet Connection (13) 1219-V 169.254.240.189 + 192.168.1.77
O 28:11:A8:56:2F-07 Intel(R) Wi-Fi 6 AX201 160MHz 192.168.15.102

O 28:11:A8:56:2F-08 Microsoft Wi-Fi Direct Virtual Adapter #3 169.254.109.11

C] 2A:11:AB:56:2F:07 Microsoft Wi-Fi Direct Virtual Adapter #4 169.254.36.233

Ok Cancel

Figure6.10 ¢ Security Configuratiog Network Interface Browser

6.1.2. DOWNLOAIS=CURITZONFIGURATION
Once the security configuration has been completed it must be downloaded to the module.

When online with the module, the current state of the security will be indicated by the icon
of the Security node in the project tree as follows:

Icon Description

Module Offline¢ Master Security Disabled

Module Offline¢ Master Security Enabled

Module Onlineg No Security Configuration Downloaded

Module Onlineg Master Security Disabled

Module Onlineg Master Security Enabled, User Authentication Uninitialized

Module Online- Secured

Dy by

Table6.8 ¢ Security Status Icons

To download the security configuration rigblick on the Security item in the project tree and
select theDownload Security Configuratioitem.
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S Aparian-Slate - Demo

File Device Tools Window Help

el dd O +A 8L e

- Demo
=4l MyModule (Generic Module)
- Configuration
(N Sccuring
. Ethemd #  Security Configuration

-1 Status |4~ Security Status

Change My Password

Change Other Password

Verify Configuration
Initialize User Authentication
Clear All Security

|lﬂ Download Security Configuration

Export Security Configuration

—+] Import Security Configuration

Figure6.11 ¢ Download Security Configuration

@ Security Download Complete

Figure6.12 ¢ Download Security Configuration Complete

6.1.3. INITIALIZE)JSERAUTHENTICATION

The final step in securing the module is to initialize user authentication. This involves creating
an Administrator password as well as setting the Default password to be used by all other
users for their initial login.

To commence with this step, riglstick on the Security node in the project tree and select the
Initialize User Authenticatioroption.
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S Aparian-Slate - Demo

File Device Tools Window Help

NEM 4T +0 B¢

=& Demo
=-# MyModule (Generic Module)
.. # Configuration
] Secuiity |
- Ethernet
T Status
...T EventVi

Security Configuration
Security Status

.

Change My Password

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security
Download Security Configuration

® ¥

Export Security Configuration

-+] Import Security Configuration

Figure6.13 ¢ Initialize User Authentication

The user (now deemed to be the Administrator) will need to configure a password for the
fixed Administrator user.

S Set ADMINISTRATOR Password

Action Notes: Set ADMINISTRATOR Password.
User Details

Username Administrator Password Criteria

+~/  Minimum Length
("] Show Password

+/  Contains Lowercase character

Old Password +/  Contains Uppercase character
+~/  Contains Numeric character

New Password sesssssee v +~/  Contains Non-Alphanumeric character
+~/  No Triples

Confirm Password sssssenee v
@  No Username Deriviatives

p. S

Figure6.14 ¢ Set Administrator Password

As the new password is entered, it will be checked against the configured password rules.
The icons adjacent to each password rule will indicate if the criteria are fulfilled or not, or
not applicable, as shown below:
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Icon Description

Criteria Not Applicable

Failed Criteria

J Passed Criteria

Table6.9 ¢ Password Rule Status Icons

A green tick icon will be displayed to the right of thew Passworance it meets all the
password criteria. A green tick adjacent to @enfirm Passwordvill indicate that it
matches theNew Password

The entered passwords can either be displayed or masked by clicking Ghaone Password
check box.

Once the Administrator password has been set, thenDeéault password must be set.
TheDefault password is the password to be used by all other users for their initial login.

The Default password is configured in similar manner and must also comply with the
configured password rules.

5 Set DEFAULT Password

Action Notes: Set DEFAULT Password. Used by all other users for their first login.

User Details
Username Default Password Criteria

Minimum Length
] Show Password .
Contains Lowercase character

Old Password Contains Uppercase character

Contains Numeric character
New Password ssssssse v

Contains Non-Alphanumeric character

LALLCLCKLA

No Triples
Confirm Password sssscnee v

No Username Deriviatives

Figure6.15 ¢ Set Default Password

NOTE If required, the Administrator can change the default password
individually for each user, by using tidange Other Passwomption.
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On completion of the User Authentication Initialization step, the module will be secured
indicated by the green Locked icon.

Project Explorer ::

=& Demo

B- i MyModule (Generic Module)

i Configuration

= & Security

Figure6.16 ¢ Secured Module

6.2. OPERATION

To interact with a secure@nd user initialized module, each user will need to first login.

6.2.1. INITIAWSEAROGIN

Similat to an unsecured module, a user would open the existing Slate project;dlighton
the module, and seledgo Online

S Aparian-Slate - Demo

File Device Tools Window Help

pEW 4T+ 008

_F Configurati y Configutation
@ Security | = Connection Path
dF Go Online
& Download
4 Upload

Verify Configuration

Figure6.17 ¢ Go Online

Since the module has been secured, it will then prompt the user to login.
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Login Details

'i' Fixed User Administrator

© Custom User Walter Sobchak

Password ssssssse

Figure6.18 ¢ Custom User Login

The user will need to select either one of thixed Usersr select theCustom Useoption
and then enter the Custom Username.

The user will then need to enter their password.

Should this be the initial login with the Default password, or if the Administrator has reset
the password and selected the option for the user to change the password, then the Set
Password form will open. The user will then need to set an appropriatevoadefore
continuing.

5 Set OWN Password

Action Notes: Set OWN Password.
User Details
Username Walter Sobchak Password Criteria
+  Minimum Length
[ Show Password
+/  Contains Lowercase character
Old Password sssssene +/  Contains Uppercase character
+/  Contains Numeric character
New Password il +/  Contains Mon-Alphanumeric character
+/  No Triples
Confirm Password LTI v )
@  No Username Deriviatives

Figure6.19 ¢ Change Own Password

NOTETheOld Passworthat needs to be entered on the Initial User Login, will
be the same password that was used to login.

All users argermitted to change their password at any time by rigiicking on theSecurity
node in the project tree and selecting tighange My Passwordption.
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S Aparian-Slate - Demo

File Device Tools Window Help
el A A EA 3L

=& Demo

=4I MyModule (Generic Module)
./ Configuration

a

3 Etherne Security Configuration

i1 Status

...T Event

Security Status

= (Change My Password |

Change Other Password

Figure6.20 ¢ Select Change My Password

6.2.2. ROLESPECIFIOPERATIONS

Users with Administrator, Engineer and Auditor roles pegmitted to access additional
functions not available by other users.

6.2.2.1. SECURITY STATUS

The Security Status can be viewed by Hgitking on theSecuritynode in the project tree
and selecting th&ecurity Statusption.

S Aparan-Slate - Demo

File Device Tools Window Help
el dd D 40 T8¢
Project Explorer ::
=~ Demo

=4l MyModule (Generic Module)
i /@ Configuration

(Y Securitg

3 Etherne & Security Configuration

: =1 Status Security Status
...f] Event

Change My Password

BB

Change Other Password

Figure6.21 ¢ Select Security Status

The Security Status window will open displaying various status and statistics regarding the
security services.

TheGeneraltab displays an overview of the security status.
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General

Security State

Security Revision

Config Checksum

Current Session Role

Login Expiry

| MyModule - Security Status

General Statistics Custom Users User Counts

=B

Fixed Users

Active ‘ Administrator Active

1 ‘ Engineer Default Password
OXATE2 \ Operator Disabled

Administrator ‘ Auditor Default Password

1793 \ Viewer Default Password

Figure6.22 ¢ Security Statug General

The General status tab displays the following:

Parameter

Description

General

Security State

The current status of the security sengce
No Config
No security configuration has been downloaded to the module.

Disabled

Security configuration has been downloaded to the module, but the ma
Enable Security option in the configuration has been disabled.

Uninitialized
The security configuration has been downloaded and enabled, but
Initialize User Authentication step has not yet been completed.

Active
The module has been successfully secured.

Security Revision

The revision of the security services currently running on the module.
Ad | FdzyOldAz2y 2F (GKS Y2RdzZ SQa ¥,

Config Checksum

The checksum of the current security configuration.

Current Session Role

The role assigned to the user that is currently logged in.

Login Expiry

The time (seconds) until the user is automatically logged out.

Only applicable if théogin Expireoption has been enabled in the securi
configuration.
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Fixed Users

Fixed Users Status
Administrator
Engineer
Operator
Auditor
Viewer

The status of each fixed user:
Disabled
The user has not been enabled in the security configuration.

Default Password

The user has not changed from their Default assigned password, or
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a fixed
is enabled aftethe User Authentication Initializatiorstep has taken place

An Administrator would need to reset the password for this specific use

Active
The user is enabled and has a valid password configured.

Table6.10 ¢ Security Statug General

The Statistics tab displays

a number of security service statistics.

_ | MyModule - Security Status

General

Counter
Session Keys Created
Session Keys Terminated
Security Login Success
Security Login Fail
Global Security Mask Violation
IP ACL Range Violation
IP ACL Mask Violation
Config Access Violation
Status Access Violation
Firmware Update Access Violation
Reset Violations
MAC ACL Violations

Custom Users  User Counts

SN ECH =X

Value Clear Counters

O o o\ |lo o o|lola o &

Fi

gure6.23 ¢ Security Statug Statistics

@ NOTEOnly an Administrator is permitted to select tBéear Counters

option.
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Parameter

Description

Session Keys Created

The number of security session keys created between the configure
software and the module. Each time a user connects to the module
the configuration software, and the module has been secured, a |
session key will be created.

Session Keys Terminated

The number of times when either the connection from the configurat
software has been terminated or there wa® arror in the connection
decryption. In both these cases the session keys will be deleted.

Security Login Success

The number of successful logins.

Security Login Fail

The number of failed login attempts.

Global Security Mask
Violation

The number of times a connection request is received from another de
2y GKS 90KSNYySi ySiGiég2N] I 6KAOK K
security mask configuration.

IP ACL Range Violation

Each time a request or packet is received from a device that has i
address outside the IP ACL range, this number will be incremented.

IP ACL Mask Violation

Each time a request or packet is received from a device that has i
address outside the Subnet ACL range, this number will be incremente

Config Access Violation

The number of times a connection with the incorrect role privileges triet
access the module security configuration.

Status Access Violation

The number of times a connection with the incorrect role privileges triet
access the module security status.

Firmware Update Access
Violation

The number of times an attempt to flash upgrade the module in an incor
state (e.g., while running a class 1 EtherNet/IP connection) was made.

Reset Violations

The number of times an attempt to reset the module in an incorrect st
(e.g., while running a class 1 EtherNet/IP connection) was made.

MAC ACL Violations

Each time a request or packet is received from a device that does not
a matching MAC address to those in the MAC ACL list, this numbe
increase.

Table6.11 ¢ Security Statug Statistics

The Custom Users status tab displays the following:

| MyModule - Security Status E@
General Statistics CustomUsers  User Counts
User Name Role Status
Rex Stardust Administrator Default Password
Walter Sobchak Viewer Active
Figure6.24 ¢ Security Statug Custom Users
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Parameter Description

User Name The configured user name.

Role The configured role for this specific user.
Status The status of the specific user:

Default Password

The user has not changed from their Default assigned password, or
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a u:
added after the User Authentication Initialization has taken place.

An Administrator would need to reset the password for this specific use

Active
The user is enabled and has a valid password configured.

Table6.12 ¢ Security Statug Custom Users

TheUser Countstatus tab displays the following:

| MyModule - Security Status E\@
General Statistics Custorn Use
User Name Role DA Count DA Time Cool Count Cool Time
Administrator Administrator 0 0 0 0
Engineer Engineer 0 0 0 0]
Operator Operator 0 0 0 0]
Auditor Auditor 1 41 1 0
Viewer Viewer 0 0 0 0
Rex Stardust Administrator 0 0 0 0
Cynthia Smith Engineer 0 0 0 0
Walter Sobchak Viewer 1 14 0 254

Figure6.25 ¢ Security Statug User Counts

The following statistics are displayed for each user:

Parameter Description
User Name The configured user name.
Role The configured role for this specific user.
DA Count The number of failed login occurrences with respect to Disabling
account.
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DA Time The time(seconds)since the last failed login occurrence with respect
Disabling the account.

Cool Count The number of failed login occurrences with respect to account Cool C
period.

Cool Time Thetime (seconds) remaining for the account cool down period

Table6.13 ¢ Security Statug User Count

6.2.3. CHANGEOTHERPASSWORD

Iy T RYAYAAGNI G2NJ OFy OKLF y3S -cligkMg oidha edudity | y @

node in the project tree and selecting ti@ghange Other Passwomption.

S Aparian-Slate - Demo

File Device Tools Window Help
owl WA TR e
Project EXplOrer =i

=& Demo
=-# MyModule (Generic Module)
- Configuration

o B

[ Ethern{ # Security Configuration

-0 Status | A~ Security Status
T Event

= (Change My Password
|m Change Other Password |]]

Verify Configuration
Initialize User Authentication
K Clear All Security
1@ Download Security Configuration

Figure6.26 ¢ Select Change Other Password

¢CKS {SiG tlaag2NR FT2N)Y gAaff 2LSys yR GKS
to change. The Administrator will need to-eater their password as well as the new
password for the user.

TheRequire User to Change Passwargtion forces that user to change the password the
next time they login.
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5 Set Other Password

Action Notes: Set Other Password.
User Details

Username Cynthia Smith ~ Password Criteria

+~/  Minimum Length
[ Show Password

+/  Contains Lowercase character
Administrator Password ssssssses +/  Contains Uppercase character
+/  Contains Numeric character
New Password b v +/  Contains Non-Alphanumeric character
+~/  No Triples
Confirm Password sesssces v @

No Username Deriviatives

Require User to Change Password

Figure6.27 ¢ Set Other Password

6.2.4. QLEARALLSECURITY

An Administrator can remove all the security from a module and return it to an unsecured
state. This is done by riglaticking on the Security node in the project tree and selecting the
Clear All Securitpption.

S Aparian-Slate - Demo

File Device Tools Window Help
el a4 A 88

Project Explorer e

=& Demo
=i MyModule (Generic Module)
.4 Configuration

3
- Etheme

-1 Status

Security Configuration
Security Status

+ %

Change My Password

HH
ElH

Change Other Password

=

Verify Configuration

Initialize User Authentication
Clear All Security

Download Security Configuration

[ %]

[+ Export Security Configuration
+] Import Security Configuration

Figure6.28 ¢ Select Clear All Security

This action will require the Administrator to enter their password. The security configuration
and all passwords will be removed with this action.
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é NOTEThis process will remove all module security configuration including all

passwords.

6.3. EVENT LOG

'ttt aSOdz2NAuUué NBEtFUSR SUSyua IFNB | RRSR
@ NOTEOnly an Administrator is permitted to select tiéearthe event log.
MyModule - Event Viewer E\@
WZX
Uploaded 8 records. Filter ‘(A”] V|
Index Time Up Time Event
7 2026/04/15 07:45:23.730 | 0d - 00:01:29 Admin Login:Success
6 2026/04/15 07:45:14.520 | 0d - 00:01:20 Walter Sobchak Login:Fail(Reset account)
5 2026/04/15 07:45:14.500 | 0d - 00:01:20 Walter Sobchak Login:Fail{Cooldown enable)
4 2026/04/15 07:45:14.500 | 0d - 00:01:20 Walter Sobchak Login:Fail(Password)
3 2026/04/15 07:45:02.840 | 0d - 00:01:08 Walter Sobchak Login:Fail(Password)
2 2026/04/15 07:44:53.080 |0d - 00:00:58 Viewer Login:Fail{Disable timer enable)
1 2026/04/15 07:44:53.080 |0d - 00:00:58 Walter Sobchak Login-Fail(Password)
I 2025/04/15 07:44:29.890 |0d - 00:00:35  Log reset

Figure6.29 ¢ Event Log

6.4. RESET SECURITY CONFIGURATION

¢tKS Y2Rdz SQa

aSOdzNR U &

DIP switches 2, 3, and 4 set to the ON position.

Q NOTE:This process will remove all module application cormfigjon and

security configuration including all passwords.

z

u 2

O2 y T A 3 dzup tide/mddfle With y

NOTE Once the module has bootagp, the DIP switches should be returned to
@ normal (all OFF). New security configuration cannot be downloaded with the Reset
DIP switch combination active.

[e=tN

oS
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/. OPERATION

7.1. INTERBUS

TheINTERBUS Routaperates asnultiple (1..15) virtual INTERBUS slaves. These slaves can
be input, output or input and output device®/hen a virtual INTERBUS slave is confajase
an Input device, it will be Sending data on the INTERBUS network.

Q INTERBUS
I £

§ Master
(PLC)
= —
E
7]
INTERBUS
L INTERBUS
Router
INTERBUS Devices (max. of 15 items.}
Description Device Class Device Type Data Direction Data Width Device Code
1 |ISL 202 (8DI) 0 - Digital Remote Bus Device hd 2 v Input hd 2 bytes ~ 0x010A

Figure7.1 ¢ INTERBUBput ¢ Send Data

When a virtual INTERBUS slave is configured @agut device, it will beReceivinglata on
the INTERBUS network.

gg INTERBUS
g I Master
(PLC)
= i
3]
3]
INTERBUS
L INTERBUS
Router
INTERBUS Devices {max. of 15 items.)
Description Device Class Device Type Data Direction Data Width Device Code
1 |ISL 202 (8D1) 0 - Digital Remote Bus Device hd 2 v Input hd 2 bytes v 0x010A
I 2 |ISL 201 (8DO) 0 - Digital Remote Bus Device v 2 A Output v 2 bytes A 0x0109 I

Figure7.2 ¢ INTERBUGutput¢ Receive Data
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7.2. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own (IR ERBUS Routarer EtherNet/IP usingp to

4 Class 1 EtherNet/IP connectexvhen theINTERBUS Routsroperating as an EtherNet/IP
target. This will allow théNTERBUS Rout&r exchange data with the controller using the
input and output assembly of the Class 1 EtherNet/IP connection.

|0

BE INTERBUS
| Master
(PLC)

| ()

\

L INTERBUS

— INTERBUS
INTERBUS INPUTS Router
INTERBUS OUTPUTS

J

EtherNel/IP

ControlLogix®

Figure7.3 ¢ INTERBUGEtherNet/IP Target

NOTE When using EtherNet/IP Target, it is recommended to use the
Recommendutton in the Internal Map configuration. This will automatically
map and reformat all the required data in the Internal Map.

7.2.1. Q.ASY9 ASSEMBLMAPPING

2 KSy GKS Y2RdzZA S 2LISNIGSa Ay | [23AE 426y SRE
1 cyclic communication connection to tHRTERBUS Routddp to four input and output
assembliesre exchanged at a &xl interval (RPI).

ﬁ NOTEThe module input and output assembly of each connection will be an
undecorated array obytes The imported Logix routine (generated by Slate)
will copy this data to the input and output assemblies.
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Once the generate L5X file has been imported (which will match the Internal Mapping in the

configuration), the user will be able to use the tags generated for the spéNTiERBUS
Router.

IBRO1 - Configuration E=NE=R "
General | INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination  Destination Destination
Source Type Source Instance o Teg et Offeet | Destination Type  Destination Instance g2 0 Oftant i Ofieet | Count  Copy Function Reformat
» 1 |System ~ Status ~ 0 EIP Target ~ | connection 0 - 48 Byte to Byte ~ |None
2 |EIP Target *  Connection 0 e 0 INTERBUS ~ |01-ISL 202 (8DI) ~ |Data ~ 1} 2 Byte to Byte | None ~
3 |INTERBUS ~ 02-SL 201 (8DO)  ~ Data ~ 0 EIP Target ~ |Connection 0 ~ 48 2 Byte to Byte  None ~

Figure7.4 ¢ Internal Mapg EtherNet/IP Target

TheOutLddzii G 3 6 S DUEYOLI HSA fafL . wdldA O f fIdput NYERBUBR S | €
slave® RI (I o

Name —E & [Value €| Style Data Type Description
—BRO10ut [...} IBRO10ut17E4
= IBRO10ut S01_ISL202801 [...}|Hex SINT[2] ISL 202 (8Dl) Input Data
+ IBRO10ut 301_1SL2028DI[0] 16§00 |Hex SINT ISL 202 (8Dl} Input Data
+ IBRO10ut 301_1SL2028DI[1] 16§00 |Hex SINT ISL 202 (8Dl} Input Data

Figure7.5¢LogixcL b ¢ 9 w. ! Tag & h dzi €

¢KS LyLdzi d13 O6SEIFYLXS aL. wanmLYyéEéO0 6
0KS @ANIdzl £ hdziLdzi Lb¢ow. ! { &afl@Saq

f (& LI (
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Name =5 & |Value €| Style Data Type Description
= IBRO1In {---1 IBRO1In17E4
—IBRO1In.ModuleStatus {...} IBRSystemStatus
+IBRO1In.ModuleStatus.ChcksmErrCount 0 |Decimal DINT Checksum Error Count
IBRO1In.ModuleStatus.ConfigValid 1 |Decimal BOOL Configuration Valid
IBR0TIn.ModuleStatus.ControllerRun 1|Decimal BOOL Controller Mode: 0=Program, 1=Run
+|BROTIn.ModuleStatus. DataPcktCount 23459 |Decimal DINT Data Packet Count
IBRO1In.ModuleStatus EIPOriginatorComms Ok 0 |Decimal BOOL EtherNet/IP Originator 0=Fail. 1=0k
IBR0TIn.ModuleStatus. EIPOwned 1|Decimal BOOL EtherMNet/IP Target 0=Not-Owned, 1=0wned
+|BROTIn.ModuleStatus.|dentPcktCount 4560 |Decimal DINT Ident Packet Count
+IBRO1In.ModuleStatus.IdleStateChgCount 1 |Decimal DINT Idle State Change Count
+|BROTIn.ModuleStatus.Idle TimeoutCount 0 |Decimal DINT Idle Timeout Count
IBR0TIn.ModuleStatus INTERBUSActive 1|Decimal BOOL INTERBUS Active: 0=0ff 1=Active
+IBRO1In.ModuleStatus INTEREUSCycle 1194 |Decimal DINT INTERBUS Cycle Time (us)
IBR0TIn.ModuleStatus. INTERBUSRun 1|Decimal BOOL INTERBUS Run: 0=0ff 1=Run
IBR0TIn.ModuleStatus.ModbusOnline 0 |Decimal BOOL 0=0ffline, 1=0nline
IBR0TIn.ModuleStatus. NTPOk 0 |Decimal BOOL NTP Status: 0=Fail, 1=0k
+/IBRO1In.ModuleStatus RxPcktCount 15443 |Decimal DINT Rx Packet Count
+|BROTIn.ModuleStatus. TxPcktUpdateCount €218 |Decimal DINT Tx Packet Update Count
+/|BROTIn.ModuleStatus. UnknownCmdCount 0 |Decimal DINT Unknown Command Count
—BRO1In.502_ISL2018D0 {---1|Hex SINT[2] ISL 201 (8D0) Output Data
+BRO1In.S02_ISL2018D0[0] 16$00|Hex SINT ISL 201 (8D0Q) Output Data
+BRO1In.S02_ISL2018DO[1] 16$00|Hex SINT ISL 201 (8D0Q) Output Data

Figure7.6¢LogixcL b ¢ 9w. Tdg ALYy E€

7.3. ETHERNET/IP ORIGINATOR

The INTERBUS Routerodule can operate as an EtherNet/IP originator. In this mode the
module can exchange data from tHRéTERBUEetwork with EtherNet/IP devices using either

the input and output assemblies of the Class 1 EtherNet/IP connection to the device or using
explicit (Class 3 or UCMM) EtherNet/IP messages.

7.3.1. ETHERETIP Q.As4 CONNECTIONS

In the example below, thtNTERBUS RoutsrexchanginNTERBUSlave data with owned
EtherNet/IP 10 devices

Once the EtherNet/IP Class 1 connectionsamafiguredand establishedthen any Internal
Map copying to an EtherNet/IP device will be written to the output assembly of the selected
EtherNet/IP device (Originator to Target). In the Internal Map the user will specify which
device instance is the target and at what offset theadahust be written in the output
assembly.

Document No. D16910 Pagell0of 146
Revision 2



Operation

8 INTERBUS
g | Master
(PLC)
o ()
i
7]
l INTERBUS QUTPUTS

|

L INTERBUS INTERBUS
INTERBUS INPUTS Router

EtherNel/IP

Flex-I0® (1794)

General INTERBUS INTERBUS Slaves FEtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced

INTERBUS Devices (max. of 15 items.)

Description Device Class Device Type Data Direction Data Width Device Code
1 | ISL 202 (8D1) 0 - Digital Remote Bus Device v 2 hd Input hd 2 bytes hd 0x010A
2 |ISL 201 (8DO) 0 - Digital Remote Bus Device v 2 v Output v 2 bytes v 0x0109
Project Explorer iz v B X
5 & INTERBUS Demo IBRO1 - Configuration
1 IBROT(INTERBUS Router)
# Configuration General INTERBUS INTERBUS Slaves EtheiNet/IP Devices EtherNet/lPMap Modbus Modbus Auxiliary Map Intenal Map Gonstants  Advanced
T Security
& EtheNeyip Internal Map (max. of 300 items.)
Source Source  Source Bit . Destination ~ Destination Destination
Source Type Source Instance Sub-Tag Offoct Offeet | Destination Type  Destnation Instance o Tr Offaet | BitOffeet  COUNt
1 |EIP Originator | a1794I816 v\Dm_a ] 0 INTERBUS ~[orisL202(sD) - [Dats 5 1 [ |
2 |INTERBUS ~ |02-1SL 201 (8DO) | v |Data MK EIP Originator - |a17940W8 ~ | Data ~ 0 1 |

Figure7.7 ¢ Internal Mapping EtherNet/IP Originator

7.4. MODBUS

When theINTERBUS Routeas thePrimary Interfaceset toeither ModbusClientor Modbus
Server then the INTERBUSlavedata can be mapped to and from configurable internal

Modbus Registers using the Internal Map.
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INTERBUS
Master
(PLC)

INTERBUS

INTERBUS
INTERBUS INPUTS Router
INTERBUS OUTPUTS

I v Modbus TCP

Remote Modbus Device
(Client / Server)

General INTERBUS INTERBUS Slaves FEtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced
INTERBUS Devices (max. of 15 items.)

Description Device Class Device Type Data Direction Data Width Device Code
1 | ISL 202 (8D1) 0 - Digital Remote Bus Device 2 hd Input hd 2 bytes hd 0x010A
2 |ISL 201 (8DO) 0 - Digital Remote Bus Device 2 v Output v 2 bytes v 0x0109
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map InternalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
D D D
Source Type Source Instance Si?ﬁ'f; %’;;Zf %;;f;:?‘“ Destination Type  Destination Instance o7 2 et B Ot Count Copy Function Reformat
» 1 |System v Status v 0 MB Register  ~ |HR v 1000 48 Byte to Byte  ~ |None v
2_MBRegister - HR v 2000 INTERBUS. (01151 202 (8D)__ > |Data ~ 0 2 BytetoByte > |None v
3 INTERBUS - |02-ISL 201 (8DO) - |Data v 0 MB Register - HR ~ 1024 2 Byte to Byte _~ |None v

In the case of a Modbus Client, the Modbus Auxiliary map will also need to be configured to

Figure7.8 ¢ Modbus Client Server

exchange this data with a remote Modbus Server.

IBRO1 - Configuration

Modbus Auxiliary Map (max. of 100 items.)

General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map  Internal Map Constants  Advanced

NI =>4

Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 Write hd HR A 1000 26 1000 192.168.1.23 7 None e
2 Read ~ HT? v 2000 4 2000 192.168.1.23 7 None ~
b ~ ~ =

Figure7.9 ¢ ModbusAuxiliary Map
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7.5. INTERNAL MAP DATA FORMATS

The following tables describe the raw format of the data structures that can be mapped in
the Internal Map table configuration.

C NOTEWhen using EtherNet/IP Target, Modidbsrver or ModbusClient it is
recommended to use thd&RkecommendedMapping featurein the internal
mapping.This will automatically map all the required data in the Internal Map.

7.5.1. SYSTENBTATUS

When copying system information, the source type needs to be System.

J1939RB - Configuration E@

General 1939 Communication J1939 Identty PGNMap EtherNet/IP Devices EtherNetIP Map Modbus Modbus Awliary Map  IntemalMap | Advanced
Internal Map (max. of 300 items ) Recommend
Source Source Source Bit Destination Destination Destination Destination

Sub-Tag Offset Offset ~ Destination Type Instance Sub-Tag Offset  Bit Offset

b ~ ~ v

Source Type  Source Instance Count  Copy Function Reformat

Intemal
EIP Target
EIP Originator
MB Register
PGN

1939 Device
System

Figure7.10¢ IDS Copy System Information

A

¢CKS Y2Rdz SQa aeaisSyYy AYyF2N¥IGAZ2Y KlFa GKS F2ff

Parameter Data Type | Description

Module Status.

Bit 0¢ Module Config Valid

Bit 1¢ EtherNet/IP Originator Comms Ok
Bit 2¢ Modbus Comms Ok

Status DINT Bit 3¢ EtherNet/IP Target Comms Ok

Bit 4¢ Controller in Run Mode.

Bit5¢ NTP Ok

Bit 6¢ INTERBUS Active

Bit 7¢ INTERBUS Running

INTERBUS Cycle Time DINT The INTERBUS Cycle Time in microseconds.

Frame Rx Count DINT The number of INTERBUS Frames received.

Frame Update Count DINT The number of Frame Updates (Input (Send) data changed

Checksum Errors DINT The number of detected Frame Checksum errors.

Ident Frame Count DINT The number of INTERBUS Ident frames received.
Document No. D16910 Pagell3of 146
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Data Frame Count DINT The number of INTERBUS Data frames received.
Unknown @mmandCount DINT The number of unknown INTERBUS commands received.
Idle Timeout Count DINT The number of INTERBUS timeout occurrences.

Idle State Change Count DINT The number of INETRBUS Idle State changes.

Table7.1 ¢ System Information Format
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8. DIAGNOSTICS

8.1. LEDS

The module providesix LEDs for diagnostics purposes as shown in the front view figure
below. A description of each LE{providedin the table below.

Figure8.1 ¢ INTERBUS Routeont view

LED Description
Ok The module LEWill provide information regarding the systelavel operation of the
module.

If the LED ised, then the module is not operating correctly. For example, if the moc
application firmware has been corrupted or there is a hardware fault the module
have a red Module LED.

If the LEDs brieflyflashing red and then returning to either flashing green or so
green, then there is a duplicate IP address on the Ethernet network similar to th
the local module.

If the LEDs green (flashing) then the module has booted and is running correc
without any application configuration loaded.
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If the LEDs green (solid) then the module has booted and is running corregtith
application configuration loaded.

A/B The Ethernet LEWIll light up when an Ethernet link has been detected (by pluggin
a connected Ethernet cable). The LED will flash every time tisffatected.

This module has two Ethernet ports A and B. Each LEDs represents each specil

Sts TheStatusLEDndicates if the module isurrently in an active state where thgimary
interface is operationadnd the INTERBUS communication is active.

Solid Green¢ Both the INTERBUS communication and the Primary Inter
communication is active and running

FlashingGreen ¢ Either the INTERBUS communicatien the Primary Interface
communication is active and runnirggot both).

Off - Both the INTERBUS communication and the Primary Interface communical
not running

1B ThelINTERBUISEDndicates the activity on thtNTERBUSetwork.
Flashing Red A corrupted or incorreciNTERBU@acket was received.
Flashing Greeq A validINTERBUSacket was receivk

Off ¢ NOINTERBUackets are being receivent sent

Aux The AiIXxLED will flash each time theigactivity on any of therimaryinterfaces.

Flashing Red A corrupted or incorrect packet was received one of the Primary
Interfaces (EtherNet/IP, Modbus TCP)

Flashing Greerg A valid packet was receiveon one of the Primary Interface
(EtherNet/IP, Modbus TCP)

Off ¢ No activity.

Table8.1 - Module LEDperation

8.2. MODULE STATUS MONITORING IN SLATE

The INTERBUS Routprovides various statisticahich can assist with module operation,
maintenance, and fault finding. The statistean be accessed in full by Slateusing the web
serverin the module.

¢t2 @GASE GKS Y2Rdz SShieendiroriméntdzhe moyule inéstbe bnlide. MR |y
the module is not already Online (following a recent configuration download), thercluphkt
on the module and select th@éo Onlineoption.
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S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

Ol X 23R

Project Explorer -

= INTERBUS Demo2

=3 i IBRO1 (INTERBUS Router)

i Configuration # Configuration

~im Securty = Connection Path

dF Go Online

¥ Download

4 Upload

Verify Configuration

@ Copy
[+ Export
X Delete

Figure8.2 - Selecting to Go Online

The Online mode is indicated by the green circle behind the module in the Project Explorer
tree.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
el a0 AR e
Project Explorer -
E|§h INTERBUS Demo2
=R
- Configuration # Configuration
Security = (Connection Path
: Ef;?ur;a PortCanfig B Ethernet Port Configuration
L..T EventViewer Verify Configuration
<0 |dentity
= Status
4+ Go Offline
Generate Status Report
/1 Internal Register Viewer
w= Modbus Packet Capture
[ Save Configuration to SD Card
= Save Metwork Parameters to SD Card

Figure8.3 - Selecting online Status

The Status monitoring window can be opened by either dowhtking on theStatusitem in
the Project Explorer tree, or by riglticking on the module and selectifgatus The status
window contains multiple tabs to display the current status of the module.

8.2.1. GENERAL

The General tab displays the general status for the IMEBERBUS Routeiodule.
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L1 IBRO1 - Status

Configuration
EtherNetP Owned n/a |
EtherNet Originator n/a

Modbus Status
Transaction Rate
INTERBUS Cycle
INTERBUS Status
INTERBUS BAUD
Module Time (Local)

Set to PC Time

EQEnEjal'INTEREUSS[atisncs INTERBUS Slaves IBSend IBReceive CIP Statistics Modbus EthemetClients TCP/ARP

= B e
MAC Address DIP Switches
Firmware \ 1.001.002 | SW1 - Safe Mode [[of ]
Up Time SW2 - Force DHCP off
Temperature SW3 - Lock Config E
Processor Scan SW4 - Fixed IP Address Off
Ethernet Port 1 (Updated only on boot up.)
Ethernet Port 2
Exhernet DLR

Figure8.4 - Status monitoring; General

The General tab displays the following general parameters:

Parameter

Description

Configuration

Indicates whether the current configuration is valid or not, as v
as the configuration checksum.

EtherNet/IP Owned

When the module is configured as an EtherNet/IP Target, this
indicate if the module is owned by an EtherNet/IP connect
originator, as well as the Run/Program state of the controller.

EtherNet/IP Originator

When the module is configured as an EtherNet/IP Originator,
will show ifall the Class 1 and Explicit Message connection:
EtherNet/IP target devices are established and returning v
data.

Modbus Status

When the module is operating as Bodbus Server this
parameter will indicate that the module has received a ve
Modbus request within the Modbus inactivity time.

When the module is operating advdodbusClient, this parameter
will indicate that all the mapping items in the Modbus Auxilic
Map are executing correctly.

Transaction Rate

Number ofINTERBUBansactions executeger second.

INTERBUS Cycle

The current INTERBUS Cycle period, in milliseconds.

INTERBUS Status

The status of the INTERBUS communication.

INTERBUS BAUD

The BAUD rate of the configured INTERBUS communic
either 500 kb or 2Mb.

Module Time The current module time.
MAC Address 5AaL)trea GKS Y2RdzZ SQa dz/Aljdz
Firmware ¢KS @GSNEAZ2Y 2F (GKS Y2RdzZ SQa
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Up Time

Indicates the elapsed time since the module was powerpd

Temperature

The internal temperature of the modulea ./ t |

Processor Scan

¢CKS FY2dzyd 2F GAYS OYAONRaA
processor in the last scan.

Ethernet Port 1/2

This is the status of each Ethernet port.
Down

The Ethernet connector hasot been successfully connected t
an Ethernet network.

Up

The Ethernet connector has successfully connected to an Ethe
network.

Mirror Enabled

The Ethernet port is mirroring the traffic on the other Etherr
port.

Ethernet DLR (Device Level Ring)

The status of the Ethernet DLR.
Disabled
Device Level Ring functionality has been disabled.

Linear

The DLR functionality has been enabded the Ethernet network
architecture is linear.

Ringg Fault

The DLR functionality has been enabled and the Ethernet net\
architecture is ring, but there is a fault with the network.

Ringg Ok

The DLR functionality has been enabled and the Ethernet net
architecture is ring and is operating as expected.

NTP Status

The status of the local NTP Client.
Disabled
The NTP time synchronization has been disabled.

Locked

NTP time synchronization has been enabéded the module has
locked onto the target time server.

Not Locked

NTP time synchronization has been enabled and the module
not locked onto the target time server.

SD Card

Indicates if a SD Card is present or not.
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DIP Switch Position The status of the DIP switches when the module booted.

NOTE This status will not change if the DIP switches are alte
when the module is running.

Table8.2 - Parameters displayed in the Status Monitorm@eneral Tab

8.2.2. INTERBUSATISTICS

The INTERBUSStatistics tab displays the statistics associated with tNTERBUS
communication network.

1 18RO1 - Status E=SECE ™
General {INTERBUS Stalistics | INTERBUS Slaves B Send IB Receive CIP Statistics Modbus Ethemet Clients TGP | ARP
INTERBUS Statistics Clear Counters
Counter Value
Frame Rx Count 781 954
Frame Update Count 6555
Checksum Errors 22
Ident Frame Count 0
Data Frame Count 781910
Unknown Cmd Count 0
Idle Timeout Count 0
Idle State Change Count 0

Figure8.5 - Status monitoring; INTERBUStatistics

Statistic Description

Frame Rx Count The number of INTERBUS Frames received.

Frame Update Count The number of Frame Updates (Input (Send) data changed)
Checksum Errors The number of detected Frame Checksum errors.

Ident Frame Count The number of INTERBUS ldent frames received.

Data Frame Count The number of INTERBUS Data frames received.
UnknownCmdCount The number of unknown INTERBUS commands received.
Idle Timeout Count The number of INTERBUS timeout occurrences.

Idle State Change Count The number of INTERBUS Idle State changes.

Table8.3 ¢ INTERBUSatistics
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TheINTERBUSIlavedab displays theconfigured slaves and their current Send and Receive

8.2.3. INTERBUSAVE

data.
1 18RO - Status (=B
General INTERBUS Statistics | INTERBUS Slaves | B Send IB Receive CIP Statistics Modbus EthemetClients TCP | ARP
Position Description Send Receive
1 ISL 202 (8 DI) 03 04 00 00
2 AOB4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 .. 76 75 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00 ..
3 ISL 201 (8DO) 0000 00 22
4 AIBAOS 0000FB AD 13141516 00 00 00 00 00 00 00 55
5 ISL 202 (8DI) 1718 0000
6 AOB8 00 00 00 00 00 00 00 00 68 00000064 636261
7 AlBAOS 0506 000021222324 00 00 00 00 00 00 00 88
8 AIBAOS 252626 2831323334 00 00 1A 00 00 OO0 00 00
9 AlBAOS 3536 37 38 41 42 F6 AD 49 00 00 00 00 00 45 44
10 ISL 202 (8 DOQ) 00 00 00 33
11 ISL 202 (8 DI) 45 46 00 00
12 ISL 202 (8 DI) 47 48 0000
13 ISL 201 (8DQ) 00 00 00 35
14 ISL 201 (8DO) 00 00 00 F&
15 Al8 1E 1C 00 00 1A 1B 00 00 00 00 00 00 00 00 00 00
Figure8.6 - Status monitoring; INTERBUSIaves
Parameter Description
Position The slave position (starting at 1) within the INTERBUS Router.
Description The configured description of the virtual slave.
Send The Send data (inputs) associated with the virtual slave, displayed it
format.
Note: A gray background indicates that the data is not relevant.
Receive The Receive data (outputs) associated with the virtual slave, display
Hex format.
Note: A gray background indicates that the data is not relevant.

Table8.4 ¢ INTERBUS Slave

8.2.4. INTERBUENDDATA

ThelB Send Dat#ab displaysall the data the INTERBUS Router will send in the INTERBUS
summation frame.
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Revision 2

Pagel21of 146



Diagnostics

] IBRO1 - Status E\@

General INTERBUS Statistics INTERBUS Slaves ;1B Send} B Receive CIP Statistics Modbus EthernetClients TCP /ARP

INTERBUS Send Data

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 03 04 00 00 00 00 00 00 00 0o 0o 0o ao oo 0o 0o
16 00 00 00 0o 0o 00 00 00 00 0o 0o oo ao ao 0o 00
32 00 00 00 0o 0o 00 00 00 00 0o 0o oo ao ao 0o 00
48 00 00 00 0o 00 00 00 00 00 oo 0o oo oo oo oo 0o
64 00 00 00 00 00 00 0A EA 13 14 15 16 17 18 00 00
80 00 00 0o 00 00 00 05 06 00 00 21 22 23 24 25 26
96 26 28 31 32 33 34 35 36 37 38 41 42 0A EA 00 00

112 | 45 46 47 48 00 00 00 00

Figure8.7 - Status monitoring; INTERBUSend Data

The data is displayed in Hex format, angray background indicates that the data is not
relevant to any specific virtual slave.
The background color alternates between shades of blue for each configured virtual slave.

8.2.1. INTERBURECEIVBATA

The IB Receive Dattab displaysall the data received by the INTERBUS Router from the
INTERBUS summation frame.

| IBRO1 - Status E@

General INTERBUS Statistics INTERBUS Slaves B Send {IB

ECIPStatistics Modbus EthernetClients TCP [ ARP

INTERBUS Receive Data

0 1 2 3 4 5 6 7 8 ] 10 11 12 13 14 15
0o 00 00 0o 0o 1D C5 0o 0o 0o 00 0o B5 00 35 00 0o
16 00 00 00 33 49 00 00 00 00 00 45 44 00 00 1A 00
32 00 00 00 00 00 00 00 00 00 00 00 a8 68 00 00 0o
48 64 63 62 61 00 00 00 00 00 00 00 00 00 55 00 22
64 76 75 00 00 00 00 00 0o 00 00 00 00 00 00 00 00
80 00 00 00 00 00 00 00 0o 00 00 00 00 00 00 00 00
9% | 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
112 00 00 0o 0o 00 00 0o 0o 00 00 0o 0o 00 73 72 71
128 00 00 D8 E9 FF 00

Figure8.8 - Status monitoring; INTERBURBeceive Data
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The data is displayed in Hex format, angray background indicates that the data is not
relevant to any specific virtual slave. An orange background indicates summation frame
control data.

The background color alternates between shades of blue for each configured virtual slave.

8.2.2. ErHERNETIPExpLICIT

The EtherNet/IP Explicit Statistics tab displays the statistics associated with EtherNet/IP
Device explicit mapping.

NOTEThis tab is only applicable when the module hasPhenary Interface
set to EtherNet/IP Originator.
121 1BRO1 - Status = -E
General INTERBUS Statistics INTERBUS Slaves 1B Send 1B Receive EtherNet/IP Explicit EtherMet/IP Map EtherNet/IP Originator Logix CIP Statistics EthemetClients TCP [ ARP
Explicit EtherNet/IP Statistics Clear Counters Explicit EtherNet/IP Devices
Counter Value Device Path Status
Read Successes 61 MyCLX 192.168.1.9,1,0 Online
Write Successes 0 MBRO1 192.168.1.245 Online
Transaction Failures 0
Transaction Timeouts 0
Callback Id Mismatches 0
Range Overruns 0
Length Overruns 0
Incorrect CIP Data Type 0
Incorrect CIP Tagld 0
CIP Tag Read Successes 61
CIP Tag Write Successes 0

Figure8.9 - Status monitoring; EtherNet/IP Explicit

Statistic Description
Read Successes The number of successful reads from the target EtherNet/IP device.
Write Successes The number of successful write to the target EtherNet/IP device.

The number of failed reads/writes to the target EtherNet/IP device (e.g. €

Transaction Failures
response).

Transaction Timeouts The number of times the target EtherNet/IP device failed to respond.

Callback Id Mismatches The EtherNet/IP UCMM or Class 3 response does not match the reques

The number of times the returned da@mount runs over the maixnum

Range Overruns Internal Data Space.

The number of times the returned data is greater than the configured

Length Overruns length.
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When the Explicit Message Function is a Tag Read/Write, this statisti

Incorrect CIP Data Type increase when the incorrect CIP data type was returned in the response

When the Explicit Message Function is a Tag Read/Write, this statisti

Incorrect CIP Tag Id increase when the incorrect CIP UDT tag ID was returned in the respons

When the Explicit Message Function is a Tag Read, this statistic will inc

CIP Tag Read Successes when there was a successful Logix Tag Read.

When the Explicit Message Function is a Tag Write, this statistic will inc

CIP Tag Write Successes when there was a successful Logix Tag Write.

Table8.5 ¢ EtherNet/IP Explicit Statistics

8.2.3. ETHERNETIP MAP

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device mapped
item.

@ NOTEThis tab is only applicable when the module hasPhenary Interface
set to EtherNet/IP Originator.

1 18RO - Status =n =l %"

General INTERBUS Statistics INTERBUS Slaves |B Send IB Receive EtherNet/IP Explicit EtherNeyIP Map EtherNeIP Originator Logix CIP Statistics Ethernet Clients TCP / ARP

Map Succes Counts Clear Counters

Device Function Scan Object Details Successes
MyCLX ReadTag A Tag101 237
MBRO1 Get A 0x0001 - 01 : 0001 1184

Figure8.10 - Status monitoring; EtherNet/IP Map

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.

8.2.4. ETHERETIP ORIGINATOR

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status and
statistics for each configured EtherNet/IP device.

@ NOTEThis tab is only applicable when the module hasPnenary Interface
set to EtherNet/IP Originator.
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8 01 st = <
General INTERBUS Statistics INTERBUS Slaves 1B Send IBReceive EtherNetIP Explicit EtherNetlP Map EtherNeyIP Originator Logix CIP Statistics Ethernet Clients TCP / ARP
EtherNet/IP Originator Clear Counters
Name Fwd Open Fwd Close Timeout Tx Count Rx Count Status
ElOBlock1 (192.168.1.11) 8 0 4 850 307 850320 Connected

Figure8.11 - Status monitoring; EtherNet/IP Originator

Statistic Description
Status The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic communi
Offline

The devicedoffline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the tai
device will reply with the specific reason for the connection regegtfor example:

Ownership Conflict

Connection In Use Or Duplicate Forward Open

Class 1 Originator Statistics

Forward Open Count | The number of Class 1 Forward Open (connection establishment) message
to this device.

Forward Close Count | The number of Class 1 Forward Close (connection termination) messages <
received from this device.

Connection Timeouts | The number of this connection was closed due to timeouts.

Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Table8.6 ¢ EtherNet/IP Class 1 status and statistics

8.2.5. LoGIx

The Logix tab displays the Logix statistics for the explicit EtherNet/IP Tag Read/Write message

instructions.

®
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NOTEThis tab is only relevant when the module has Brenary Interfaceset

to EtherNet/IP Originator and Logix Tag Read/Write functions are being used

in the EtherNet/IP Explicit Message Map.

1 1BRO1 - Status

Logix Statistics

Counter
Current Connections
Connection Failures
Tag Not Exist Errors
Privilege Violations
Tag Reads
Tag Writes
ENIP Retries
ENIP Failures

General Access Errors

General INTERBUS Statistics INTERBUS Slaves |IB Send |BReceive EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Legix  CIP Statistics Ethernet Clients TCP | ARP

Clear Counters I

Value

oo olo @ o oo~

=] e

Figure8.12 - Status monitoring; Logix Statistics

Parameter

Description

Current Connections

The number of current open class 3 connections.

Connection Failures

The number of failed attempts at establishing a class 3 connec
with a Logix controller.

Tag Not Exist Errors

The number of tag read and tag write transactions that failed «
to the destination tag not existing.

Privilege Violations

The number of tag readnd tag write transactions that failed du
to a privilege violation error.

Note: This may be caused by tB&ternal Accesproperty of the
Logix tag being set to eith&oneor Read Only

Tag Reads The number of tag read transactions executed by tREERBU!
Routermodule.

Tag Writes The number of tag write transactions executed by tNEERBU!
Routermodule.

ENIP Retries This count increases when no respoiseeceived from the Logi
Controllerwithin the ENIP timeout.

ENIP Failures This count increases when the ENIP Retry Limit is reached al

response has been received from the Logix Controller.

Access General Error

This count increases when a tag cannot be accessed for any
reason not reported above.

Table8.7 ¢ Logix Statistics Tab
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8.2.6. MODBUS

The Modbus tab displays the Modbus statistics for the Modbus Read and Write Message
Exchanges when the module is a Modbus $€®eror Modbus TCElient

NOTE:The Modbus statistics tab is only displayed if the module has the
primary interface set to Modbus T@Hentor Modbus TCBerver
L IBRO1 - Status =N =R %"
General INTERBUS Statistics INTERBUS Slaves 1B Send IBReceive CIP Statistics Modbus EthemetClients TCP /ARP
Modbus Statistics Clear Counters
Counter Value Counter Value
Tx Packet Count 281 lllegal Function 0
Rx Packet Count 281 lllegal Data Address 0
Checksum Errors 0 llegal Data Value 0
Parity Errors 0 Slave Device Failure 0
Timeout Errors 0 Acknowledge - Response Delay 0
Data Too Large 0 Slave Device Busy 0
Map ltem Not Found 0 Negative Acknowledge 0
MNode Mismatch 0 Memary Parity Error 0
0

Data Alignment Errors

Figure8.13. - Status monitoring; Modbus Statistics

The Modbus tab displays the following parameters:

Statistic Description

Tx Packet Count The number of Modbupackets sent by the module.

Rx Packet Count The number of Modbupackets received by the module.

Checksum errors The number of corrupted Modbysackets received by the module.

Parity errors The number of bytes with parity errors received by the module.

Timeout Errors The number of message response timeouts the module has encountered.

Data Too Large The number of Modbus requests or responses where the data was too lar
process.

Map Item Not Found The number of Modbus requests did not match any mapped items.

Node Mismatch ¢tKS NBOSAQPSR a2Ro0dzi NBIljdzSaid RAR y?2

Data Alignment Errors | The Modbus request and associated mapped item is not byte aligned witt
destination Logix tag.

lllegal Function The number of times the Modbus device responded with an lllegal Funi
exception.
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lllegal Data Address

The number of times the Modbus device responded with an lllegal Data Adi
exception.

lllegal Data Value

The number of times the Modbus device responded with an lllegal Data \
exception.

Slave Device Failure

The number of times the Modbus device responded with a Device Fa
exception.

AcknowledgecResponse
Delay

The number of times the Modbus device responded with an Acknowle
exception.

Slave Device Busy

The number of times the Modbus device responded with a Slave Busy exce

Negative Acknowledge

The number of times the Modbus device responded with Negative
Acknowledge exception.

Memory Parity Error

The number of times the Modbus device responded with a Memory P
exception.

Table8.8 - Modbus Statistics Tab

8.2.7. CIPSTATISTICS

The CIP tab displays the Ethernet CIP statistics.

_ | I1BRO1 - Status

CIP Statistics

Counter
Class 1 Timeout Count
Class 3 Timeout Count
Class 1 Fwd Open Count
Class 3 Fwd Open Count
Class 1 Fwd Close Count
Class 3 Fwd Clase Count
Class 1 Connection Count

Class 3 Connection Count

General INTERBUS Statistics INTERBUS Slaves 1B Send I8 Receive |

e Sl

' Modbus Ethemet Clients TCP / ARP

Clear Counters

Value

o o o o olololo

Figure8.14 - Status monitoring; CIP Statistics

Statistic

Description

Class 1 Timeout Count

The number of Class 1 connections closed due to Timeouts.

Class 3 Timeout Count

The number of Class 3 connections closed due to Timeouts.

Class 1 Forward Open Cou| The number of Class 1 Forward Open (connection establishment) mes

sent.
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Class 3 Forward Open Cou| The number of Class 3 Forward Open (connection establishment) mes
sent.

Class 1 Forward Close Cou| The number of Class 1 Forward Close (connection termination) mes:
sent.

Class 3 Forward Close Cou The number of Class 3 Forward Close (connection termination) mes:
sent.

Class 1 Connection Count | The current number of active Class 1 connections.

Class 3 Connection Count | The current number of active Class 3 connections.

Table8.9 ¢ Mapped Item statistics

8.2.8. ETHERNEQLIENTS

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients connected to
the INTERBUS Router

S — Bix
General INTERBUS Statistics INTERBUS Slaves |B Send |B Receive EtherMet/IP Explicit EtherNetIP Map EtherNeyIP Originator Logix CIP Statistics EthernetClients TCP jARP
Ethernet Client Counts EtherNetIP Table
Type Count IP Address Session Handle
ARP Clients 5 192.168.1.245 B6284A34A
TCP Clients 16 192.168.1.9 D0o07B01
EtherNet/IP Clients 2

Figure8.15 ¢Status monitoring; Ethernet Client Statistics

8.2.9. TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP IlistSioERBUS
Router
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1 stus F=fox
General INTERBUS Statistics INTERBUS Slaves IBSend IB Receive CIP Statistics Modbus EthemetClients TCP/ARP
ARP Table TCP Table
MAC Address IP Address MAC Address Remote Port Local Port

00:60:35:2D:FD:60 192.168.1.245 00:60:35:2D:FD:60 39442 502

B4:45:06:0E:F9:5F 192.168.1.221 00:60:35:2D:FD:60 36572 502

B4:45:06:0E:F6:8E 192.166.1.65 00:60:35:2D:FD:60 14915 502
00:60:35:2D:FD:60 56426 502
00:60:35:2D:FD:60 15714 502
00:60:35:2D:FD:60 41070 502
00:60:35:2D:FD:60 33304 502
B4:45:06:0E:F6:8E 52758 44818

Figure8.16 ¢ Status monitoring; Ethernet TCP / ARP Statistics

8.3. TARGET DEVICE STATUS MONITORING IN
SLATE

TheINTERBUS Routean also provide individual statistics and status for each for each of the
EtherNet/IP Class 1 &NTERBUGSYycIiclO devices when thBrimary Interfaces EtherNet/IP
Originator.

8.3.1. ErHERNETIP

When online with the module in Slate, rigblick on the desired EtherNet/IP device under the
EtherNet/IP Connectiorisee in Slate and sele&tatus

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
Vel 04 IR e

2 INTERBUS Demo2
=-{} 1BRO1 (INTERBUS Router)
.4 Configuration
T Security
-2 Ethemet Port Config
i Status
F EventViewer
=< EtherNet/IP Connections

8 W EIOBIocki (192.168 - -
i ock ( & Configuration

|m Status

= Rename

Duplicate

Delete

Figure8.17 ¢ EtherNet/IP Device StatusStatus selection
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8.3.1.1. GENERAL

The General Status for the EtherNet/IP device shows the connection statistics and parameters
associated with the EtherNet/IP Class 1 connection.

12 1BRO - Class 1 EtherNet/IP Connection - EIOBlock1 (192.168.1.11) Status F=RE=E %"

General |nputData Output Data

Connection Status Connected
Class 1 Originator Statistics Connection Details
Clear Counters
Counter Value Serial Number 0x0000580B
Forward Open Count 8
Forward Close Count 0 O == T Connection Id OxA39AA42E
Connection Timeouts 4
Tx Count 1105217 T == O Connection Id 0x12D01918
Rx Count 1105239

Figure8.18 ¢ EtherNet/IP Device StatusGeneral Status

Statistic Description
Connection Status The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic commun
Offline

The devicedoffline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the ta
device will reply with the specific reason for the connection régattfor example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count | The number of Class 1 Forward Open (connection establishment) message
to this device.

Forward Close Count | The number of Class 1 Forward Close (connection termination) messages ¢
received from this device.

Connection Timeouts | The number of this connection was closed due to timeouts.

Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Connection Details

Document No. D16910 Pagel31of 146
Revision 2



Diagnostics

Serial Number ¢tKS | OGAGS O2yySOlGAz2yQa ASNRLFE ydzy

O-> T Connection Id The active connection Originator to Target Connection Id.

T-> O Connection Id The active connection Target to Originator Connection Id.

Table8.10 ¢ EtherNet/IP Class 1 Device status and statistics

8.3.1.2. INPUT DATA

The Input Data for the EtherNet/IP device shows the Input Assembly associated with the
EtherNet/IP Class 1 connection.

L1 1BRO1 - Class 1 EtherNet/IP Connection - EIOBlock1 (192.168.1.11) Status =N e ™

General InputData Qutput Data

Register Value (Dec) Value (Hex)

0 0x08
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

[So 3 == T o B T S P B G I
o oo olo|lolo|lo oo

Figure8.19 ¢ EtherNet/IP Device Statusinput Data

8.3.1.3. OUTPUT DATA

The Output Data for the EtherNet/IP device shows the Output Assembly associated with the
EtherNet/IP Class 1 connection.
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12 1BRO1 - Class 1 EtherNet/IP Connection - EIOBlock1 (192.168.1.11) Status = B[]
General InputData Output Data

Register Value (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
000
0x00
0x00
0x00
0x00
000

Wl |~ |m | W k|
olojlojlo|lo|jo|o|o|o|O

Figure8.20 ¢ EtherNet/IP Device StatusOutput Data

8.4. MODULE EVENT LOG

TheINTERBUS Rout@iodule logs various diagnostic records to an internal event log. These
logs are stored in nomolatile memory and can be displayed using Skatevia the web
interface. To view them in Slatselect theEvent Vieweioption in the Project Explorer tree.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
owl W X0 4E AR e

& INTERBUS Demo2
=-{I IBRO1 (INTERBUS Router)
. Configuration
i Security
Ed Ethernet Port Config
-5 Status

-E Event Viewer

Figure8.21 - Selecting the module Event Log

The Event Log window will open and automatically read all the events from the module. The
log entries are sortedo as to have the latest record at the top. Custom sorting is achieved by
doubleclicking on the column headings.
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IBRO1 - Event Viewer \E\@

WZX
Uploaded 11 records. Filter  |(All) “|
Index Time Up Time Event

10 |2026/04/14 10:15:34.440 |0d - 00.04:13 | Modbus Comms Ok
2026/04/14 10:15:30.890 | 0d - 00.04.09 | Modbus Comms Failed
2026/04/14 10:15:12.840 | 0d - 00:03:51 | Modbus Comms Ok
2026/04/14 10:15:12.340 | 0d - 00:03:51 | Modbus Comms Failed
2026/04/14 10:14:40.040 | 0d - 00:03:18 | Modbus Comms Ok
2026/04/14 10:14:39.490 | 0d - 00:03:18|  Modbus Comms Failed
2026/04/14 10:14:20.940 | 0d - 00:02:59 | Modbus Comms Ok
2026/04/14 10:14:18.440 | 0d - 00:02:57| Modbus Comms Failed
2026/04/14 10:13:45.640 | 0d - 00:02:24|  Modbus Comms Ok
2026/04/14 10:13:43.590 | 0d - 00:02:22| Modbus Comms Failed
I 2026/04/14 10:12:34.150 | 0d - 00:01:12 | Log reset

— N W | D |~ 0w

Figure8.22 - Module Event Log

The log can also be stored to a file for future analysis, by selecting the Save button in the tool
menu. To view previously saved files, use the Event Log Viewer option under the Tools menu.

8.5. MODBUS PACKET CAPTURE

The module provides the capability to capture the Modbus traffic for analysiswilhallow

the user and a remote support team to resolve any possible issues on site. To invoke the
capture of the module, doublelick on the Modbus Packet Capture item in the Project
Explorer tree.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

el Xd O +0 88

Project Explorer :::

(= & INTERBUS Demo?2

=R ¥ IBRO Roul

-~ Configuration # Configuration

-l Security = (Connection Path

-5 Ethernet Port Confi . 3

= Status B Ethemnet Port Configuration

—F EventViewer Verify Configuration
Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Modbus Packet Capture
Save Configuration to 5D Card

RN 3 [ R =R I

Save Network Parameters to 5D Card

Figure8.23 - Selecting Modbus Packet Capture
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The Modbus Packet Capture window will open and automatically start capturing all Modbus
packets.

IBRO1 - Modbus Packet Capture E\@
xeor

Index Time Status Port Dirn Node Description Data

Press STOP to view results.

Capturing Packets: 46

Figure8.24 ¢ Modbus packet capture

To display the captured Modbus packets, the capture process must first be stopped, by
pressing the Stop button.

IBROT - Modbus Packet Capture =B ]
WX ®0Y
Index Time Status Port Dirn Node Description Data
2674 Od - 00:08:28.840 Ok TCP Rx 7 | Write Mult. Reg - Address 2000, ... 071007D000 1830040300 ...
2675 0d - 00:08:28.840 Ok TCP Tx 7 Write Mult. Reg - Address 2000, ... 071007D000 18
2676 0Od - 00:08:29.090 Ok TCP Rx 7 Read HoldingReg - Address 1000... | 07 03 03 E8 00 50
2677 0Od - 00:08:29.090 Ok TCP Tx 7 Read HoldingReg - DataSize 160 0703 A000C50000 102400 ...
2678 0d - 00:08:28.340 Ok TCP Rx 7 Write Mult. Reg - Address 2000, ... 071007D000 1830040300 .
2679 Od - 00:08:29.340 Ok TCP Tx 7 Write Mult. Reg - Address 2000, ... 071007 D000 18
2680 Od - 00:08:29.590 Ok TCP Rx 7 Read HoldingReg - Address 1000... | 0703 03 E8 00 50
2681 0Od - 00:08:29.590 Ok TCP Tx 7 Read HoldingReg - DataSize 160 0703 A000C50000 103500 .
2682 0Od - 00:08:29.840 Ok TCP Rx 7 | Write Mult. Reg - Address 2000, ... 071007D000 1830040300 ...
2683 Od - 00:08:29.840 Ok TCP Tx 7 Wnte Mult. Reg - Address 2000, ... 071007D000 18
2684 0Od - 00:08:30.090 Ok TCP Rx 7 Read HoldingReg - Address 1000... | 07 03 03 E8 00 50
2685 0Od - 00:08:30.090 Ok TCP Tx 7 Read HoldingReg - DataSize 160 0703 A000C50000 103500 ...
2686 0d - 00:08:30.340 Ok TCP Rx 7 | Write Mult. Reg - Address 2000, ... 071007D000 1830040300 .
Stopped Displaying Packets: 90 of 90

Figure8.25 ¢ Modbus Packet Capture complete

The captured Modbus packets are tabulated as follows:

Statistic Description
Index The packet index, incremented for each packet sent or received.
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Time The elapsed time since the module powered up.

Status The status of the'packet. Received packets are checked for valid Mc
constructs and valid checksums.

Port Port on where the data was sent or received (TCP)

Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

Node The Source Node address for the packet

Description Description of the packet that was received.

Data The raw packet data.

Table8.11 ¢ Modbus Packet Capture fields

The packet capture can be saved to a file for further analysis, by selectiSgtebutton on
the toolbar. Previously saved Modbus Packet Capture files can be viewed by selecting the
Modbus Packet Capture Vieweption in theToolsmenu.

S Aparian-Slate

File  Device | Tools I Window Help
el Target Browser
DHCP Server

Event Viewer

DeviceFlash

£l » B & 5o

Packet Capture Viewers ’ DF1 Packet Capture Viewer

DH485 Packet Capture Viewer
Modbus Packet Capture Viewer |I
DMNP3 Packet Capture Viewer

ControlMNet Packet Capture Viewer

GSD File Management
FF DD Management |
CAN EDS File Management

DeviceNet EDS File Management

S S S 3 I 311 3

DeviceMNet Packet Capture Viewer
HDLC Packet Capture Viewer

& Application Settings

Figure8.26 - Selecting the Modbus Packet Capture Viewer

8.6. MODULE STATUS REPORT

For assisting with support Slate can generate a status report for the module which is a
Microsoft Word compatibledocument that can be emailed to support. To generate this report
the user can rightlick on the module (when online in Slate) and seléenerate Status
Report
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S Aparian-Slate - INTERBUS Demo2

File Device Tools

0wl WX
Project Explorel
B,ﬁ INTERBUS Dema2

F Configuration
-l Security

-1 Status
$] Event Viewer

=R B IBRO1 (INTERBUS /iy

“*

- Ethernet Port Confi

=08

Window Help

+.5 @8 4

Configuration

Connection Path

Ethernet Port Configuration
Verify Configuration
Identity

Status

Go Offline

Generate Status Report

R E EERE

Internal Register Viewer

Modbus Packet Capture

Save Configuration to SD Card

Save Network Parameters to SD Card

Figure8.27 ¢ Module Status Report

8.7. MODBUS SUMMARY CSV

Slate can provide a summary of the Modbus registers being used in the form of a CB\&file.
will assist the user to better understand where what data is being mapped (based on the
INTERBUS Routerodule configuration)To generate thevlodbus Summary CSV, rigtlick

on the module (when online in Slate), and selégxport Modbus Summary CSV

S Aparian-Slate - INTERBUS Demo2

Window Help
S8R e

File Device Tools
Dl X
Project Explorer
- & INTERBUS Demo2
- BRO RB
A Configuration
i Security
Ed Ethernet Port Config
w1 Status
T Event Viewer

BEO8 w

(R S R = B

Configuration

Connection Path

Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report

Internal Register Viewer

Modbus Packet Capture

Save Configuration to SD Card

Save Network Parameters to 5D Card

Export Modbus Summary CSV

Properties -
o 4l |E

Figure8.28 ¢ ModbusSummary Repot&Generation

Export Modbus Expanded CSV

= Export Configuration File

Generate Logix L5X
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.RegType Modbus Function StartAddress EndAddress ElementCount Description
HR Read 1000 1023 24 System.Status

1
3 HR Read 1024 1055
4 HR Read 1056 1056
5
3

(23]
S

INTERBUS.S02_AO64.Data

1 INTERBUS.S03_ISL2018D0.Data
HR Read 1057 1060 4 INTERBUS.504_AI8AO8.Data
HR Read 1061 1064 4 INTERBUS.506_AOS.Data
7 HR Read 1065 1068 4 INTERBUS.507_AIBAOS.Data
8 HR Read 1069 1072 4 INTERBUS.S08_AISAOS.Data
9 HR Read 1073 1076 4 INTERBUS.S09_AIBAO8.Data
10 R Read 1077 1077 1 INTERBUS.S10_ISL2028D0.Data
11 HR Read 1078 1078 1 INTERBUS.S13_ISL2018D0.Data
12 Read 1079 1079 1 INTERBUS.S14._ISL2018D0.Data
13 Write 2000 2000 1 INTERBUS.S01_ISL2028DI.Data
14 [RE Write 2001 2004 4 INTERBUS.S04_AISAOS.Data
15 [N Write 2005 2005 1 INTERBUS.S05_ISL2028DI.Data
16 [ Write 2008 2009 4 INTERBUS.S07_AIBAO8.Data
17 L Write 2010 2013 4 INTERBUS.S08_AI8AO8.Data
18 JEL Write 2014 2017 4 INTERBUS.S09_AISAO8.Data
19 L Write 2018 2018 1 INTERBUS.S11_ISL2028DI.Data
HR Write 2019 2019 1 INTERBUS.S12 ISL2028DI.Data
(End)

Figure8.29 ¢ Modbus Summary CSV

8.8. MODBUS EXPANDED CSV

Slate can provide detailed versiorof the Modbus registers being used in the form of a CSV
file. This will assist the user to better understand where what data is being mapped (based on
the INTERBUS Routerodule configuration). To generate the ModbbEzpandedCSV, right

click on the module (when online in Slate), and selfeqtort ModbugxpandedCSV

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
a0 AR JL e

Project Explorer
Bﬁ INTERBUS Demo2

=4

# Configuration Configuration
T Security
- Ethemnet Port Config

L/ Status

Connection Path
Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report

Internal Register Viewer

Modbus Packet Capture

Save Configuration to 5D Card

Save Network Parameters to SD Card

Export Modbus Summary CSV
Export Modbus Expanded CSV
Export Configuration File

AT 77+ 2@ 42 5 @O0 e:

Generate Logix L5X

Figure8.30 ¢ Modbus Expanded Repo@eneration
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(B Reg Type Modbus Function StartAddress End Address Element Count Description

2 HR Read 1000 1001 2 ModuleStatus. GeneralStatus

3 HR Read 1002 1003 2 ModuleStatus.InterbusCycleTime

4 HR Read 1004 1005 2 ModuleStatus.RxPcktCount

5 HR Read 1006 1007 2 ModuleStatus.TxPcktUpdateCount

6 HR Read 1008 1008 2 ModuleStatus.ChcksmErrCount

7 HR Read 1010 1011 2 ModuleStatus.ldentPcktCount

8 HR Read 1012 1013 2 ModuleStatus. DataPcktCount

9 HR Read 1014 1015 2 ModuleStatus.UnknownCmdCount

10 HR Read 1016 1017 2 ModuleStatus.|dleTimeoutCount

11 HR Read 1018 1018 2 ModuleStatus. |dleState ChgCount

12 HR Read 1024 1055 32 INTERBUS.S02_A0O64.Data

13 HR Read 1056 1056 1 INTERBUS.S03_1SL2018D0O.Data

14 HR Read 1057 1060 4 INTERBUS.S04_AISAOQ8.Data

15 HR Read 1061 1084 4 INTERBUS.S06_AO8.Data

16 HR Read 1065 1068 4 INTERBUS.S07_AISAO8.Data

17 HR Read 1069 1072 4 INTERBUS.S08_AISAO8.Data

8 HR Read 1073 1076 4 INTERBUS.S09_AISAO8.Data

19 HR Read 1077 1077 1 INTERBUS.S10_1SL2028D0.Data

20 HR Read 1078 1078 1 INTERBUS.S13 1SL2018D0.Data
HR Read 1079 1079 1 INTERBUS.S14 _1SL2018D0.Data
HR Write 2000 2000 1 INTERBUS.S01 _ISL2028DI.Data
HR Write 2001 2004 4 INTERBUS.S04_AISBAO8.Data
HR Write 2005 2005 1 INTERBUS.S05_1SL2028DI.Data

25 HR Write 2006 2008 4 INTERBUS.507_AISAO8.Data

Figure8.31 ¢ Modbus Expanded CSV

8.9. INTERNAL REGISTER VIEWER

The module provides an Internal Register Viewer that allows the user to view the data
registers in the Internal Data Space (IDS) and Modbus Registers.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

LI R

-6 INTERBUS Demo2

=R J1BRO1 (INTERBUS Rojgims

i Configuration Configuration

T Security

EJ Ethernet Port Config
1 Status

I EventViewer

Connection Path
Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report

Internal Register Viewer
Modbus Packet Capture
Save Configuration to SD Card

g ialm 42 =0 e

Save Network Parameters to SD Card

Figure8.32 ¢ Internal Register ViewerSelect

Once opened, the register type can be selected. Note that the Modbus Registers will only be
available if the Primary Interface configured is for Modbus Server or Modbus Client.
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= e

| IBRO1 - Register View

Reqgister Selection

Modbus HR ~
Modbus HR

Reqgister Type

Start Index

Intemnal Data Table

Figure8.33 ¢ Internal Register Viewey Register Type

The Start and Stop Index can then be selected to determine how much data to display and

refresh.

_| 1BRO1 - Register View

=l

Register Selection

Register Type Modbus HR e
Start Index Length
Start Stop

Figure8.34 ¢ Internal Register Vieweay Indexes

The data will appear and start refreshing by pressingStaatbutton.

L1 1BRO1 - Register View [E=nEol %"
Register Selection
Register Type Modbus HR
Start Index 1000 Length
Start Stop
Register Value (Dec) Value (Hex)
1000 197 0x00C5
1001 0 0x0000
1002 4149 0x1035
1003 0 0x0000
1004 -22066 OxA9CE
1005 4 0x0004
1006 1963 0x07AB
1007 0 0x0000
1008 25 0x0019
1009 0 0x0000
| Running ‘ 4

Figure8.35¢ Internal Register Viewey Runnirg
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9. TECHNICAL SPECIFICATIONS

9.1. DIMENSIONS

Below are the enclosure dimensioras well as the required DIN railimensions.All
dimensions are imillimeters

116

34

JIunL

43

149

| LT

JTUemnmrorTm
Il

0

10000010

148
151

000

000
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TEH
(@
1© ]
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©

'@
ek
10 ]

@@@

o

93

Figure9.1 ¢ INTERBUS Routenclosure dimensions

ROB
| S l -
l Serione A / Section A R12
el } 2.2 min. fino 0/ To 2,5 mox
s | — -
+
& ezione A / Section A

Figure9.2 - Required DIN dimensions
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9.2. ELECTRICAL

Specification Rating
Power requirements Input: 10¢ 32 VDC(Class 2)
Power consumption 3.0W (Max.)
Current 260mA @10V
Current:120mA @ 24 V
Connector 3-way terminal
Conductors 24¢ 18 AWG
Enclosure rating IP20, NEMA/UL Open Type
Temperature -20¢ 70 °C
Earth connection Yes, terminal based
Emissions IEC6100®-4
ESD Immunity EN 6100&4-2
Radiated RF Immunity IEC 6100@-3
EFT/B Immunity EFT: IEC 610004
Surge Immunity Surge: IEC 610085
Conducted RF Immunity IEC 6100@-6

Table9.1 - Electrical specification

9.3. ETHERNET

Specification Rating
Connector RJ45
Conductors CAT5 STP/UTP
ARP connections Max 20

TCP connections Max 20

CIP connections Max 15
Communication rate 10/100Mbps
Duplex mode Full/Half
Auto-MDIX support Yes
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Embedded switch

Yes, 2 x Ethernet ports

Device Level Ring (DLR)

Supported

Network Time Protocol (NTP) Supported

Table9.2 - Ethernet specification

9.4. INTERBUBOR®

Specification

Rating

Connector

5-way terminal

Conductor

24¢ 18 AWG

Electrical Isolation

1000 Vrms for 1 minute.

Table9.3 ¢ INTERBU® ort specification

9.5. INTERBUS
Specification Rating
Type Slave
Max. Device Count 15
Max. Total INTERBUS Datg 128 bytes
Max. Summation Frame 128 bytes
Parameter Channel (PCP) | Not Supported

Supported BAUD Rates

500kbps, 2Mpbs

Table9.4 ¢ INTERBU$Specification

9.6. ETHERNET/IP TARGET

Specification

Rating

Class 1 Cyclic connection count| 4

Logix Directo-Tag Supported Yes

Table9.5 ¢ EtherNet/IP Targespecification
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9.7. ETHERNET/IP ORIGIRR

Specification Rating

Class 1 Cyclic Connections Supported| Yes

Class 3/ UCMM Connections Support{ Yes

Class 1 Connection Count 15

Class 3/ UCMM Target Device Count | 10

Class 3/ UCMM Mapping Count 50

Table9.6 ¢ EtherNet/IP Originatospecification

9.8. MODBUS CLIENT

Specification Rating

Modes Supported Modbus TCP

Max. Modbus Servebevices 20

Max. Modbus Mapping 100

Mapping Ranges Holding Register §4999
Input Register @ 4999
Input Status @; 4999

Coil Status @ 4999

Base Offset Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port | Yes

Data Reformatting Supported BB AA

BB AADD CC
CC DD AABB
DD CC BB AA

Table9.7 ¢ Modbus Clienspecification

9.9. MODBUS SERVER

Specification Rating
Modes Supported Modbus TCP
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Mapping Ranges

Holding Register § 4999
Input Register @ 4999
Input Status @; 4999
Coil Status @ 4999

Base Offset

Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port | Yes

9.10.

Table9.8 ¢ Modbus Servespecification

CERTIFICATIONS

Certification

Mark

CE Mark

q

RoHS2 Compliant

RoHS2

UL Mark
File: E494895 C @ Us
LISTED
CLASS 1, DIV 2, GROUPS A, B, T4B
UKCA

UK
CA

ODVA Conformance

EtherNet/IP

Table9.9 ¢ Certifications
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D

DC power, 14
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DIN rall, 16, 141

DIP, 15

Ethernet connector, 18

Ethernet/IP, 57

EtherNet/IP, 6, 57

EtherNet/IP Devices configuration, 57
EtherNet/IP Map configuration, 58, 70, 71

F

firmware upgrade, 26

G

General parameters, 26

Input assembly, 121, 122

input voltage, 17

INTERBUS Communication configuration, 29
INTERBUS general configuration, 26
INTERBUS Router, 6, 14, 15, 25, 108, 126
INTERBUS Router, 6

INTERBUS Router, 72

10.INDEX

INTERBUS Router, 116

INTERBUS Router, 126

INTERBUS Router, 133

INTERBUS Router general configuration, 40, 42, 43, 45,
60, 62

INTERBUS Slave configuration, 30

IP Address, 20, 21

L
LED, 115, 116

M
MODBUS, 127

O
output assembly, 108, 112

R
Rockwell Automation, 24
RSLinx, 24

S

Safe Mode, 15

Serial, 143

Slate 26, 73, 116, 130, 133

SLATE Configuration Utility, 84, 88, 89, 90, 91, 92, 93, 94,
95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106

statistics, 124, 125, 126, 129, 132, 136

Statistics, 116

Support email, 13

T

Target Browser, 22, 23, 57, 72

w

web server, 116
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