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Preface

1 PREFACE

1.1 PURPOSE OF THIS DOCUMENT

This document will assist the user to configure 3™ party SCADA/HM I driver applications using
the Aparian ControlNet Router.

1.2 ADDITIONAL INFORMATION

The following resources contain additional information that can assist the user with the
module installation and operation.

Resource Link

Slate Installation http://www.aparian.com/software/slate

ControlNet Router User Manual

ControlNet Router Datasheet http://www.aparian.com/products/controlnetrouter

Example Code & UDTs

ControlNet http://www.odva.org
ControlNet Coax Media Planning and Installation Guide

ControlNet Cabling https://literature.rockwellautomation.com/idc/groups/literatur
e/documents/in/cnet-in002 -en-p.pdf

1.3 SUPPORT

Technical support will be provided via the Web (in the form of user manuals, FAQ, datasheets
etc.) to assist with installation, operation, and diagnostics.

For additional support the user can use either of the following:

Resource Link

Contact us web link www.aparian.com/contact-us

Support email support@aparian.com
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Introduction

2 INTRODUCTION

The ControlNet Router provides intelligent data routing between EtherNet/IP and a
ControlNet network.

When the ControlNet Router is operating in Bridge Mode, it will allow the user to add,
configure, and parameterize ControlNet IO via the ControlNet Add-on Profile (AOP) in Logix.
It also allows transparent routing functionality in HMI (Human Machine Interface) / SCADA
(Supervisory Control and Data Acquisition) applications from EtherNet/IP, to ControlNet, via
a ControlNet bridge to a Logix controller.

EtherNet/IP
Aparian Node: 4
ControlNet ControlNet
Router

ControlLogix®

Figure 2.1 — HMI / SCADA application via a ControlNet Router

For 3™ party SCADA / HMI communication drivers that do not support the manual entry of a
(free form) CIP path, the ControlNet Router provides a Virtual Gateway Routing (SCADA)
option, where the ControlNet Router emulates an intermediate Logix chassis (Backplane +
ControlNet bridge) by consuming (removing) a superfluous [Port + Address] segment in the
routed CIP path, and adjusting the ControlNet port from 2 to 3.
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Introduction

For example, the routed path:
192.168.1.28,1,0,2,6,1,0

will effectively be reduced to:
192.168.1.28,3,6,1,0

NOTE: The Virtual Gateway Routing (SCADA) option is not required when
using RSLinx / FTLinx OPC as the communication driver.

EtherNet/IP EtherNet/IP

Node: 4
Virtual
ControlNet Chassis

CNB
CPU Slot: 5
Slot: 0 Node: 6

Aparian
ControlNet
Router

ControlLogix® ] ControlLogix®

Figure 2.2 — HMI / SCADA Equivalent Path
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Configuration

3 CONFIGURATION

3.1 CONTROLNET ROUTER CONFIGURATION

The ControlNet Router should be configured as normal, with the ControlNet Mode set to
Bridge.

CNRO11 - Configuration

ontrolMet Bridge ControlNetDevices ControlNetMap EtherMNet/IP Den

Instance

Instance Name |CNRD‘IT |
Description |

IP Address [[192 . w8 . 1 . 2

Operational Mode

Main Mode Operational v
ControlNet Mode Bridge v
Ethernet Mode EtherNet/IP Target

Figure 3.1 — ControlNet Router configuration — General tab

In the ControlNet tab, the Virtual Gateway Routing (SCADA) option must be enabled
(checked).

CNRO11 - Configuration
General gcdﬁ{fb'\'ﬂ'é{' Bridge ConfrolNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Int
ControlNet
ControlNet Channels A Only w Enable ControlNet Keeper
Node Address 4 W Force Run Mode
Originator Schedule Control Hardware
Message Pass-through Timeout [10-5000] ms Virtual Gateway Routing (SCADA)

Figure 3.2 — ControlNet Router configuration — ControlNet tab

The configuration can now be accepted by clicking on the Ok button.

Then, Download the configuration to the ControlNet Router module.

Document No. D138-024 Page 5 of 18
Revision 1.0
06 /2025



Configuration

3.2 AVEVA INTOUCH CONFIGURATION

AVEVA InTouch (formerly Wonderware InTouch) can be configured to communicate to a
Logix controller via the ControlNet Router.

The configuration follows the Virtual Gateway Routing (SCADA) option where the
ControlNet Router effectively emulates an equivalent Logix chassis as per the example
below.

EtherNet/IP EtherNet/IP

Aparian
ControlNet

Router ControlNet

ControlLogix® ControlLogix®

Figure 3.3 — HMI / SCADA Equivalent Path Example

The ABCIP driver must be configured using the AVEVA Operations Control Management
Console.

3.2.1 OPERATIONS CONTROL MANAGEMENT CONSOLE

In the AVEVA Operations Control Management Console, expand the Supervisory Servers to
reveal the Allen-Bradley — ABCIP driver.

If there is not an existing Server Instance of the driver, then this must be created by right-
clicking on the ABCIP driver.

Under the PORT item, right-click and select the Add ENB_CLX Connection option.
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Configuration

[Z) OCMC - [Operations Control Management Console]

File Action View Help
o= nE X BE

@ Operations Control Management Console (DESKTOP-SK3METE)
v [®] Operations Integration Server Manager
v Default Group
v B Local
v ,g [Admin] Operations Integration Supervisory Servers
~ i Allen-Bradley - ABCIP
v [d oLaBaP2

# Configuration

> Reset
5 4 Internal - SIM Diable PORT
» &k Modicon - MET(
5 4% Siemens-SIDIRE|  Add ENE_CLX Connection |
> 4% Standards - Gate  Add ENB_FLX Connection

Figure 3.4 — ABCIP — Port — Add Connection

Rename the connection appropriately (e.g. “ACNR”) and set the Host Name to the IP
Address of the ControlNet Router, e.g. 192.168.1.28. Save the settings (top right button).

2] OCMC - [Operations Control Management Console]

File Action View Help

2| nE X HE

@ Operations Control Management Console (DESKTOP-5K9MB76)
v @ Operations Integration Server Manager
v Default Group
v B Local
v ,g [Admin] Operations Integration Supervisory Servers
~ i Allen-Bradley - ABCIP
v [3 oLagcip2

% Node Type: ENB_CLX  Delimiter: .

w ,g Configuration Module Type:  Ethemet Communication
v A& PORT
# MicroLogix | Hast Mame: |192.1EE.T.28 |
| 2 ACNR

> E] Diagnostics Connection Timeout IQUUU mzec [Used if underneath PORT_CIF]
> 4k Internal - SIM

Figure 3.5 — ABCIP — ACNR Connection

Then right-click on the newly created “ACNR” and select the Add Backplane_CLX
Connection option.

v ,g [Admin] Operations Integration Supervisory Servers
v 4t Allen-Bradley - ABCIP

v [3 oLaBcp.2
v 4 Configuration
v A, PORT
/e MicroLogix
| 4 ACNR]
> [E] Diagnostics Reset
Disable ACNR
| Add BACKPLANE_CLX Connection |
Expand All

Figure 3.6 — ABCIP — Add Backplane

Rename the connection appropriately (e.g. “VirtualBackplane”).
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Configuration

® oCMC - [Operations Control Management Console]

File Action View Help

| nE X HE

@ Operations Control Management Console (DESKTOP-SKIMETE) w1 . S
v @ Operations Integration Server Manager (J‘ Node Type: BACKPLANE_CLX Delimiter: .
~ Default Group
w Q Local VirtualBackplane Parameters

v ,g [Admin] Operations Integration Supervisory Servers
~ %k Allen-Bradley - ABCIP
~ [3 oLaBCIP2
~ fg Configuration
~ A& PORT
g MicroLegix
~v & ACNR

Figure 3.7 — ABCIP — Virtual Backplane

Device Type:  Backplane

Then right-click on the newly created “VirtualBackplane” and select the Add CNB_CLX

Connection option.

v fg [Admin] Operations Integration Supervisory Servers
~ %t Allen-Bradley - ABCIP

v |3 oLABCIP.2
v /g Configuration
v 4 PORT
/& MicroLogix
v A ACNR
/5 VirtualBackplane |
> [Z] Diagnostics Reset
Disable VirtualBackplane
Add LOGIX5000_CLX Connection
Add DHRIO_CLX Connection
| Add CNB_CLX Connection |

Add PORT_ENB Connection

Figure 3.8 — ABCIP - Virtual Backplane — Add CNB

Rename the connection appropriately (e.g. “VirtualCNB”) and set the Slot Number to 0.
(Note that this Slot Number is not used in the routing path.). Save the settings (top right

button).

3] OCMC - [Operations Control Management Console]

File Action View Help

e rmE X HE

Operations Control M it C le (DESKTOP-SKIMETE -~ o
E perations Contral Management Console { ) l':,‘:ﬁ Node Type: CNB_CLX Delimiter: .
v @ Operations Integration Server Manager e

~ Default Group

v 5 Local VirtualCMB Parameters

~ 4 [Admin] Operations Integration Supervisory Servers
~ i Allen-Bradley - ABCIP

~ [3 olLagce.2
~ ,g Configuration

o ,g PORT Module Tupe:  ContolMet Communication

/& MicroLogix
~ A& ACNR
~v & VirtualBackplane

| VirtualCNB |

| Slot Number: |0 |

Figure 3.9 — ABCIP — Virtual CNB
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Configuration

Then right-click on the newly created “VirtualCNB” and select the Add PORT_CN Connection
option.

v /g [Admin] Operations Integration Supervisory Servers
v §% Allen-Bradley - ABCIP

v 3 oLascp2
v A Configuration
v A PORT
,g MicroLegix
v A ACNR
W : itualBackolane
/& VirtualCNB
[Z] Diagnostics Reset
Disable VirtualCNB
| AddPORT CN Connection |
Expand All

Figure 3.10 — ABCIP — Virtual CNB

Rename the connection appropriately (e.g. “ACNRPort”) and set the ControlNet Address to
that configured in the ControlNet Router. The Channel Number should be set to Channel A.
Save the settings (top right button).

(3] OCMC - [Operations Control Management Console]

File Action View Help

|| 2@ X B

err\arlxons Cor:uol;Mmag;:::::IC.onsjle {DESKTOP-SKOM876) - Node Typc: PORT_CN Delimiter: .
v 5 Default Group
v 8 Local ACNRPort Parameters |
v A [Admin] Op Integration Supervisory Servers
v 4t Allen-Bradley - ABCIP
v [3 oLaBcip2
v A Configuration Poit Type,  ContiolNet
v A PORT
& Micrologix Channel Numbes:
v A ACNR 5
v A VirtualBackplane kbl LRthvel
v & VintuslCNB
. ’ |4 ACNRPort I CortrolNet Address: -
» ] Diagnostics
#& Internal - SIM

Figure 3.11 — ABCIP — ACNR Port

Then right-click on the newly created “ACNRPort” and select the Add CNB_PORT_CLX
Connection option.
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v ,g [Admin] Operations Integration Supervisory Servers
v ¢ Allen-Bradley - ABCIP
v [ 0LABCIP.2
v /g Configuration
v /4 PORT
/& MicroLogix
v A& ACNR
v /g VirtualBackplane
v A4 VirtualCNB
> [E] Diagnostics Reset
Disable ACNRPort

Add PLC5_CN Connection
Add SLC500_CN Connection

| Add CNB_PORT_CLX Connection |
Add CNB_PORT_FLX Connection

Figure 3.12 — ABCIP — ACNR Port — Add Connection

Rename the connection appropriately (e.g. “RemoteCNB”) and set the Slot Number and
ControlNet Address to that of the physical 1756-CNB in the remote chassis. Save the
settings (top right button).

& OCMC - [Operations Control Management Console]

File Action View Help
= 25 X H

@ Operations Control Management Console (DESKTOP-SKSMBET7E)
~ [E] Operations Integration Server Manager
v Default Group

l?,ﬁ Node Type: CNB_PORT_CLX Delimiter: .

v H Local RemoteCNB Parameters
v ,g [Admin] Operations Integration Supervisory Servers
v i Allen-Bradley - ABCIP
v a OLABCIP.2 tModule Type:  ControlM et Communication
v ,g Configuration
~ & PORT Slat Number: |5
é :‘cICNrELOQIX — Channel Mumber, —————————
v
" ,ﬁ VirtualBackplane & Channel A " Channel B

ControlMet Address: I B hd l

Figure 3.13 — ABCIP — Remote CNB

Then right-click on the newly created “RemoteCNB” and select the Add BACKPLANE_CLX
Connection option.
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Configuration

v /g [Admin] Operations Integration Supervisory Servers
v & Allen-Bradley - ABCIP
v [3 01.ABCIP.2
v /g Configuration
v & PORT
g MicroLogix
v & ACNR
v A VirtualBackplane
v A VirtualCNB

Reset
Disable RemoteCNB

| AddBACKPLANE_CLX Connection |

Expand All

Figure 3.14 — ABCIP — RemoteCNB — Add Backplane

Rename the connection appropriately (e.g. “RemoteBackplane”).

& OCMC - [Operations Control Management Console]
File Action View Help
= n= X H

@ Operations Control Management Console (DESKTOP-SK9MET6) ".'H Node Type: BACKPLANE CLX
w @ Operations Integration Server Manager L = -

v Default Group
v B Local
~ ,g [Admin] Operations Integration Supervisory Servers
~ #F Allen-Bradley - ABCIP
v [3 oLascip2
A rg Configuration Device Type:  Backplane
~ & PORT
}g MicroLogix
v & ACNR
v ,g VirtualBackplane
~ & VirtualCNB
~ & ACNRPort
# RemoteCNB

2 RemoteBackplane

RemoteBackplane Parameters

Figure 3.15 — ABCIP — Remote Backplane

Then right-click on the newly created “RemoteBackplane” and select the Add
LOGIX5000_CLX Connection option.

v ,g [Admin] Operations Integration Supervisory Servers

v ¢ Allen-Bradley - ABCIP

v [3 oLaBcip2
v & Configuration
v & PORT
A MicroLogix

v & ACNR

~ ,g VirtualBackplane
v A VirttualCNB

v A ACNRPort

v 0 NE

RemoteBackplane

Reset

Disable RemoteBackplane

| AddLOGIX5000_CLX Connection |
Add DHRIO_CLX Connection

Figure 3.16 — ABCIP — Remote Backplane — Add Logix Controller
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Configuration

Rename the Logix controller appropriately (e.g. “WestCooling”) and set the Slot Number to
that of the physical Logix controller in the remote chassis.
Save the settings (top right button).

(3] OCMC - [Operations Control Management Console]

File Action View Help

o | nE X H=

E Operations Control Management Console (DESKTOP-5K9ME76) ﬂ.\] Node Type: LOGIX5000_CLX Delimiter:
v [&] Operations Integration Server Manager e . - -~
v Default Group
v B Local
v ,g [Admin] Operations Integration Supervisory Servers
« @ Allen-Bradley - ABCIP

WestCooling Parameters | Device Groups | Device Items

v [ OLaBCIR2
v & Configuration Processor Type:  ControlLogix # GuardLogix / SoftLogix
v & PORT
A MicroLogix Slat Nurmber In
v A ACNR :
- ;g VirtualBackplane Reply Timeout: IWE sac

v & VirtualCNB

v ,g ACNRPort Max CIP Cornections: |4

v g RemoteCNE
v A RemoteBackplane Optimization |Dphm|ze far Fead LI
,g WestCooling

Figure 3.17 — ABCIP — Logix Controller

In the controller settings, select the second tab “Device Groups” and right-click on the data
grid view, and select the Add option.

HJ?  Node Type: LOGIX5000 CLX  Delimiter: .

WestCooling Parameters Device Items |

Name | Update Interval (ms) |
__— |
Delete
Modify
Edit
Config Default Update Interval

Figure 3.18 — ABCIP - Logix Controller - Device Groups - Add

Configure one or more Topics to be associated with this controller, as well as their required
update intervals.

E7!  Node Type: LOGIX5000 CLX  Delimiter: .

WestCooling Parameters Device Groups |Device Items I

Mame | Update Interval (ms) |
WestCoolingFast 1000

Figure 3.19 — ABCIP — Logix Controller - Device Groups
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3.2.2

INTOUCH — WINDOWMAKER

In InTouch WindowMaker, you can now configure an Access Name to point to the previously

configured ABCIP driver.

Enter an appropriate Access name. If the server is local then the Node name can be left blank,
otherwise it should be the name of the server running the ABCIP driver.

The Application name must be set to the name (between the two periods) of the ABCIP driver
instance. In the example below, the instance name is “OI.ABCIP.2”, so the Application name

must be set to “ABCIP”.

The Topic name must be set to the Topic name defined in the Logix controller’s Device
Groups, in the example below this is “WestCoolingFast”.

Edit access name

Primary source

WestCoolingFast Node name

O DDE @ SuiteLink

Secondary source

[] Enable secondary source

Topic name
| WestCoolingFast |/

\¥

3 OCMC - [Operations Control Management Console]

File Action View Help

“ |75 X Hm@

Operations Control Management Console (DESKTOP-SKIM&75)
-~ Server Manager
~ B Defautt Group
v B Local
~ /& [Admin] Operations Integration Supervisory Servers

@ Allitems QO Only active items

~ 4 Allen- - ABCIP
[3 0L.ABCIP.2
~ onfiguration
& MicroLogix
v A ACNR
v & VittualBackplane
v A VirtualCNB
~ A ACNRPort
v /& RemoteCNB
v /& RemoteBackplane
/& WestCooling

Figure 3.20 — InTouch Access Names

1 Mode Type: LOGIX5000_C
WestCool

Device Groups

Update Intervl
1000
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3.3 KEPWARE CONFIGURATION

The KEPware server can be configured to communicate to a Logix controller via the
ControlNet Router.

The configuration follows the Virtual Gateway Routing (SCADA) option where the ControlNet
Router effectively emulates an equivalent Logix chassis as per the example below.

EtherNet/IP EtherNet/IP

Node: 4
Virtual |
ControlNet Chassis }

Aparian
ControlNet
Router

ControlLogix® ControlLogix®

Figure 3.21 — HMI / SCADA Equivalent Path Example

To configure a path via the ControlNet Router, open the KEPServer Configuration, and under
the Connectivity tree item, select the Click to add a channel option.

(Z3 [Offline] - KEPServerEX 6 Configuration - Untitled
File Edit View Tools Runtime Help

DEEH 9 % | [
Elc I Project

=+t Connectivity

r{} Click to add a channel.

.3 Aliases

&A1 Advanced Tags

@& Alarms & Events

@ Data Logger

Figure 3.22 — KEPware — Add Channel

Select the Allen-Bradley ControlLogix Ethernet channel type.
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Configuration

Add Channel Wizard

Selectthe type of channel to be created:

Allen-Bradley ControlLogix Ethemet v |@

Mext Cancel

Figure 3.23 — KEPware — Channel Type

Select an appropriate name, example “A-CNR0O1”.

<« Add Channel Wizard

Specify the identity of this object.

MName:

A-CNRO1 @

Next Cancel

Figure 3.24 — KEPware — Channel Name

Under the newly created “A-CNR0O1” channel, add a device by clicking on the Click to add a
device option.

(23 [Offline] - KEPServerEX 6 Configuration - Untitle
File Edit View Tools Runtime Help
JSd e & F 9K D
(=1 & Project

—-[#] Connectivity

&K Advanced Tags
&8 Alarms & Events
Data Logger

Figure 3.25 — KEPware — Add Devicre

Provide a suitable name for the device, example “L75”.
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Configuration

Add Device Wizard

Specify the identity of this object.

=
L75 (2)}

Next Cancel

Figure 3.26 — KEPware — Device Name

Then select the ControlLogix 5500 for the Device Model.

&«

Add Device Wizard

Select the specific type of device associated with this ID. Options depend on the type of
communications in use.

Model:

ControlLogix 5500 ~ F’:‘

Next Cancel

Figure 3.27 — KEPware — Device Model

Then enter the routing path, in the format:

<IPAddress>,1,[OptionalPath],<CPU Slot>

<«

Add Device Wizard

Specify the device's driver-specific station or node.
ID:

<192.168.1.28>,1,(0,2,6,1],0 )]
| |

[ Next l[ Cancel

Figure 3.28 — KEPware — Device Path
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In this example, we will enter the path as follows:
<192.168.1.28>,1,[0,2,6,1],0
Where:
192.168.1.28 is the IP Address of the ControlNet Router
1 specifies the (virtual) backplane (ACNR will remove)
0 specifies the (virtual) ControlNet bridge slot (ACNR will remove)
2 specifies the (virtual) ControlNet Port (ACNR will modify to 3)
6 specifies the ControlNet node of the physical remote ControlNet bridge
1 specifies the remote chassis backplane
0 specifies the slot of the Logix controller.

A tag can now be added under the newly created Logix controller by selecting the Click to add
a static tag option.

(23 [Offline] - KEPServerEX 6 Configuration - Untitled *
File Edit View Tools Runtime Help
DS HE RIIE T 59 & 3 X5
B@] Project Tag Name Address Data Type Scan Rate
=

I%_ICIick to add a static tag. Tags are not required, but are browsable by OPC clients.

&4 Advanced Tags
H-& Alarms & Events

Figure 3.29 — KEPware — Add Tag

Specify a suitable tag Name and the corresponding Logix tag in the Address field.

&3 Property Editor - A-CNR0O1.L75 X
Property Groups = Identification
Scaling Description

=l Data Properties

Address TESTTAG

Data Type Default

Client Access Read/Write

Scan Rate (ms) 100
Address

Specify a valid tag address in the syntax for the device protocol.

Defaults OK Cancel Help

Figure 3.30 — KEPware — Configure Tag
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To test the communication select the Test Client option.

(23 [Connected to Runtime] - KEPServerEX 6 Configuration - C:\Users\GerhardBester\Documents\Kepware\KEPServerEX\V6\LogixCNR.opf
File Edit View Tools Runtime Help
DEHRBNHEUETT 9 & o x[E]
=+{E Project Tag Name / Address Data Type Scan Rate Scaling

T Connectivity StTa TESTIAG Default None
| &l A-CNROT
L7
B Aliases
&K Advanced Tags

Figure 3.31 — KEPware — Open Test Client

Confirm the test tag is being read correctly.

[5€ OPC Quick Client - Untitled * - u] X
File Edit View Tools Help
DEFW el bBRAX

=8 Kepware KEPServerEX V6 Item ID [DataType  [value [Timestamp [ Quality [ update Count [

& _Datalogger S A-CNRO1.L7S, CipConnectionSizeActual Word 500 N3114974  Good 2
= _system D A-CNROT.L7S. CipConnectionSizeRequested Word 500 113113183 Good 1
& _Thingworc O A-CNRO1LTS, LastEditDetectedTimestamp String 1601/01/01:0.. 113114174 Good 2
& A-CNRO1. Statistics 3A-CNRO1.LTS, LastLogicalAddressUploadTimestamp String 2025/06/10:1.. 113114174  Good 2
&1 A-CNRD e DA-CNRO1175,_LogicalAddressUploadCount Word 1 113114174 Good 2
B a-cnro1.75] SIA-CNRO1175, LogicalAddressUploadDuration Double 0000335075 11:31:14174  Good 2
T A-CNRO1.L75. Statistics STA-CNRO1.LTS testTag Long 18640 11:31:16.187 Good 4
1 A-CNRO1.LTS, System

Figure 3.32 — KEPware — Test Client Tag Values

// End.
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