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1. PREFACE

1.1. INTRODUCTION TO TKEBNTRMET ROUTER
(ENHANED

This manual describes the installation, operation, dragnosticof the AparianControNet
Router(Enhancefl The ControlNet RoutgfEnhancedlis defined as the ControlNet Router
with firmware revision 1.001.01(r later) being used with Slate v1.0%@r later)

TheControlNet Router(hereafter referred to as theodule) provides intelligent data routing
between either EtherNet/IP or Modbus TCP/Raid a ControlNetnetwork. This allows the
user to integrateControlNetdevices into &therNet/IP base®ockwell Logix platform (e.g.,
ControlLogix or CompactLogix) or any Modbus Master or Slave device with minimal effort.

The ControlNet Router also provides intelligentdata routing between ControlNet and
EthernetPCCC (CSPhis willallow the user to connect new PanelView Plus devices (with no
ControlNet interface) to existing ControlNet networks

TheControlNet Modecan be configured to be eithef the following two interface modes

Target

A Logix controller can own the ControlNet Routeter ControlNeusing a scheduled
ConrolNet connection when the ControlNet Router is operating aSamtrolNet
target. This will allow the ControlNet Router to exchange data with the Logix controller
using the input and output assembly of the scheduled ControlNet connediiata
from EtherNet/IP or Modbus TGRevices can be mapped to the Logix controller over
ControlNet.

Bridge

When the ControlNet Router is operating in Bridge Mode, it will allow the user to add
configure, and parameteriz€ontrolNet O via theControlNetAdd-on Profile AOB in
Logix.ControlNetdevicescan be added under the-&NR AOP which will operate as a
ControlNet bridgeln thismode the ControlNet Router will operate as a ControlNet
originator and Keeper, but the ControlNet network will be dynamically Scheduled as
ControlNé Connections are established.

NOTEWhen using a 17568x Logix Controller (5580), firmware revision 37.11
has an anomaly that causes Flex 10 over ControlNet to not connect. Please
upgrade the Logix Controller to revision 37.12 to resolve this issue.

In Bridge Mode, the ControlNet Router will automatically become an EtherNet/IP
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Target allowing a newer Logix Controller, to own ControlNet IO via the ControlNet
Routerin the Studio5000 environmenthis will allow for Rack Optimized connections

in LogixA maximum of 30 scheduled connections can be used in bridge mode (where
rack optimized adapters will only use one connection for all devices in the local rack
that support Rack Optimization).

The user will also be able to parameterize ControlNet devices (e.g., PowerFlex drive)
from the Logix environment using the ControlNet device AOP.

NOTEWhenthe ACNR is added in RSLinx underAlBe ETH driver (for legacy

A PCCC communication), it could cause AlgetOn Profilefor the A-CNRo not
communicate correctly. Ensure that theGNR is under the ABTHIP driver
(used for EtherNet/IP devices).

Originator
As a ControlNet originator, the module can use one of two methods to read and write
data to and fromControlNet 1O

1 ScheduledControlNet

The ControlNet Routeran be configured to own ControlNet B9 using the Slate
software toconfigure the 10 connections asg¢hedule the ControlNet network.

EachControlNet Routefwhen hardware scheduled¢anown up to 10 ControlNet
deviceswith up to 500bytes ofinput dataper connection anétotal maximum of
205 to 277bytes ofoutput data (depending on the number of connections used)
See the ControlNet Originator section for more details regardingdbetrolNet
originator connection sizes

Each ControlNet Routéwhen software scheduledjan own up ta30 ControlNet
deviceswith up to 500 bytes of input and output data per connection.

Multiple ControlNet Routers can exist on the same ControlNet netwaitk the
Slate software having the ability to schedule all of the ControlNet Routers on the
network with originator 10 connections and downloading the ControlNet Keeper
configuration intoone of the ControlNet RouterBata from the ControlNet I(via

the 10 input and output assembliesan be exchanged witAny of the Ethernet
mode interfaces (e.g. EtherNet/IP Target or Modbus TCP Slave).

1 ControlNetExplicitMessaging

This allows the ControlNet Router to exchange data with up to 10 ControlNet
devices using explicit messaging over ControlNet. The module caor Get
data in the remoteControlNetdeviceswith CustomClass, Instance, Attribute
values

Document No. D13816 Page8 of 201
Revision 1.3



Preface

TheEthernet Modecan be configure to bany of the followindive interface modes:

PCCC Client

The support for Ethernet PCCC (CSP) allows the module to emulate arP&I05
providing a legacy interface for PanelViews and other devices over scheduled
ControlNet This will allow a Ethernetonly PanelViewo exchange data with a Logix
controller using an existing ControlNet connection.

EtherNet/IPTarget

A Logix controller can own the ControlNet Router over EtherNet/IP using a class 1
connection when the ControlNet Router is operating as a EtherNet/IP Target. This will
allow the ControlNet Router to exchange data with the Logix controller using the input
and output assembly of the EtherNet/IP Class 1 connection. Data from ControlNet
devices (when operating as a ControlNet Originator)Controllers on ControlNet
(when operating as a ControlNet Targeén be mapped to the Logix controller over
EtherNet/IP

EtherNet/IPOriginator
As an EtherNet/IP originator, the module can use onthge methods to read and
write data to and from theetherNet/IPnetwork:

i EtherNet/IP Class 1 Connection

The ControlNet Router can be configured to own EtherNet/IP 10 by using the
Slate software taconfigure the Class 1 connectiorisach ControlNet Router
can own up to & EtherNet/IPdevices. Data from th&therNet/IPIO (via the
input and output assembliesan be exchanged witthe ControlNet network
(when operatingas either aControlNetTarget or Originatgr

1 EtherNet/IP Explicit Messaging

This allows the ControlNet Router to exchange data with ujOtBtherNet/IP
devicesusing explicit messaging over EtherNet/Tlhe module can use either
Class 3Unconnected MessaginyCMM), or LogixTagto Get and Set data in

the remote EtherNet/IP devicesith configurableClass, Instance, Attribute
values (when using UCMM or Class [3)gix Tag messages are used to
exchange data with a Logix controller by directly writing to or reading from
Logix tags. The user can browse to the Logix controller (using the Slate Target
Browser) as well as browse the Logix Controller Tag list (using theTakgte
Browser)to select the desired destination Tag.

Modbus TCP Master
The data from either ControlNet 10 (when operating as a ControlNet originator) or
ControlNet input and output assemblies (when operating as a ControlNet Target) will
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0S GNRGGSY G2 2NJ NBFIR FNRYZ .Th&€Modbdg Rdzf SQ
Auxiliary Map can then be used to configure the Modbus data exchange between

Ydzf GALIX S NBY20S az2Rodza {fF @S RSOAOS&A | yR
The Modbus communicatioatilizesModbus TCP.

Modbus TCP Slave

Thedata from either ControlNet IQwvhen operating as a ControlNet originatan)

ControlNet input and output assemblies (when operating as a ControlNet Tavijet)

0S GNRAGOSY G233 2NJ NBFR T NRY ZusidgdHe intérgaR dzf S Q a
mapping functionsTheseModbusregisters can be accessed by a remote Modbus

Master using Modbus TCP.

The ControlNet Router uses an internal mappstrgtegy allowing the user to map any data
from any supported interface to any other supported interfa&ate providesan online
import tool for existing Logix controllers with 10 connectidasassist with the setup and
configure oforiginator connections (EtherNet/IP or ControlNet)

The ControlNet Router can also be used to go online and program a Logix eordwelt
ControlNet using mEthernet connection from the local PC.

The module provides a range of statistics on Ethernet and ControlNet to assist with fault
finding. A builtin webserver provides detailed diagnostics of system configuration and
operation, including the display of ControlNeperation and communication statistics,
without the need for any additional software.

The ControlNeRouteris configured using the Aparian Slatgplication. This program can be
downloaded fromwww.aparian.confree of charge.
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1.2. FEATURES

- The module has the following ControlNet operating modes:

o ControlNet Targetwherethe ControlNet Routecan be owned by eontroller
overscheduled ControlNet.

o ControlNet Bridgewhere the AA-CNRowns ControlNet 10 over a scheduled
ControlNet connectionby using the ACNRAdd-on Profile AOB in LogixThe
ControlNet 10 will be added and configured in Loghile the ControlNet
Router will dynamically schedule the ControlNet network as connections are
establishedThis will allow for Rack Optimized connections in Logix.

o ControlNet Originator where the ControlNet Router owns ControlNetor
a scheduled ControlNet connection

- The module has the following Ethernet operating modes:

o PCCC Cliengllowing the ControlNet Router to emulate a PLC5 or SLC to
exchange data with Etherneinly PanelViews.

o EtherNet/IP Target,where the ControlNet Router can be owned by a
controller via a Class 1 EtherNet/IP connection.

o EtherNet/IP Originator,where the ControlNet Router owns EtherNet/IP 10
using a Class 1 EtherNet/IP connection.

o Modbus TCP Mastewhere the ControlNet Router module can exchange data
with Modbus TCP Slaves.

0 Modbus TCP Slaveyhere the ControlNet Router module can exchange data
with a Modbus TCP Master.

- The ControlNet network can be scheduled using the Slate software environment.
- ControlNet Router can operate &ontrolNet Keeper

- Support forPLC5 IQvia the 177IACNR15 ControlNet adapteshen operating in
Bridge Mode.

- Multiple ControlNet Routers can own ControlNet 10 on the ControlNet network.
- SupportsRedundant ControlNet

- SupportsPromiscuous Capturenode allowing the ControlNet Router to capture all
traffic on the ControlNet network.

- Supports unscheduled ControlNet allowinggix programmingver ControlNet.
- Dual Ethernet ports which supports DewiceveiRing DLR.
- Network Time ProtocoNTB supported for external time synchronization.

- ControlNet, EtherNet/IP, and ModbuStatistics and packet captures providing
diagnostic data for fault finding.

- Buik-in webservemproviding(read-only) diagnostics.
Small form facto DIN rail mounted.
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1.3. ARCHITECTURE

Various architectures can be supported by the ControlNet Router for interfacing various
Ethernet protocols to ControlNet.

1.3.1. ETHEREFONLYPANEMEW INTERFACE

When set to PCCC Client Mode, the ControRtiterprovides an interface betweemodern
Rockwell AutomatiorPanelView Plus HMIs (without any ControlNet interface) and existing
ControlNet networks using either Unscheduled or Scheduled ControlNet.

When using unscheduled ControlNet, the ControlNet Router can be used as androp
NEBLIX I OSYSyid F2NJ SEA&ailAy3 fS3aF0e tlySt+AaS8Ss

When using scheduled ControlNet, the ControlNet Router can be configured to allow for up
to 400 bytes of input data and 400 bytes of output databexchanged with the Logix
Controller. The ControlNet Router will emulate a PLC5 controller which is used by the
PanelView HMI to map PLC5 Files (e.g. N7 or F8) to the Logix input and output assembly over
scheduled ControlNet. The consumed (ControlNet) data can bgpethto a PLC5 type
address file, N9 and F10, and then read by an Ethernet device e.g. a PanelView. Similarly, the
produced (ControlNet) data can also be mapped to a PLC5 type address file, N7 and F8, to
which an Ethernet device could write.

g E ;E PanelView™ g g “gg Pamle:ll\;i:wm
3 - Y (ControlNet) B 3 2. | (Ethemet)
EtherNet/IP
i)
<z Aparian
£ ControlNet
5 Router
O
ControlNet
|I T " ®
|I |
\ \
\ \
ControlLogix® ControlLogix®
Figurel.1l ¢ Typical Setup for PanelViews
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FactoryTalk®
View SE

PanelView™ PanelView™

Plus Plus
EtherNet/IP
Aparian
ControlNet
Router
ControlNet

® ®
ControlLogix® CaontrolLogix®

Figurel.2. - Example of a typical network setup in PLC Emulation mode

H
D
L ]
PLC5 SLC500
Ethernet (PCCC)
Aparian
ControlNet
Router
ControlNet
® ®
ControlLogix® ControlLogix®

Figurel.3. - Example of a PLC5/SLC500 Messaging in PLC Emulation mode
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1.3.2. ETHERNETIP TARGETOCONTRANETIO(SCHEDULEGONTRONET)

When ControlNet Router is configureas aEtherNet/IP Target and ControlNet Originator, a
controller (e.g. Logix Controller) can own the ControlNet Router via EtherNet/IP Class 1 while
the ControlNet Routerin turn, ownsControlNet 10 using Scheduled ControlNet.

The data from the controller (e.g., Logix Controller) can be exchanged with the ControlNet
Router using the EtherNet/IP Class 1 input and output assembly. Thisird&tan, can be
mapped to any of the configured Scheduled ControlNet 10 input and output assemblies being
owned by the ControlNet Router.

The ControlNet Router can also exchange data with ControlNet devices using the Explicit
Messaging Map. A CIP message sjplecific service, class, instance, and attribute can be
configured to execute at a configured ratgth the data being stored in the internal data
space (IDS)

ControlLogix®

EtherNet/IP

Aparian
ControlNet
Router

ControlNet

Flex-10® (1794)

ControlLogix® 10

PowerFlex® Drive

Figurel.4 ¢ Typical Setup for EtherNet/IP Target to ControlNet IO
1.3.3. MobBUS CRR.AVE TQONTRONETIO (SCHEDULEGONTRANET)
When ControlNet Router is configureds aModbus TCP Slawand ControlNet Originator,

Modbus TCP Master and read and write data to the ControlNet Router internal Modbus
Registersvhile the ControlNet Router owns ControlNet IO using Scheduled ControlNet.
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The data from theMlodbus TCP Master can be mappedatty of the configured Scheduled
ControlNet 10 input and output assemblies being owned by the ControlNet Router.

Modbus Master

Modbus TCP
Aparian
ControlNet
Router
ControlNet

Flex-10% (1794)

PowerFlex® Drive

Figurel.5 ¢ Typical Setup fomModbus TCP Slave ControlNet 10

1.3.4. CONTRONETTARGE(SCHEDULBODOETHEREETIPIO(Q.ASY)

When ControlNet Router is configured as a ControlNet Target and EtherNet/IP Originator, a
controller (e.g. Logix Controller) can own the ControlNet Router via Scheduled ControlNet
(e.g. via 1756CNB/R)while the ControlNet Router owns EtherNet/IP 10 using a class 1
connection.

The data from the controller (e.g., Logix Controller) can be exchanged with the ControlNet
Router using the Scheduled ControlNet input and output assembly. Thisinl&san, can be
mapped to any of the configured Class 1 EtherNet/IP IO input and output assemblies being
owned by the ControlNet Router.

The ControlNet Router can also exchange data with EtherNet/IP devices using the Explicit
Messaging Map. A CIP message with specific service, class, instance, and attribute can be
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configured to execute at a configured rate with the data being stored in the internal data
space (IDS).

® oo

ControlLogix®

ControlNet

Aparian
ControlNet
Router

EtherNet/IP

) ControlLogix® 10
PowerFlex® Drive

Figurel.6 ¢ Typical Setup for ControlNet Target to EtherNet/IP 10

1.3.5. CONTRONETTARGE{SCHEDULBODOMODBUS CF3.AVES

When ControlNet Router is configured as a ControlNet TargetMoabus TCP Mastea
controller (e.g. Logix Controller) can own the ControlNet Router via Scheduled ControlNet

(e.g. via 1756CNB/Rhile the ControlNet Routexxchanges data with multiple Modbus TCP
Slaves

The data from the controller (e.g., Logix Controller) can be exchanged with the ControlNet
Router using the Scheduled ControlNet input and output assembly. Thisim&tan, can be

mapped to any of thevlodbus TCP Slaves being written to or read from by the ControlNet
Router.
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||p\ il o] o
|
\
\
ControlLogix®
ControlNet
Aparian
ControlNet
Router
Modbus TCP

Modbus Slave Modbus Slave

Figurel.7 ¢ Typical Setup for ControlNet Targethtodbus TCP Slaves

1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource

Link

Slatelnstallation

http://www.aparian.com/software/slate

ControNet RouterUser Manual
ControlNetRouterDatasheet
Example Code & UDTs

http://www.aparian.com/products/controlnetrouter

Ethernet wiring standard

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/installation/g
de/cde205_ 220 420 hig/Connectors.html

CIP Routing

The CIP Networks Library, Volume 1, Appendix C:Data Management

ControlNet

http://www.odva.org

ControlNet Cabling

ControlNet Coax Media Planning and Installation Guide

https://literature.rockwellautomation.com/idc/groups/literature/documents/in/c
net-in002 _-en-p.pdf

Tablel.1. - Additional Information
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Preface

1.5. SUPPORT

Technical suppotis provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.
For additional support the user can use either of the following:

Resource Link
Contact Usveb link https://www.prosoft-technology.com/ServiceSupport/CustomeiSupport
Support email support@prosofttechnology.com

Tablel.2. ¢ Support Details
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Installation

2. INSTALLATION

2.1. MODULEAYOUT

The module has ongway power connectoat the bottom of the enclosure as shown in the
figure below

ControlNet A

ControlNet B

Ethernet A

Ethernet B

F=a
=

©
w

Power

Figure2.1. ¢ ControlNetRouter side andront view

There are two ControlNet BNC connectors in the front of the module for redundant
ControlNet. There are two Ethernet RJ45 connectors on the front angle of the module which
is used for the Ethernet connection. The Ethernet cable must be wired accordinguisir
standards which can be found in the additional information section of this document.

The module provides six diagnostic LEDs on the front of the module. These LEDs are used to
provide information regarding the module system operation, the Ethernet interface, and the
ControlNet interface.
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Switches

DIP

et

Figure2.2 ¢ ControNet Routertop view

The module provides four DHwvitches at the top of the enclosure as shown in the view
figureabove

DIPSwitch Description

DIPSwitchl PASR (2 FT2NDS (KS:eW2R&SY AWia{d{FISTE 2
load the application firmware andill wait for new firmware to be downloadedhis
should only be used in the rare occasion when a firmware update was interrupti
a critical stage.

DIPSwitch2 This will force the module into DH@®de which is useful when the user has forgott
the IP address of the module.

DIPSwitch 3 This DIP Switch is used to lock the configuration from being overwritten by the !
When set Slate will not be able to download to the module.

DIPSwitch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP addre
192.168.1.100and network mask 255.255.255.0. The user can then switch the
switch off and assign the module a static IP address if needed.

Table2.1. - DIP Switch Settings

2.2. MODULE MOUNTING

é NOTE:This module is an opetype device and is meant to be installed in an
enclosure suitable for the environment such that the equipment is only accessible
with the use of a tool.

The module provides a DIN ralip to mount ontoa 35mmDIN rail.
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f—— —
7.5%,
10.04 -
A 15 T
T RO8 /
R1.2
— B3 i
T |
= e 1004
| Sezione A/ Section A R1.2
0.3 max - o~ I 2,2 min. fino a/ To 2,5 max
e —

24=0

Sezione A / Section A

Figure2.3 - DIN railspecification

The DIN raitlip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flascrewdriverto pull the clip dowrward. This will enable the user to mount
the module onto the DIN rail. Once the module is mounted onto the DIN rail the clip must be
pushed upwards to lock the module onto the DIN rail.

ControlNet A

ControlNet B

Ethernet A

Ethernet B

Figure2.4 - DIN railmouting
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2.3. POWER

A 3way power connector is used to connect Power+, Pa&ND), and earth. The module
requires an input voltagef 10 ¢ 36Vdc.Referto the technical specifications section in this
document.

- _I]

- 1)

Figure2.5 - Power connector

O

S

2.4. CONTRONET

ControlNet uses a coax media system. The ControlNet connectors should be wired according
to industry standardsReferto the additional information section in this document for further
details.

2.5. ETHERNET PORT

The Ethernet connectoshould be wired according to industry standard®efer to the
additional information sectioim this documenfor further details.

2.6. NORTH AMERICAN HAZARDOUS LOCATION
APPROVAL

The following information applies when operating the product in hazardous locations:

SUITABLE FOR USE IN CLASS I, DIVISION 2, GROUPS A, B, C AND D HAZARDOUS LOCATI
OR NONHAZARDOUS LOCATIONS ONLY.

-20°C tot+70°C, T5A
Class 1,Div2Gps A, B,C,D

THIS EQUIPMENT IS OFERE DEVICE AND IS MEANT TO BE INSTALLED IN AN ENCLOSURE
SUITABLE FOR THE ENVIRONMENT SUCH THAT THE EQUIPMENT IS ONLY ACCESSIBLE !
THE USE OF A TOOL.

WARNING EXPLOSION HAZARID NOT DISCONNECT EQUIPMENT WHILE THE CIRCUIT IS
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LIVE OR UNLESS THE AREA IS KNOW TO BE FREE OF IGNITABLE CONCENTRATIONS.

WARNING- EXPLOSION HAZARBUBSTITUTION OF ANY COMPONENT MAY IMPAIR
SUITABILITY FOR CLASS I, DIVISION 2.
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3. SETUP

3.1. INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian
Slate device configuration environment. This software can be downloaded from
http://www.aparian.com/software/slate

=10/ x]
Fle Device Tools Window Help
I~ I I N e A

Figure3.1. - Aparian Slaté&nvironment

3.2. NETWORK PARAMETERS

The module will have DHCPynamic Host Configuration Protopehabled as factory default.
Thus,a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, efthere are a number of DHCP utilities available,
however it is recommended that the DHCP server in Steteused.Within the Slate
environment, the DHC8&erver can be found under the Tools menu.

Fle Device | Tools | Window Help
P4 ol W | % | & Target Browser i
4% DHCP Server |
Fl  Event Viewer
¥
]

DeviceFlash
DF1 Packet Capture Viewer

Application Settings
Figure3.2. - Selecting DHC®erver

Once opened, the DHGRrver will listen on all available network adapters for DHCP requests
and display their corresponding MAC addresses.
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DHCP Server

(=[]

MAC Address Vendor Requests Elapsed Assigned IP Assign Status

Identity
00:60:35:1F:FAED Aparian | 2 | 1 “ Assian ” Discover

Figure3.3. - DHCFServer

NOTEIf the DHCPequests are not displayed in the DHCP Server it may be due

(:) G2 GKS 20t t/ Q& FANBGILEf{® 5dzNRy3 AY
automatically created for the Windows firewalnother possibility is that
another DHCP Server is operational on the network and it has assigned the IP

address.
¢2 laaraday Iy Lt FRRNBaaszs OtAd] 2y (KS 0O2NJ
Assignment window will open.
=[a]x]
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00-60-35-1F-FA-ED Aparian [ 5 | 1 |CAssian_|| Discover
IP Address Recent
[(12 . w68 . 1 . 10 | ([EEEEE
192.168.1.150
192.168.1.152
Enable Static {Disable DHCP) 192.168.1.250
192.168.1.151
192.168.1.155

[ ok | | cancel |

Figure3.4. - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address can be
selected by clickingn an item in the Recent List. ¥ (KS a9yl oftS {GFGAOE

then the IP address will be set to static after the IP assignment, thereby disabling future DHCP
requests.

Once the IP address window has been accepted, the BEIQEr will automatically assign the
IP address to the module and then read the Identity object Product name from the device.
The successful assignment of the IP address by the device is indicated by the green
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background of the associated row.

_l51x

MAC Address Vendor Requests | Elepsed | Assigned IP Assign Status Identity
00:60:35:21:AB:2C Aparian 262 6 192.168.1.180 Assign || Set Static ControlNet Router

Figure3.5. - Successful IP address assignment

It is possible to force the module back into DHfX®e by powering up the device with DIP
switch 2 set to the On position. A new IP address can then be assigned by repeating the
previous steps.

NOTEIt is important to return DIP switck back to Off position, to avoid the
module returning to a DHGRode after the power is cycled again.

L¥ GKS Y2 RdZisSnGhe Onpoditiorduing theCakldress assignmetite user will
be warned by the following message.

S Slate DHCP Server - o] x|
A The module's 'Force DHCP' DIP Switch is set on.
If the module were to be powered-down, it would revert to DHCP and the IP address discarded.

Figure3.6. - Force DHC®arning

In addition to the setting the IP address, a number of other network parameters can be set
during the DHCRProcess. These settings can be viewed and edited in Gkate ! LILIX A OF § A
Settings, in the DHCP Server t@imce the DHCProcess has been completed, the network

settings can be set using the Ethernet Port Configuration via the Target BrovseT arget
Browsercan be accessed under the Tools menu.

Fle Device | Tools | Window Help
S0 @ W | |2 Target Browser I
DHCP Server
Event Viewer
DeviceFlash
DF1 Packet Capture Viewer

£

Application Settings

Figure3.7. - Selecting the Target Browser
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TheTarget Browselutomatically scans the Ethernet network for EtherNetlB¥ices.

Target Browser E@

+¥ C’) Daone

--------- ﬁ 192.168.1.25 : PMEPXMO0100 .
--------- ﬂ 192.168.1.202 : HDLC Router

--------- ﬁ 192.168.1.26 : PMEPXM0100

o
--------- ﬂ 192.168.1.212 : DNP3 Router

--------- ﬂ 192.168.1.203 : HDLC Router

--------- ﬂ 192.168.1.154 : IP Point HART In
--------- ﬂ 192.168.1.158 : IP Point HART Out
--------- ﬂ 192.168.1.235: Time Sync

--------- ﬁ 192.168.1.155 : PLX51-HART-40
--------- ﬁ 192.168.1.175 : PLX51-PEM

--------- ﬂ 192.168.1.231 : DNP3 Router

--------- ﬁ 192.168.1.143 : PMEPXMO100 v

Figure3.8. - Target Browser

Rightclicking on a device, reveals the context menu, includingPtbre Configurationoption.

Target Browser

%O

--------- ﬁ 192.168.1.25 : PMEPXMO100

(- ﬂ 192.168.1.188 : ControlNet Router

--------- ﬁ 192.168.1.26 : PMEPXMO1 Select

ﬂ 192.168.1.202: HDLC R can
......... 168.1.202: ou Add Child Node

--------- ﬂ 192.168.1.212: DNP3 Rou Properties

......... ﬂ 192.168.1.203 - HOLC Rou Port Conﬁguration
Reset Module »

--------- ﬁ 192.168.1.175 : PLX51-PBl+

Figure3.9. - Selecting Port Configuration

All the relevant Ethernet port configuration parameters can be modified usingPibre
Configurationwindow.
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Port Configuration |Interface Statistics | Media Statistics ‘

Network Configuration Type Port 1 Port 2
() Dynamic Method  |DHCP Negotiation Negatiation
(!:' Static ‘Auto W | |Aut0 v |
Static Configuration Port S Port S
IP Address [ 192 . 8 . 1 . 18 | 100
Subnet Mask | 285 . 255 . 255 0 | Duplex Duplex
Default Gateway | 0 0 0 0 | Half Duplex Full Duplex
Primary NS | L LU o o | General
Secondary NS
[ o 0 - 0 0| MAC Address | 00:60351FA%CB
Domain Name | |
Host Name | | TCP Inactivity Timeout (s)
| ok | | Refresh | | cancel |

Figure3.10. - Port Configuration

Alternatively, these parameters can be modified usiRgckwell Automatiof &SLinx
software.

3.3. (REATING A NEW PROJECT

Before the user can configure the modugenewSlateproject must be createdUnder the
Filemenu, selectNew.

Fle | Device Tools Window Help
[0 New p+.2 88 ¢
m Open
Close

Save
Save As

Recent

Exit

Figure3.11. - Creating a new project

A Slateproject will be created, showing the Project Explorer tree vi€w.save the project
use theSaveoption under theFilemenu.A new device can now be added by selectuyl
option under theDevicemenu.
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5 Aparian-Slate

Fle | Device | Tools Window Help
Add P28 2 e

K Delete

Figure3.12. - Adding a new device

In the AddNew Device window select tHeéontroNet Router, and click theéDk button.

Add New Device X

Select Device Type

Image Device Name - Description ~
ﬂ CANOpen Router CANOpen Communication Module
ﬂ Cell Connect Cellular Text and Data Transfer Module
e
ﬂ DeviceNet Router DeviceNet to AB-Ethernet PCCC Module
ﬂ DF1 Router DF1 to Logix Communication Module
ﬂ DH485 Router DH485 to Logix Communication Module
ﬂ DHCP Manager Managed DHCP Module
v
[ ok ]| | cance |

Figure3.13 ¢ Selectinga new ControNet Router

The software will provide the user with the option to select either thegacyor Enhanced
ControlNet Router. Th€ontrolNet Router Enhancedust be selected.
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Device Selection X

Select Variant

(O ControlNet Router Legacy (<=1.001.009)

@ ControlNet Router Enhanced (>=1.001.010)

o

Figure3.14 ¢ Selecting a Legacy or Enhanced ControlNet Router

Thedevice will appear in th€roject Exploretree as shown belowand its configuration
window opened The device configuration windowan be repened by eithedouble clicking
the module in the Project Explorertree or right clickingthe module and selecting
Configuration

CNRO1 - Configuration E@

General ControlNet Bridge ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Instance

Instance Name ‘CNRD1 |

Description ‘ |

IP Address ‘ 0 . 0o o . 0 Major Revision
Operational Mode

Main Mode Operational £

ControlNet Mode Target ~

Ethernet Mode EtherNet/IP Target ~

Ok Apply Cancel Help

Figure3.15 - ControNet Routerconfiguration

3.4. GENERARARAMETERS

TheControNet parameterswill be configured by Slat&/hen downloading this configuration
into the module it will be saved in nevolatiie memory that persists vém the module is
powered down.

é NOTE:When a firmware upgradés performed the module will clear athe
module configuration stored in newolatile storage

The general configuration is shown in the figure below. The Contrgi&letral configuration
window is opened by either double clicking on the module in the tree or4Gibking the
module and selectin@onfiguration
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Instance

Instance Name

Description

CNRO1 - Configuration

=3 EOE °

General ControlNet Bridge ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

[enRot |

|ContmINetRomerDemo ‘

IP Address | 192 . B8 . 1 168 | Major Revision
Operational Mode
Main Mode Operational ~
ControlNet Mode Target v
Ethernet Mode EtherNet/IP Target w
Ok Apply Cancel Help

Figure3.16 - General Configuration

The general configuration consists of the following parameters:

Parameter

Description

Instance Name

This parameter is a user defined natoddentify between variou€ontroNet
Routers.

Description

This parameter is used to provide a more detdiflescription of the application for
the module.

Major Revision

The major revision of the module

The IP address of the target module. The user can use the target browse butt

IP Address launch the target browser to the select tli@ontroNet Router on the network.
Operational
The module will operate as a ControlNet gateway exchanging data betweel
configured Ethernet network and ControlNet network.

Main Mode

Promiscuous Capture
In this mode the module will operatesaa ControlNet networlanalyserby capturing
all data being transmitted on the ControlNet network.

ControlNet Mode

Target
A Logix controller can own the ControlNet Router over ControlNet using a sche
CortrolNet connection(e.g. via a 175€NB/R)

Originator

As a ControlNet originator, the module can use two methodexchange data with
one or moreControlNetdevices

Scheduled ControlNet

The ControlNet Router can own ControlNet 10 by using the Slate software to con
the 10 connections and schedule the ControlNet network.

ControlNet Explicit Messaging
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This ControlNet Routetan exchange data with up to 10 ControlNet devices us
explicit messaging over ControlNet.

Bridge

The ControlNet Router owns ControlNet IO over a scheduled ControlNet conne:
by using the ACNR AOP in Logix. The ControlNet 10 will be added and configu
Logix while the ControlNet Router will dynamically schedule the ControlNet net
as connedbns are established.

PCCC Client
This will allow the module to emulate a PLC5 or, $tdviding a legacy interface fa

PanelViews and other devices over scheduled ControlNet

EtherNet/IP Target
A Logix controller can own the ControlNet Router over EtherNet/IP using a cl
connection.

EtherNet/IP Originator

As anktherNet/IPoriginator, the module cansetwo methods to read and write dat:
to and fromEtherNet/IPIO:

EtherNet/IP Class 1 Connection

Ethernet Mode The ControlNet Router can oviatherNet/IPIO by using the Slate software to configu
the 10 connections.

EtherNet/IP Explicit Messaging

The ControlNet Routercan exchange data with up to 1BtherNet/IPdevices using
explicit messaging.

Modbus TCP Slave
A Modbus TCP Master can read and write data to the module which can the
mapped to one or more ControlNet devices.

Modbus TCP Master
A module can read and write data from various Modbus TCP devices which cau
be mapped to one or more ControlNet devices.

The IP Address used to emulate a PLC5 controller.

This IP address will be seasthe IP address of the PLC5S controller thatGoatroNet
Router is emulatingTherefore, therewill be two IPaddresses on the network when i
PLC5 Emulation PLC5 Emulation mode. One for the actual target module and one for the emu
PLCS5 controller.

IP Address

é NOTEThese two IP addresses muntt be the same.

Table3.1 - General configuration parameters

3.5. CONTROLNET CONFIGURATION

The ControlNet configuration is shown in the figure below. The ContratNefiguration
window is opened by either double clicking on the module in the tree, or-fitking the
module and selectin@onfiguration
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CMRO1 - Configuration

ControlNet

ControlNet Channels
Node Address

Originator Schedule Control

Internal Status Offset Start

Internal Control Offset Start

GeneraliCOHVOWET:Bridge ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Message Pass-through Timeout

Internal Mapping Control / Status

SN B

Redundant (A+B) Enable ControlNet Keeper

~

1 Force Run Mode

w

Hardware

[10-5000] ms

[ Virtual Gateway Routing (SCADA)

Ok Apply Cancel Help

Figure3.17 - General Configuration

The ControlNet configuration consists of the following parameters:

Parameter

Description

ControlNet Channels

The ControlNet Router module has two ControlNet ports and supports redunde
ControlNet operation. The ControlNet Channels can be selected in this parame
to communicate on Channel A Only, Channel B Only, or A+B Redundant.

Node Address

This is the node address of the ControlNet Router on the ControlNet network.

Originator Schedule
Control

Thisoption will become available vem the ControlNet mode has been set to
Originator.

The Originator Schedule Contadlows the user to select between Hardware and
Softwarecontrol.

Hardware

Provideshardware triggers for scheduled packet sending (most accurate), but ¢
only allowup to 10 scheduled connectiomgth limited data being sent from the A
CNR to the ControlNet 10 device (see the Specification Appendix for more
information).

Software

Provides software triggers for scheduled packet sending, but can have up to 3(
scheduled connectiongach with the maximum input and output packet size.

Message Pass
Through Timeout

This is the ControlNet message pasugh timeout which specifies how long th
ControlNet Router will wait for a response from a ControlNet node before
response will be seen as a failed-response.

Internal Status Offset
Start

The internal status information of the module can be saved at a specific Internal
Space (IDS) address. This parameter is the start address for the module status
IDS.

Internal Control
Offset Start

The internal control of the module can be obtained from a specific Internal |
Space (IDS) address. This parameter is the start address for the module contro
IDS.

Enable ControlNet

When this parameter is setnd valid Keeper parametshave been downloaded tc
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Keeper the module during the ControlNet network scheduling in Slate, then the module
operate as the ControlNet Keeper if it has the lowest address of the active Ke
on the network.

NOTE: If an existin@ontrol Keeper is on the ControlNet network, inight be
requiredto disable the Keeper on that ControlNet modul€his is done by resettinc
the existing Keeper to factory defaults using the Slate Target Browser.

When this parameter is set, it will force all the originator connections (where
module owns the 10) to have the connection operation seRtm If this parameter
is not set, then the user will need to write to the IDS control (see the paramet
the table) toset the originator connection t&unor Progmode.

Force Run Mode

When enabled,the ControlNet Router emulates an intermediate Logix cha
(Backplane + ControlNet bridge) by consum{rgmoving)a superfluous[Port +

Addres$ segment in the routd AP path and adjusting the ControlNet port from
to 3.

This may be required by somé& Barty HMI/SCADA drivers wherayamanual (free
Virtual Gateway form) CIP path cannot be entered.

Routing (SCADA) | For example, the routed path:
192.168.1.281,0,2,6, 1,0

will effectivelybe reduced to:

192.168.1.283,6, 1,0

NOTE This option is applicable only Bridgemode.

When using Scheduled ControlNet this is the size of the input data (being read
Input Assembly Size | the ControlNet Router) that can be mapped for the PLC5 emulation. See
Scheduled ControlNsection.

When using Scheduled ControlNet this is the size of the output data (being sent
Output Assembly Siz| the ControlNet Router) that can be mapped for the PLC5 emulation. See
Scheduled ControlNsection.

Table3.2 - General configuration parameters

The module can operate as either a ControlNet Target or a ControlNet Originator. The below
sections will provide more information regarding these operational modes.

3.5.1. TARGET

A Logix controller can own the ControlNet Router over ControlNet using a scheduled
ConrolNet connection when the ControlNet Router is operating as a ControlNet target. This
will allow the ControlNet Router to exchange data with the Logix controller using the input
and output assembly of the scheduled ControlNet connection. Data from EtheFNet/I
Modbus TCP devices can be mapped to the Logix controller over ControlNet.

The user will need taddthe ControlNet Router to the Logix IO tree under a ControlNet bridge
(e.g. 1756CNBR). After the module has been addgtie ControlNet connection will need to
be scheduled with RSNetworx for ControlNet.
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3.5.1.1. STUDIO / LOGIX 5000 CONFIGURATION

A. ADD MODULE TO CONTROLNET I/0O CONFIGURATION (USING SCHEDULEI
CONTROLNET)

The ControlNet Router can be added to the Logix 300Qree under a ControlNet bridge
(e.g.1756CNB). The module will need to be added as a generic ControlNet module. This is
done by right clicking on the ControlNet Bridgehe Logix 5000 and selectitbigw Module

after which theCONTROLNBITODULEs selected to be added as shown in the figure below.

@ NOTESee the next section for importing the configuration (L5X).
B | Select Module X
Module |Descriptmn |

- 1794-ACNR15/D 1794 ControlNet Adapter, Redundant Media ~

=3 1/0 Configuration
(=& 1756 Backplane, 1756-A4
9 0] 1756-L75 ControlNetRouterExample_RO1
= § [1] 1756-CNBR/E CnetBridge

- 1797-ACNR15/C
-~ 2364F RGU-CN1
~2711P-RN15C/B

2711P-RN155/A

1797 ControlNet Adapter, Redundant Media

Regen Bus Supply via 1203-CN1

ControlNet Module for PanelView Plus 400-600

ControlNet Madule for PanelView Plus 700-1500/VersaView CE

& B
g New Module.. 2711P-RN155/B ControlNet Module for PanelView Plus 700-1500/VersaView CE

CONTROLNET-MODULE  Generic ControlNet Module

Paste Ctrl+V PanelView 2711 PanelView Operator Terminal

. PowerFlex 4 Class Multi-C  Multi Drive via 22-COMM-C
it PowerFlex 4-C AC Drive via 22-COMM-C
Bus Size 99 . .
PowerFlex 4M-C AC Drive via 22-COMM-C
Drvsrarflay AN A Niriva wris 22_COMA_C v
< >
Find... Add Favarite
By Category By Wendor Favorites

Figure3.18 - Add a Generic ControlNet Module in Logix 5000

The user must enter the ControlNet node number of the ControlNet Router that will be used.
The assembly instan@nd size must also be added for the input, output, and configuration
in the connection parameters section. Below are the required connection parameters.

f NOTEThe input and output assembly connection sizes will be dynamic and
based on the sizes of the Mappé&rhta for the input and output (as shown
below).
CNRO1 - Configuration =

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

ControlNet
ControlNet Channels Redundant (A+E) ~ Target Assemblies
Node Address Input Assembly Size 400 [1-400] bytes
Output Assembly Size 400 [1-400] bytes
Message Pass-through Timeout [10-5000] ms

0

Internal Status Offset Start

Figure3.19 ¢ Mapped data for input and output
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Connection Parameter

Assembly Instance

Size

Input

130

8 + Input Mappedata Size ®it)

For example: if the input mapped da
is 400 then the input assembly size v
be 408.

Output

131

4 + Output Mappedata Size @®it)

For example: if the output mappe
data is 400 then the output assemb
size will be 404.

Configuration

102

0 (8bit)

Table3.3 ¢ ControlNet Logix class 1 connection parameters for the ControlNet Router

New Module >
Type: CONTROLMETHODULE Generic ControlMet Module
Parent CretBridge Connection Parameters

Aszzsembly ]

Instance: Size:
MName: CMRD Input; |13U ‘ |4DE = (@b
Description: Output: |131 ‘ |4D4 2 (B-bit

Configuration: |102 ‘ |':I = 8-k

Cormm Format, | Data- SINT

Mode: 2 =

Cpen Module Froperties

Figure3.20- Logix General module properties in Logix 5000

NOTEThe user will need to enter the exact connection parameters before the
module will establish a class 1 connection with the Logix controller.

Next the user needs to configure the connection requested packet interval (RfR)is the

rate at which the input and output assemblies are exchanged. Refer to the technical

specification section in this document for further details on the limits of the RPI.
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[ | Module Properties: CnetBridge (CONTROLNET-MODULE 1.1) EX

General Connection®  podule Info

Requested FPacket Interval (RFI): 200.0-3-ms  (2.0-3200.0 ms)
[ ]Inhikit Module

[ Majar Fault On Contraller f Connection Fails Whils in Fun Mode

Use Scheduled Connection owver CantrallMet

kModule Fault

Status: Offline Cancel Apphy Help

Figure3.21 - Connection module properties in Logix 5000

Once the module has been added to the Logix 5000tree the user must assign the User
Defined Types (UDT®) the input and output assemblies. The user can import the required
UDTSs by rightlicking onUserDefinedsub-folder in theData Typegolder of the 10 tree and
selectingimport Data TypeThe assemblies are then assigned to the UDTs with a ladder copy
instruction (COP) as shown in the figure below.

—B 1/0 Configuration
.88 1756 Backplane, 1756-A4

o ffla [0] 1756-L75 ControlNetRouterExample_R0O1
= ﬂ [1] 1756-CNBR/E CnetBridge
—a"'z: ControlMet
----- fl 11756-CNBR/E CnetBridge

- 2 CONTROLNET-MODULE CNRO1
Figure3.22 ¢ Logix 5000/0 module tree

NOTEA this stage the module will not connect to the Logix controller because
the connection has not been scheduled. See B®NetworxConfiguration
section for more details on how to schedule the network.

'S

B. IMPORTING UDTS AND MAPPING ROUTINES

To simplify the mapping of the input image, a Logix 5R00tine Partial Import (L5X) file is
provided. This file can be imported by rigtlicking on the required Program and selecting
the Import Routine option.
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GHIFOHET Urgamzer = ! !

(=3 Controller ControlNetRouterExample_R01 ~
] Controller Tags
-3 Controller Fault Handler

...... 3 Power-Up Handler
-5 Tasks

...... New Routine...
..... H |T'I'Ilet Routine... |

W ok Fael o W

Figure3.23 ¢ Logix 5000mporting ControlNet Router specific routine and UDTs

ﬁ Import Routine X
Look in: | | ControlNet Router v @ &% = @
l Name - Status Date modified Type Size
& ControlNetRouterRoutineAndUDTsRev3.LSX 2022/02/1411:01 Logix Designer X... TAKB
Quick access
Desktop
m
Libraries
This PC
NE;W’DI*
Fie name: | ControlNetRouterRoutine AndUD TsRev3.L5X v [Cimpot]
Files of type: RSLogix 5000 XML Fies (" L5X) v | Cancel |
Files containing: thinc > | Help
Into: |l:],MainProgram > |

Figure3.24 - Selecting partial impoffile

The import will create the following:
1 The required UDTs (user defined data types)
1 Two controller tags representing the Input and Output assemblies.
1 A routine mapping the ControlNet Router module to the aforementioned tags.

The user may need to change the routine to map to the correct ControlNet Router module
AyaidlryOoS yIYSET FYyR YIS adaNB (KIFG GKS YI LILRA
Routine.
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S| Controller CNR_DEMO

|&) Controller Tags
(3 Controller Fault Handler
, (23 Power-Up Handler
=-E3 Tasks
--£@ MainTask
- £8 MainProgram
-|# Program Tags
B MainRoutine
ControlNetRouter |
(23 Unscheduled Programs / Phases
-3 Motion Groups
(23 Ungrouped Axes
(1 Add-On Instructions
-4 Data Types
- £ User-Defined
: Rﬁ] AparianCNREInput
[ AparianCNREQutput
3 AparianCNRInput
[ AparianCNROutput
+-Lg§ Strings
[ Add-On-Defined
e Cgﬁ Predefined
- .0 Module-Defined
(1 Trends
=-83 V0 Configuration

Figure3.25- Imported Logix 5000bjects

Refer to the additional information section of this document for an example Logix 5000

project as well as the required UDTs.

3.5.1.2. RSNETWORX CONFIGURATION

The ControlNet scheduling is typicallgne usingRSNetworx for ControlNetnd is required

whenthe module is operating i€ontrolNet Target Mode

Open RSNetWorx, create a new project and browse to the ControlNet network.

Document No. D13816
Revision 1.8

Page39 of 201



Setup

Click the online button and the software will scan the network for all the devices. Additional

Browse for Network % Iﬁ

Select a communications path to the desired network.

[v Autobrowse

00, 1756-L62 LOGIX5562, AuxApa
01, 1756-EN2TR, 1756-EN2TR/B

02, 1756-L75 LOGIX5575, Aparian
03, 1756-EN2TR, 1756-EN2TR/C 2
04, 1756-CNBR/E, 1756-CNBR/E 1

f; A, ControlNet

06, 1756-CNB/E, 1756-CNB/E 11.(

09, Unrecognized Device, S5T-PFl
< | il »

oK | Cancel | Help |

Figure3.26 ¢ RSNetWorx browse for ControlNet network

devices can be added (offline) if required.

1=

E’? ControlNet - RSNetWorx for ControlNet

e Edit View Metwork Device Diagnostics Tools Help

> - & k? QlE

oo
_?—
|ﬂ
i

x|

Online
[ Edits Enabled

To create an offline configuratian, click the Edits Enabled checkbox.

Figure3.27 ¢ RSNetWorx for ControlNet Online

NOTE:The EDS file of the ControlNet Router will need to be installed to
schedule the ControlNet network. The EDS file can be either manually installed

or uploaded from the module in RSLinx (as shown below).
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IV Autobrowse @ g Not Browsing
3 192.168.1.171, Unrecognized- Device ~ [
..... 3 192.168.1.172, Unrecognized Device
x 192.168.1.174, Unrecognized Device Co
x 192.168.1.176, Unrecognized Device Po

x 192.168.1.180, Unrecognized Device

..... X 192.168.1.185, Unrecognized Device

(- 192.168.1.186, PanelView Plus_6 1000, PanelView Plus_6 1000

- ' 192.168.1.188, ControlNet Routegpinmaicathied
- 192.168.1.193, Unrecognized Dey Remove

-3 192.168.1.200, Unrecognized Dey

.3 192.168.1.201, Unrecognized Dev

% 192.168.1.204, Unrecognized Dey _

Driver Diagnostics

Configure Driver

Security...

Device Properties
Module Statistics
Module Configuration

Figure3.28 ¢ RSLinx EDS upload

Once the scan is completed the online devices will be displayed.

§ To create an offline configuration, click the Edits Enabled checkbax.

File Edit View Network Device Diagnostics Tools Help

B w-H & 2R |aalE =8 [aa
x|
“| I Edits Enabled
2 e Current
g Metwork Update Time (ms): 5.00 Awg. Sel
(]
z Unscheduled Bytes Per Sec.: b22718 FPeak St
1756-A10/A or B ControlNet
Router
04

Figure3.29 ¢ RSNetWorx found devices on the ControlNet network

The user can then make changes (e.g. Redundant ControlNet selected, Max scan address, etc.)
to the ControlNet network by pressing the edit button.
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El? ControlNet - RSNetWorx for ControlNet

1=

ile Edit View Network Device Diagnostics Tools Help

=u

A B & HEETEEEREE
x|
| Edits Enabled Current
Metwark Update Time (ms): 5.00 Avg. S
Unscheduled Bytes Per Sec: b2z71a Peak =
1756-A10/A or B ControlNet
Router

1
|

Figure3.30 ¢ RSNetWorx network edits.

Once done the user must download the ControlNet network configuration to the network by
right-clicking on the background and selectidgwnload to Network
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El; *ControlNet - RSNetWorx for ControlNet

File Edit View Metwork Device Diagnostics Tools Help
A IE IR EXEWER S R A1

x|
. Fending Pendi
v Edits Enabled Current Fending Current Optirnized Edits Merge
Metwork Update Time (ms): 5.00 5.00 Awg. Scheduled Band 0.26% 13.24% 13242
Unscheduled Bywtes Per Sec.: h73610 502646 Feak Scheduled Band.: 1.06% 17.30% 17.30¢
1756-A10/Aor B ControlNet
Router
¥ Cut Ctrl+X
Copy Cirl+C
04 R Paste Ctrl+¥
‘ Delete Del
Single Pass Browse |
Continuous Browse
&% Online F10
Enable Edits
Cancel Edits

Upload from MNetwaork

Download Minimum to Network...
Keeper Status...

Scanner Signature Status...

Properties...

Figure3.31 ¢ RSNetWorx download

Once this is done the ControlNet Router will connect to the Logix controller over the
scheduled ControlNet network (see below):

BB 1/0 Configuration
B- 1756 Backplane, 1756-A4
----- ffla [0] 1756-L75 ControlMetRouterExample_R01
=E ﬂ [1] 1756-CNBR/E CnetBridge
Ba"'z: ControlNet
----- f 1 1756-CNBR/E CnetBridge
2 CONTROLNET-MODULE CNRO1

Status Running
Module Fault

Figure3.32 ¢ ControlNet Router connected over Scheduled ControlNet
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3.5.1.3. INTERNAL DATA SPACE MAPPING

When the module is operating asGontrolNetTarget, the data from the originator device
(e.g. Logix Controller) can be mapped to Htbernetinterface using the Internal Map. The
Internal Map configurationvindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectirf@@pnfigurationand selecting thénternal Map
tab.

A. IDS CORYCONTROLNET TARGBURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to theEthernetinterface, the source type needs to NetTarget.

CNRO1 - Configuration EI@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map  Advance d

Internal Map (max. of 200 items.)

Source Type Source Source Source Bit Destination Type Destination Destination Destination
P Instance Offset Offset b3 Instance Offset Bit Offset

~ ~ .

Count Copy Function Reformat

Internal

EIP Target
EIP Originator
MB Register

Figure3.33¢ IDS Copy ControlNet TargeSource Type

The source instance will be the connection number, which in this case is &wagsction 0
The Source Offset is the offset in thiepped Datasection of theControlNetoutput assembly
from where the data must be copied. The Count is the numbdaytés that will be copied.
The Mapped Datasection will be available when using the provided UDT for the Output
Assembly.

| CNRO10utput {ena) ] {...} | AparianCNR Output
+ CNROTDutput, GeneralClrl 1] Decimal DINT
— CNRO10utput MappedData | {een) | {...} |Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) légaa Hex SINT
+ CNAOTOutput.MappedData[1] 1] Decimal SINT
+ CNRO10utput MappedData(2] Decimal SINT

Figure3.34 ¢ ControlNetOutput Mapped Data UDT
See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS CORYCONTROLNET TARBESTINATION

When copying data frorthe Ethernetinterface to theControlNetTarget input assembly, the
destination type needs to bENetTarget.

Document No. D13816 Paged4 of 201
Revision 1.3



Setup

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Awiiliary Map  Internal Map  Advanced
Internal Map (max. of 200 items_)

Source Source  Source Bit Destination T Destination Destination Destination
Instance Offset Offset estination Type Instance Offset Bit Offset

CNet Target ~  Connection 0 ~ a EIP Originator  ~ 0 1 Byte to Byte ~ |None ~

Source Type Count Copy Function Reformat

» |EIP Originator a ~ 0 1 Byte to Byte ~ |None ™

~ Internal ~
EIP Target
EIP Qriginator

MB Register
CNet Target

Figure3.35¢ IDS Copy ControlNet TargeDestination Type

The destination instance will be the connection number, which in this case is always
Connection 0 The Destination Offset is the offset in tiMapped Datasection of the
ControlNetinput assembly from where the data must be copied. The Count is the number of
bytesthat will be copied. Th&lapped Datasection will be available when using the provided
UDT for the Input Assembly.

— CNROTInput {---1| {-.-} | AparisnCNRInput
+ CMNRD1Input GeneralStatus -7% Decimal SINT
+ CNRO1Input CNetNodeNumber 1 Decimal SINT
+ CMRD1Input. CHetLedState 1 Decimal SINT
+ CHNAO1Input.CHetMode € Decimal SINT
CNRO1Input. Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | {ee} | [...] Decimal SINT[400]
+ CMRO1Input.MappedD atal0] 2 Decimal SINT
+ CMRO1Input.MappedData[1] 0 Decimal SINT

Figure3.36 ¢ ControlNetinput Mapped Data UDT
3.5.2. ORIGINATOR

The ControlNet Router can operate a€antrolNetconnection originator for cyclic (Class 1)
or explicit UCMM data exchange. The explicit messaging can be setup irCtrarolNet
Devicesand ControlNetMap in the Master configuration while thecheduled CombINet
connections are added to th€ontrolNetConnectionsiode under the module in the Slate
project tree.

The Originator Schedule Control allows the user to select between Hardware and Software
control.

Hardware

Provides hardware triggers for scheduled packet sending (most accurate), but can only allow
up to 10 scheduled connectisnwith limited data being sent from the -BNR to the
ControlNet 10 device (see the Specification Appendix for more information)

Software

Provides software triggers for scheduled packet sending, but can have up to 30 scheduled
connections.
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3.5.2.1. CONTROLNET SCHEDULED DEVICE CONNECTIONS

Hardware Schedule Control

The ControlNet Router can establish up 10 scheduled ControlNet connections to
ControlNet 10 devices. This can be done by either manually entering the connection data into
the Connection Parameter window or by using the Import Tddie Import Toolwill
automatically extract the required connection and configuration parameters from an existing
Logix configuration.

A maximum of 500 bytes input data is allowed per scheduled ControlNet connectioa and
maximumtotal of 205277 bytes of output data faaill the scheduled ControlNet connections.
See the below table for the varioustal byte countsof output datafor the number of
connectiors configured

Scheduled ControlNe€Connection | Maximumtotal byte count for Scheduled ControlNet output da(éor
Count all connections)

1 277 bytes

2 269 bytes

3 261 bytes

4 253 bytes

5 245 bytes

6 237 bytes

7 229 bytes

8 221 bytes

9 213 bytes

10 205 bytes

Table3.4 ¢ Scheduled ControlNériginator¢ Maximumtotal output bytes

Software Schedule Control

The ControlNet Router can establish up 30 scheduled ControlNet connections to
ControlNet 10 devices. This can be done by either manually entering the connection data into
the Connection Parameter window or by using the Import Tool. The Import Tool will
automatically extract the required connecti@nd configuration parameters from an existing
Logix configuration.

A maximum of 500 bytes inpuand output data is allowed per scheduled ControlNet
connection
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A. MANUAL CONFIGURATION

A class 1 connection can be added to @antrolNetConnectionsree by rightclicking on the
tree in Slate and selectingdd ControlNetConnection.

ek

Aparian-5Slate - ControlMet Router Demo*

File. Device Tools Window Help

Project Explorer

=& ControlMet Router Demo
= | CNRO1 (ControlNet Router)
------ # Configuration

. 4:._: trolNet C : = I
———— Onnec Add ControlNet Connection

Y@ o+IBR e

Figure3.37 ¢ AddingControlNet Scheduled IO DeviCennection

Next the user will need to enter the connection parameters for @ohieduledonnection.

CNROT - Cless 1 Connection - ) [ E [
-] Import
Connection Name Comms Status Offset lII Interface Fail Action Continue b
Connection Details
General Electronic Keying Advanced
Path ‘ | Keying Disabled ~ Tick Time 32ms v
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 b
Input (T=>0) ‘ 0 | ‘ 0 | Product Code 0 Time-Out
Qutput {O=>T) ‘ 0 | ‘ 0 | Major Revision 0 Transport Trigger Direction Server ™
Configuration ‘ o | ‘ a | Minor Revision 0
Configuration
Ok Apply Cancel Help

Figure3.38 ¢ IO Device Scheduled ControlN&nnection Parameters

NOTEIt is recommended that the user not change the values inAtieanced
frame of the connection parameters.

Parameter

Description

Connection Name

The instance name given to tieheduled ControlNe&tonnection.

Comm Status Offset

This is the offset in thdnternal Data SpacglDS)which provides the
communication status of eadBontrolNetdevice. The Communication Statt
is as shown below:
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Bit 0- (1: Device online / 0:Device offline)
Bit 1 to 7¢ Reserved.

Interface Fail Action

When the Ethernet interfacecommunication has failed, thé&cheduled
ControlNetlO can be configured to either keep the connection running a
change the connection status to program mode, or force the connec
offline. This will allow theControINetlO to go into a praletermined state
when the communication to the controller (i.e., connection originator
EtherNet/IB is lost.

General

Path

The path to the target device.

If the device is &ControlNetend-point device then this will just be the
ControlNet node humbeof the IO device

If the device is, for example, a module in a backplane or via an adapter,
the user will need to enter th€ControlNet node numbepf the bridge or
adapter followed by the backplane port (for example 1) and the slot nun
of the device. Each item is separated by a comma.

As an example; to connect ton&llenBradley Flex module (via the Fl¢
ControlNet Adapter at ControlNet Node b that is in slot 2 of the Fle:
backplane, the user will need to enter the following paftit,2 ControlNet
node number port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at whicl
data will be sent from the originator to the target and vice versa.

Input (T=>0Y; Instance

The instance of the input assembly.

Input (T=>0Y, Size (bytes)

The size in bytes of the input assembly.

Output (O=>TY Instance

The instance of the output assembly.

Output (O=>TY Size (bytes)

The size in bytes of the output assembly.

Configurationg Instance

The instance of the configuration assembly.

Configurationg Size (bytes)

The size in bytes of the configuration assembly.

NOTE:This is a reanly value and will be equal to the number of byt
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the cc
device type.

Disabled

Keying is not enabled and no key information will be sent in the connec
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow de
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware re\
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will allow the establishment of the connection.

Vendor ID

The Vendor ID of the target device.

Device Type

The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time

For unconnected messages, this is the time for each tick to calculate

unconnected Tim&ut time.

TimeOut Ticks

The number of ticks before the unconnected message is set for timeout.

TimeOut Multiplier

This is the multiplier of the RPI to define the connection timeout time.

TimeOut

The unconnected message timeout time (reay)

Transport Trigger Direction

The Transport Trigger directioBgrveror Client

Configuration

Data

The configuration data that is sent with the forward open connect
establishment. The data will need to be entered as a spukstienited,

hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by peach time a byte is added to th

configuration.

Table3.5 ¢ Scheduled ControlINgonnection Parameters

B. IMPORT TOOL

PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the requitamhtrolNetdevice in the 10
RSOAOSQa

i NB S o
required.

LT

A\
A\

idKS

Download the project to a Logix controller.

LINRFAES

a dzLJLJ2 NJi a

NOTE:When instantiating modules in Studio5000 do not make use of the

a

(

Gwlk O1 hLIGAYATFGA2yé O02YYdzyAOlI A2y F2NY
NOTE{ 2YS @OSNEA2Yy & [23JIAE 6xoub0 R2 y2i
configuration. Where possible use an earlier version (e.g. V24).
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IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selectiriopjpioet
Connection Parameters from Online Controllgstion under thelmport menu of the Class 1
Connection form.

Master1 - Class 1 Connection - ()

-] Import
Bl Import Connection Parameters from Online Controller I
Connection Name MyConnection Comms Status Offset lII

Figure3.39 ¢ Import Connection Parameters from Online Controller

The Import Connection Parameters form will open.

Controller

| Controller Path ‘I I:l Refresh Controller

Select Configuration Tag Target Browser _ O %
Tag Name Tag Type +¥ 0 D=

= ﬁ 192.168.1.6: 1756-EN2TR/B

k3
00: 1756-L62/8 LOGIX5562
ﬂ 01: 1756-EN2TR/B
ﬁ 02: 1756-CNBJE 11.003
E3
[
Device  Product 0->T o->T fee ] 05 1755LESE
Vendor T Cod RPI {ms) Inst Si
ype ode nstance ize H 192.168.1.7: 1756-EN2TR/C

192.168.1.89 : 1794-AENT/B

Figure3.40 ¢ Import Connection F;aramete[$Controller Path

i i

Enter the path to the Logix controller. This can be either entered manually, or the Browse
odzit2y axéz Oy 0S aStSOGSR G2 fl dzyOK GKS ¢
selected.

Once the Logix controller path has been selected, all the device configuration tags and device

connections will be read from the controller and displayed in the Configuration Tag grid and
Connection grid respectively.
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Controller

Controller Path 192.168.1.6.1.4 Refresh Controller

Select Configuration Tag

Tag Name Tag Type Length
1 ACN:1:.C AB:1794_DO0O3:C:0 36
r 2 ACN:0:C AB:1794_1B16:C:0

Select Connection
vondor " e PP e Ghe  wwwnee  Sue patn
1 1 12 36 20 1 16 2 20 1,1.25
2 1 7 37 20 1 2 2 & 1,1.251.1
3 1 120 2192 20 2 8 1 12 11,28
o

Ok Cancel

Figure3.41 ¢ Import Connection ParametersSelect Connection

In order to import all the necessary connection information, the user will need to select both
the appropriateConfiguration Tagand the matchingConnection

¢tKS ySg 02yySOilAzyQa 02y 7TA3IdzNICoOkigundtiorRTagi I A &
BKSYy GKS ySg 0O02yySOGA2yQa LI NGovscticBNE | NB RSN

Once the appropriate selections have been made, p@ksThe imported data will be
populated into the Connection form.

CNROTEIP - Class 1 Connection - () =N =T <"
-] Import
Connection Name Comms Status Offset lIl Interface Fail Action Continue hed
Connection Details
General Electronic Keying Advanced
Path Keying Disabled ~ Tick Time 32ms M
RPI (ms) Vendor ID 1 Time-Out Ticks
Instance Size (bytes) Device Type 7 Time-Out Multiplier x8 v
Input (T=>0) Product Code E7] Time-Out
Output (0=>T) lIl lIl Major Revision 1 Transport Trigger Direction Server ~
Configuration Minor Revision 0

Configuration

010002 00000070 0C 04 00 1000 7D 0A 10 00 7D 0B 07 00 81 02 00 00 01 00 01 00 00 00 01 00 00 00

Apply Cancel Help

Figure3.42 ¢ Import Connection ParametersController Path
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The user can then modify th@onnection NamgPathand RPlas required.
3.5.2.2. CONTROLE EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 ControlNet devices can be added for explicit unscheduled messaging. The user will
need to add each device as explained in the ControlNet Devices section below. Once the
ControlNet devices have been added the user can then configure the relquapping for

the ControlNet Explicit messaging as shown in ControlNet Map section below.

A. CONTROLNET DEVICES
This tab is enabled when the ControlNet Mode is seCémtrolNet Originatar

The ControlNet Devices configuration is shown in the figure below. Up to 10 ControlNet
devices can be configured with up to 50 ControlNet mapped items allowing for explicit
Unscheduled Unconnected Messaging (UCMM) to any of the 10 configured deviceatd he d
from each ControlNet device is written to, or read from,laternal Data Spaceith a size of
100Kbytes. See thexplicit ControlNet Messagisgction for more details.

The ControlNet Devices configuratiorindow is opened by either double clicking on the
module in the tree or rightlicking the module and selectif@pnfiguration

CNRO1EIP - Configuration E@

General ControlNet ControlNetDevices ControlNetMap  EtherMNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit ControlNet Device Settings

Scan Class A 200 ms Scan Class C 2000 ms
Scan Class B o000 ms Scan Class D 5000 ms

Explicit ControlNet Device List (max 5)

Device Name CIP Path Browse Timeout Retry Count Comm Status Offset
PF70C 5 1000 3 2000
1756-0B16I 211 1000 3 2010

- —

Ok [ Apply i Cancel Help

Figure3.43 ¢ ControlNetDevice configuration

TheControlNetDevices configuration consists of the following parameters:

Parameter Description
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Scan Class A, B, C

The configurable update rates (in milliseconds) for edchn Clasis the ControlNet
Map.

Device List (per device)

Device Name

The user assigned instance name for the specific device.

The CIP Path to the target device. This can either be entered manually or the us
browse to them by clicking thBrowse button. The Target Browsewill open and
automatically scan for all availab@ontrolNetdevices.

CIP Path If the ControINetmodule is a bridge module, it can be expanded by ridicking on
the module and selecting thScanoption.
The requiredControlNetdevice can then be chosen by selecting it and clickingtke
button, or by doubleclicking on the target module.
. The amount of time (in milliseconds) the module will wait for a response from
Timeout

target ControlNetdevice.

Retry Count

The number of message retries before the targaintrolNetdevice is considerec
offline.

Comm Status Offse

This is the offset in thimternal Data Spac@ised to mapControlNetdevice data) which
provides the communication status of ea€ontrolNetdevice. The Communicatio
Status is as shown below:

Bit 0- (1:Device Online , 0:Device Offline)
Bit 1 to 7¢ Reserved.

Table3.6 ¢ ControlNetDevices- ConfigurationParameters

B.

CONTROLNET MAP

This tab is enabled when the ControlNet Mode is seCémtrolNet Originatar

The ControlNet Map configuration is shown in the figure below. Up to 50 ControlNet mapped

items (unscheduled UCMM messageah be configuredo any of the 10 preconfigured
ControlNetdevices. The data from each ControlNet device is writterotaead from the
Internal Data Spaceith a size of 100Kbytes. See thgplicit ControlNet Messagirsgction

for more details.

The ControlNet Map configuratiomindow is opened by either double clicking on the module

in the tree or rightclicking the module and selecti@pnfiguration
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CNRO1 - Configuration =N ol ="
General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced
Explicit ControlNet Map (max. of 50 items.)
Input Get Output Set
Device Function Scan Service Class Instance  Attribute Offsst Length Offsat Length Data Type Static Value
PF70C b Get A b 1 1 1 4 2
Ok Apply Cancel Help

Figure3.44 ¢ ControlNetMap configuration

TheControlNetMap configuration consists of the following parameters:

Parameter

Description

Device

The device instance name configured in the previdostrolNetDevices tab.
The selected device will be used for executing the communication function.

Function

The user can select one of four functions.
Get

The module will read data from the targ€ontrolNetdevice by using the Get Sing
Attribute CIP function. The received data will be placed intoltiernal Data Spacat
the Input Offsetlocation configured in this tab.

Set

The module will write data to the targefontrolNetdevice by using the Set Sing
Attribute CIP function. The data to be written will be retrieved from thiernal Data
Spaceat the Output Offsetlocation configured in this tab.

Set Static

Similar to the Set function above, but the data to be written will be fixed (equal ta
Static Valug parameter in this configuration window. This function will typically
used with the single§) Scan class which means the ControlNet Router module ce
setup to write the fixed value only once when the target device communication
been established.

Custom

This function allows the user to use a custom Service to write and read data in tt
same transaction. The user will need to see which custom services that target de
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The user can select Scan Clas8, Cor D (which was configured in th€ontrolNet
Devices tab). The specific mapped item will then be executed at that configured
class rate.

Scan The user can also select tBelass which means that the mapped item will only
execute once when communication to the target device is established. If the targ
device goes offline, then the mapped items with this class will kermeed, and
resent when communication is #establishel.

Service The custom CIP service/function which is only available whetlstomfunction

has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute
The location in thénternal Data Spacehere the received data will be written.
Input Offset o _ _
This will only be available f@etand Customfunctions.
The length of the data to be received. If the number of bytes received is more tha
Get Length Get Length, then the data witlot be written to thelnternal Data Space
This will only be available f@etand Customfunctions.
The location in thénternal Data Spacdeom where the data to be written to the targe
Output Offset device will be read.
This will only be available f&t and Customfunctions.
The length of the data to be written.
Set Length o . )
This will only be available f&etand Customfunctions.
The data type of the Static Value.
Data Type o ] ) ]
This will only be available f&etStaticfunction.
The value to be written to the target device when t8et Statidunction has been
) selected.
Static Value

Note: When using the SINT Array data type, the values must be entered as spac
delimited hex values. For example: 05 34 2E Al

Table3.7 ¢ ControlNetMap configuration parameters

3.5.2.3. SCHEDULING THE CONTRONETWORK

Once all theControlNet scheduled connections have been added to the ControlNet Router 10
tree in Slate (when the module is operating as a ControlNet Originator), the ControlNet
network will need to be scheduled@he scheduling of the ControlNet network will allow for
each connection originator and connection target to exchange data at a predetermined time
in the Network Update Time (NUT).

The ControlNet Scheduler is opened by riglitking on the module when online in Slate and
selectingControlNet Scheduler.
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Aparian-Slate - ControlMet Router Demo2

File Device Tools Window Help
DalM GO $E R

Project Explorer

Configuration
- |§ ControlMNet Scheduler
.7 Event Viewer @ (Connection Path
E|..+ ControlNet Connections| & Ethernet Port Configuration
I FlexiB16(3.1.0) Verify Configuration
FlexOWSI (3.1.1)
OB161(2.1.3) 0
E;?{;E:z{;}z) ™ Status
..] oBI62(2.1.1) +F  Go Offline
=4l CNR0112 (ControlNet R Generate Status Report
]
e
e

ldentity

------ & Configuration

Internal Register Viewer
ControlMet Packet Capture
Modbus Packet Capture

Export Raw Configuration

-3 Ethemet Part Config
=1 Status

T Event Viewer

[ ContralNet Connections

-] oB1612(2.1.5)

Figure3.45 ¢ ControlNet Scheduleselect

From the ControlNet Scheduler the ControlNet network can be scanned for connection
originator devices, the network schedule can be calculated, and the scheduled and Keeper
data can be downloaded to a ControlNet Router.

CNROTK - Schedule F=RE=E X

File  Action
v Ty Qe

:General Media Connections Log

Network Parameters ControlNet Devices

|

Network Name None ‘ | Node Device Orig. Conn. MC Len. MC Mult.

NUT - Network Update Time [2-100] ms

Maximum Scheduled Node

Maximum Unscheduled Node

Utilization

Mesimum Scheduled
Average Scheduled
Schedule Status
Figure3.46 ¢ ControlNet Scheduler
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The user can update the Network Parameters in the Scheduler.

NOTE: Unless the user is experienced in ControlNet networks,is
recommended to leave the Network Update Time (NUT) at its default value of
Sms.

Parameter Description

The name assigned to the ControlNet network. This can be any r

Network Name
selected by the user.

NUT¢ Network Update Time | The Network Update Time (NUT) that will determine the schedule rate.

The maximum ControlNet node number that can be used for schedulec

Maximum Scheduled Node L
communication.

The maximum ControlNet node number that can be used for unschedu

Maximum Unscheduled Node o
communication.

Table3.8 ¢ Scheduler Network parameters

A. SCHEDUNG THE CONTROLNETWORK

Once all the ControlNet Routers that are operating as ControlNet Originators (Control Mode
¢ Originator) have been downloaded, the ControlNet network can be scheduled. At least one
of the ControlNet Routers on the network will need to be the ControlNetpKeeavhich
distributes network information to the rest of the all the ControlNet Nodes on the network.
When Slate downloads the Schedule to the module, it will automatically also download the
Keeper data as well.

NOTE:The ControlNet Router will only become a Keeper if tmable
ControlNet Keepeparameter has been enabled in the general ControlNet
configuration in Slate.

NOTE:It is recommendedor the ControlNet Router with the lowest node
number to be the active Keeper.

The entire scheduling process can be done automatically orlstegtep as described below.

SCARNSCHEDUHEOWNLOAD

When pressing thi%e| button in the Slate Scheduler, the software will sc&ontr@INet
networkup to the Maximum Scheduled Node (as configured inNbevork Parametens The
ControlNet network will be scheduled once all the ControlNet devices (with configuration
with connection origination) have been found. When the scheduled has finished compiling, it
will be downloaded to the local module as well as all the other @tHet Router connection
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originators(via the ControlNet network)'he schedule wille stored in NorVolatile memory
for each of the ControlNet Routers having connection origination.

CNRO1K - Schedule El@
File Action
s e

General Media Connections Log
| Scan-5Schedule-Download i

Network Parameters ControlNet Devices
Network Name | None ‘ Node Device Qrig. Conn. MC Len. MC Mult.
> “ ControlNet Router 3 1 3
NUT - Network Update Time [2-100] ms 2 [ 1756.CNB/E 11.003 e 3 129
i 3 1794-ACN15/C v4.03.126. nfa 1 3
Maximum Scheduled Node
4 ControlNet Router 1 3 1
Maximum Unscheduled Node 5 PowerFlex 70 400V 5.0A nla 3 1
Utilization
Maximum Scheduled
Average Scheduled
Schedule Status

Figure3.47 ¢ ControlNet Scheduler ScanrScheduleDownload

Aparian-Slate *

@ ControlNet Schedule Download Successful.

Figure3.48 ¢ ControlNet Scheduler Scheduling Complete

Once done the ControlNet Router will establish scheduled connections to the devices in the
ControlNet IO tree of the module (in Slate) and ControlNet 10 devices will go green in the local
and other ControlNet Routers.
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Project Explorer i -« B X

=& ControlNet Router Demo2
-l CNROIK (ControlNet Router)

- Configuration

----- Ed Ethemnet Port Config

----- 1 Status

-.Z EventViewer

=) ControlNet Connections
- | FlexiB16(3.1.0)

FlexOW3SI (3.1.1)

0B16l (2.1.3)

IB161{2.1.2)

PF70C (5)

i | OB16I12(21.1)

=-fl CNROD112 (ControlNet Router)

.. Configuration

.3 Ethemet Port Config

1 Status

.T] Event Viewer

=) ControlNet Connections
.. | OB16I2(2.15)

Figure3.49 ¢ ControlNet Scheduler ControlNet 10 devices online

SCAN ONLY

When pressing the button in the Slate Scheduler, the software will only scan the
ControlNet network up to the Maximum Scheduled Node (as configured irN#tevork
Parameters.

CNROTK - Schedule == =™
File Action
s 4
General Media_Connections Log
Network Parameters ControlNet Devices
Network Name \ Nane | Node Device Orig. Conn. MCLen.  MC Mult
3 ControlNet Router 6 a a
NUT - Network Update Time [2-100) ms 2 | 1756.CNBIE 11,003 o 0 0
i 3 1794-ACN15/C v4.03.126. nia V] 0]
Maximum Scheduled Node
4 ControlNet Router 1 a 0]
Maximum Unscheduled Node 5 PowerFlex 70 400V 5.0A nia 0 0
Utilization
Maximum Scheduled
Average Scheduled
Schedule Status
Figure3.50 ¢ ControlNet Scheduler Scan
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SCHEDULE ONLY

When pressing th4  button in the Slate Scheduler, the ControlNet network will be scheduled
once all the ControlNet devices (with configuration with connection origination) have been

found.

CNRO1K - Schedule

File  Action
v % Q\El ¢
General Media Connections Log
Network Parameters ControlNet Devices
Network Name [ None | Node Device
> n ControlNet Router
NUT - Network Update Time [2-100] ms 5 | 1756CNB/E 11,003
) 3 1794-ACN15/C v4.03.126.
Maximum Scheduled Node
4 ControlNet Router
Maximum Unscheduled Node 5 Powerflex 70 400V 5.0A
Utilization
Maximum Scheduled
Average Scheduled
Schedule Status

o] ]

Orig. Conn. MC Len. MC Mult.
6 3
nia 129
3
1
1

nia
1

nia

W W =W =

Figure3.51 ¢ ControlNet Scheduler Schedule

DOWNLOAD ONLY

When pressing the 4 button in the Slate Scheduler (and 2hen the scheduled has finished
compiling), it will download the schedule to the local module as well as all the other
ControlNet Router connection originators (via the ControlNet networke schedule will
stored in NonVolatile memory for each of the ControlNet Routers having connection

origination.
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CNRO1K - Schedule \E|

File  Action

-/QOJ,QO

General Media Ccnr‘

Download to Network and Keeper f

Network Parameters ControlNet Devices
Network Name | None ‘ Node Device Qrig. Conn. MC Len. MC Mult.
» ControlNet Router 6 1 3
NUT - Network Update Time [2-100] ms > | 1755.CNBJE 11.003 va 3 129
Maximum Scheduled Node j ;Z:i:g::sﬁ;:ﬂs'ms- n:a ; ::
Masimum Unscheduled Node 5 | PowerFlex 70 400V 5.0A nfa 3 1
Utilization
Maximum Scheduled
Average Scheduled
Schedule Status
Figure3.52 ¢ ControlNet Scheduler Download
Aparian-Slate x
@ ControlNet Schedule Download Successful.
Figure3.53 ¢ ControlNet Scheduler Download Complete
Project Explorer i -« B X
=& ControlNet Router Demo2
=-4I CNRO1K (ControlNet Router)
.- Configuration
Ed Ethernet Port Config
i~ Status
: Event Viewer
=)< ControlNet Connections
~ | FlexIB16{3.1.0)
FlexOWal (3.1.1)
0B161({2.1.3)
IB161{2,1.2)
PF70C (5)
Ll 0B16I2(21.1)
=-4I CNRO0112 (ControlNet Router)
.- Configuration
Ed Ethernet Port Config
i~ Status
Event Viewer
=)< ControlNet Connections
o | 0B16I2(2.1.5)
Figure3.54 ¢ ControlNet Scheduler ControlNet 10 devices online
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B. MEDIA

To allow for a more accurate ControlNet schedule, the user can ententediatype and

cable distance being used in the ControlNet network. This will add the appropriate delays to
the ControlNet schedule calculatiofhe Media configuration is opened by selecting the
Mediatab in the Slate Scheduler.

CNRO1K - Schedule
File Action

v T Q e ¢
General Media Connections Log

ControlNet Media Configuration

Media Type Quantity Delay (us)
Coax cable (per meter) b 1000 4170

(2] ke

Coax cable (per meter)
Fiber (per meter)
1786-RPCD
1786-RPA/B
1786-RPFS
1786-RPFRL/B
1786-RPFRXL/B
1786-RPFM

Figure3.55 ¢ ControlNet Scheduler Media Configuration

C. ERASE SCHEDULE AND KEEPER

If needed, the Schedule and Keeper parameters can be removed from theohatiie storage
of the device. In thé\ctiontab of theSlate Scheduler, select eitherEwase Keeper, Erase CO
Schedulegr Erase Keeper and CO Schedule.

CNRO1K - Schedule

File | Action

« Scan-Schedule-Download

&

Scan Netwark
Schedule
Download to Network and Keeper

Geng

MNe

Erase Keeper and CO Schedule

Erase Keeper
Erase CO Schedule

X X|x[|+ ¢ O

Mavirnnm Srhadolad Madea | R |

Figure3.56 ¢ ControlNet Scheduler Erase Keeper and CO Schedule

Document No. D13816 Page62 of 201
Revision 1.3



Setup

3.5.2.4. INTERNAL DATA SPACE MAPPING

When the module is operating asGontrolNetOriginator, the data from th&€ontrolNetlO
devices can be mapped to th&thernetinterface using the Internal Map. The Internal Map
configurationwindow is opened by either double clicking on the module in the tree or+ight
clicking the module and selectifigpnfiguratiorand selecting thénternal Maptab.

A. IDS CORYCONTROLNBRIGINATOR SOURCE

When copying data from @ontrolNetlO to theEthernetinterface, the source type needs to
be CNetOriginator.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map - Advanced
Internal Map (max. of 200 items.)

Source Source Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Type Count

Source Type Instance Offset Bit Offset Function

Reformat

2 ~ ~ v

Internal

EIP Target

EIP Originator
MEB Register
CNet Target

| CNet Originator

Figure3.57 ¢ IDS Copy ControlNetOriginator Source Type

The source instance will be one of tBentrolNetlO devices added to th€@ontrolNetlO tree
in Slate.

Project Explorer -ax
=& <New Project> CNRO1 - Configuration E@
= 1 CNRO1 (ControlNet Router)
& Configuration General ControlNet ControlNet Devices ContiolNetMap  EtherNetIP Devices  EtherNet/IP Map Modbus Modbus Awxiliary Map  Intemal Map  Advanced
=7 4 ContrelNet Connections
[ FlexB16(3.1.0) Internal Map {max. of 200 items.)
I Flexowsi(3.1.1)
[ oBi6I(213) s T Source Source  SourceBit L Destination Destination  Destination ./ COPY  pesormat
1 18161212 ource Type Instance Offset Offset estination Type Instance Offset Bt Offset oun Function o0
I PF70C (5) » |CNet Originator |~ | FlexIB16 0 v 0 1 Byte .. |~ |None |
I oB162(21.1)
« |FlexiB16

Figure3.58 ¢ IDS Copy ControlNetOriginator Source Instance

The Source Offset is the offset in the selec@mhtrolNetdeviceSchedulednput Assembly.
The Count is the number bifytes that will be copied. See the Internal Data Space Mapping
section for more information regarding the operation.

B. IDS CORYETHERNET/IP TARGET DESTINATION

When copying data from thEthernetinterface to aControlNetlO deviceOutput Assembly,
the destination type needs to bENetOriginator.
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CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit . Destination Destination Destination Copy
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Caunt Function Reformat
CNet Originator |~ FlexIB16 e 0 EIP Target ~ | Connection 0 i 0 1 Byte ... |~ |None
» |EIP Target ~  Connection 0 M 0 ~ a 1 Byte ... |~ None
~ Internal w
EIP Target
EIP Originator
MEB Register
CNet Target

| CNet Originator

Figure3.59 ¢ IDS Copy ControlNetOriginator Destination Type

The destination instance will be one of ti®ntrolNetlO devices added to théontrolNetlO
tree in Slate.

Project Explorer R

1 & <NewProject> CNROT - Configuration [=NE=Rx"
= 1 CNRO1 (ControlNet Router)
& Configuration General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map Intemal Map  Advanced
=} & ConfrolNet Connections.

I FlexIB16 (3.1.0) Internal Map (mex. of 200 items.)

I Flexowsi (3.1.7)

I oB16I(213) s T Source Source Source Bit Destination T Destination Destination Desfination Count Copy Ref "

i B1611212) ource Type Instance Offset Offset estination Type Instance Offset Bt Offset oun Function oo™

= Z';%‘I:Z(é]m CNet Originator | - | FlexIB16 - 0 EIP Target ~|connection0 |~ 0 1 Byte .. |~ |None |~
- b |EIP Target ~ |Connection 0 v 0 CNet Originator | | FlexIB16 v 0 1 Byte.. v |None |~

- ~|[FlexiB 16 v
FlaxOWl
0Bl
B16I
BF/0C
|

Figure3.60¢ IDS Copy ControlNetOriginator Destination Instance

The Destination Offset is the offset in the select@&dntrolNetdevice ScheduledOutput
Assembly. The Count is the numbeibgtesthat will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.5.3. BrIDGE

In Bridge Mode, it will allow the user to add, configure, and parameterize ControlNet 1O via
the ControlNetAdd-on Profile AOB in Logix. ControlNedevicescan be added under the-A

CNR AOP which will operate as a ControlNet bridge. In this mode the ControlNet Router will
operate as a ControlNet originator and Keeper, but the ControlNet network will be
dynamically Scheduled as ControlNet Connections are éstall.

NOTEWhen using 4756L8x Logix Controll€b580), firmware revision 37.11
has an anomaly that causes Flex 10 over ControlNet to not conpleeise
upgrade the Logix Controller to revision 37.12 to resolve this issue.

TheBridgeconfiguration is shown in the figure below. TBedgeconfigurationwindow is
opened by either double clicking on the module in the tree, or rigiuking the module and
selectingConfiguration
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CNRO1 - Configuration El@

General ControlNet Bridge ControlNetDevices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

ControlNet Bridge

NUT - Network Update Time [2-100] ms Maximum Scheduled Node
Maximum Unscheduled Node

ControlNet Media Configuration

Media Type Quantity Delay (us)
Coax cable (per meter) ~ 250 1.043
A-CFR (Aparian Fiber Repeater) ~ 2 1.644
Fiber (per meter) v 1300 6.513
L] W
Ok Apply Cancel Help

Figure3.61 - BridgeConfiguration

TheBridgeconfiguration consists of the following parameters:

Parameter Description

NUT¢ Network Update Time | The Network Update Time (NUT) that will determine the schedule rate.

The maximum ControlNet node number that can be used for schedulec

Maximum Scheduled Node L
communication.

The maximum ControlNet node number that can be used for unschedu

Maximum Unscheduled Node L
communication.

ControlNet Media Configuration

Media Type The media type or network accessory type.

Quantity The quan_tity of the above. Either in meters for Media, or quantity for
accessories.

Delay The calculated delay in microseconds.

Table3.9 ¢ Bridgeparameters

To operate as a ControlNet bridge in Studio 5000, H&NR AOP will need to be installed.
3.5.3.1. ADDON PROFILEQ@B INSTALLATION

The user will first need to install the@NR AOP before the module can be added to the Logix
I/O tree. The AOP for the ControlNet RoutAOP_AP_ACNR_Rel1.01.08 Signeédaip be
downloaded from the Aparian website:
https://aparian.com/products/controlnetrouter#downloads
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Once downloaded extract the zip file, run thdPSetup.exdile, and follow the orscreen
instructions.

3.5.3.2. ADDINGA-CNRN IOGIX

Integration with the Logix family in Studio5000 makes use of an AOP. Bhdgix Ethernet
bridge (e.g., 175&N2TR)right-click and select the New Module option.

4 1/O Configuration
4 B3 1756 Backplane, 1756-A7
[@ [0] 1756-L85E ACNR_AQP_DEMO
4 fl [1] 1756-EN2TR eth0

4 & Ethernet B New Module..
@ 1756-L85E ACN Import Module...
Discover Modules...
Bus Size
Paste Ctrl+
Print »

Figure3.62 ¢ Adding a module

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.

Select Module Type

Catalog Module Discovery Favorites

aparian | | ClearFilters Show Filtersw
Catalog Mumber Description Vendor Category ~

A-CANOR/B CANopen Router/B Aparian Inc. Communications Adapter

A-CNR ControlNet Router Apanan Inc. Communication

A-DNTR/B DeviceMNet Router/B Aparian Inc. Communications Adapter

A-DVS DV Scanner Aparian Inc. Communications Adapter

A-FFL/B FF Link/B Aparian Inc. Communications Adapter

A-190S i90 Scanner Aparian Inc. Communications Adapter

A-IP HART-I IP Point HART In Aparian Inc. Communications Adapter

A-IP.HART-O IP Point HART Out Aparian Inc. Communications Adapter

A-J1938R/B J1939 Router/B Aparian Inc. Communications Adapter

A-MBR/B Maodbus Router/B Aparian Inc. Communications Adapter

A-PAL/B PA Link/B Aparian Inc. Communications Adapter v
14 of 859 Module Types Found Addto Favorites
[ ] Clese on Create Create Close Help

Figure3.63 ¢ Selecting the module

Locate and select th&-CNRmodule and select th€reateoption. The module configuration
dialog will open, where the user must specify the Nanie Address, and ControlNet node
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numberto complete the instantiation.

®

| New Module

--General
Connection

- Module Info

- Internet Protocol

--Port Configuration

--Vendor

Status: Creating

NOTE:The ControINeNode must match that of thé&lode Addresselected
under the ControlNet configuration tab in Slate.

ped
General
Type: A-CNR ControlNet Router
Vendor: Aparian Inc.
Parent: etho Ethernet Address
Mame: || O Private Network: 192.168.1. :
Description: .
(@ 1P Address:
O Host Name:
Module Definition
Change ... ControlNet
1 ~
Revision: 1.001 Node:
Electronic Keying: Compatible Module

Connection: None

Cancel Help
Figure3.64 ¢ Module instantiation

Once the instantiation is complete the module will appear in the Logix IO tree.

A\

4 /O Configuration
4 B3 1756 Backplane, 1756-A7
@ [0] 1756-L85E ACNR_AOP DEMO
4 ] [1] 1756-EN2TR eth0
4 5 Ethernet
f 1756-EN2TR eth0
& ControlNet

Figure3.65¢ Logix IO tree

NOTEWhen the ACNR is added in RSLinx under the AB_ETH driver (for legacy
PCCC communication), it could cause the-@adProfile for the ACNR to not

communicate correctly. Ensure that theGNR is under the ABTHIP driver
(used for EtherNet/IP devices).

3.5.3.3. ADDING CONTROLNET IO IN LOGIX

Once the ControlNet Routdras been added in the Logix IO tree, the user tteam add
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ControlNet IO under the-€NR AOP.

4 .||/O Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E ACNR_AOP_DEMO
4 fl [1] 1756-EN2TR eth0
4 5 Ethernet
8 1756-EN2TR eth0
4 [| A-CNR CNRO1

.. ControlNe
i

4 2 Ethernet MNew Maodule...
[ 1756-L85E ACNR_A Import Module...
Discover Modules...
Bus Size 99 -
Paste C
Print

Figure3.66 ¢ Logix ControlNet IO tree

4 .||/O Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E ACNR_AOP_DEMO
4 fl [1] 1756-EN2TR eth0
4 5 Ethernet
8 1756-EN2TR eth0
4 5 ControlNet
 1A-CNRCNRO1
4 32 1794-ACNR15/D ACNR15
4 2 FlexBus
S [0] 1794-1B16/A IB16

Figure3.67 ¢ Logix ControlNet 10 devices

NOTE:When operating in Bridge mode, the ControlNet network will be

@ scheduled dynamically as the connections are establishied.user does not
need to schedule the ControlNet network as it is done when using ControlNet
in Originator mode.

When theLogix Controller is trying to establistt@nnectionto ControlNet 10,
the error code receivebtly the Logix controllefwhenanerror codeis present)
will come from the ControlNet I@evice, excepin certain circumstanceshen
the ACNR repliedue to a network error. For example;

9 Error Code 0X0D¢ Connection Failure with ExtendBdor code 0x0302 Bandwidth

not available this isreturnedwhenanother connection is received by theGNR for
cyclic data exchange, but there is no more bandwidth on the ControlNet network

9 Error Code 0x0% Connection Failure with Extendé&dror code 0x0118 Out of
Connectionsthis is returned when a ControlNet connectiastablish request is
received, but there are alread80 scheduled ControlNet connectionsning.
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1 ErrorCode 0x1@; Device State Conflicthis is returned when theequests being
received by the Logix controller is faster than what should be sent out to the
ControlNet 10 devices (which can cause ControlNet scheduling bandwidth conflicts).
There will be a 10 second break between each connection establishment request for
a specific ControlNet node.

3.6. ETHERNET MODE

The ControlNet Router module supports five different moftegthe Ethernet interface.

ﬁ NOTE:When the Bridgeis selectedfor the ControlNet modgethe Ethernet
Mode will automatically be set to Target.

3.6.1. PCCQLIENT

The module will enable Ethernet PCCC-EABI) communication that allows the module to
emulate a PLC5 or SLC providing a legacy interface for PanelViews and other legacy devices
over scheduled ControlNet.

NOTE:When the PCCC Client mode is selected, the ControlNet Mode will
Vi j \ automatically beset to Target.

The PCCC IP Addrdfise IP Address used to emulate a PLC5 controldi)need tobe
configurald to allow thelegacy device to communicate with the ControlNet Router using the
PCCC Ethernet protocol.

This IP address will be seen as the IP address of the PLC5 controller that the ControlNet Router
is emulating. Therefore, there will be two IP addresses on the network when in PLC5
Emulation mode. One for the actual target module and one for the emulat€tbrRontroller.

A NOTEThese two IP addresses munsit be the same.

NOTE:The legacy device will need to use the PCCC IP Address as the target IP
address anahot the module IP address.
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CNRO1 - Configuration

N EO >

General ControlNet ControlMetDevices ContralNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Instance Name ‘CNRD‘\

Mejor Revision

Description ‘Contro\Net Router Dema
IP Address [ 192 . 68 . 1 166
Main Mode Operational ~
ControlNet Mode | Target
Ethernet Mode PCCC Client ~
PCCC / PLC5 Emulation
IP Address 192 . 188 1 167 | |

Ok Apply Cancel Help

Figure3.68 ¢ PCCC Client ModgP Address Configuration

3.6.1.1. UNSCHEDULED CONTROLNET

The ControlNet Router can also be used to communicate with a Logix controller over
ControlNet using unscheduled communication. This is done by browsing to the target Logix
controller in RSLinx Enterprise and selecting it as the target. The user will mendinact
access to all the Logix tags via the ControlNet Router (without the need for any PLC5
emulation). See theFTView Configurationsection for more details regarding the
communication path setup.

Ei Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts

Add ‘ Remove ‘ Apply |

# CNR
2 CNRLogix

Design (Local) | Funtime (Target) |

----i 192.168.1.186, PanelView Plus_6 1000, PanelView Plus_6 1000
= I 192.168.1.188, A-CNR, ControlNet Router 2
Ez?s ControlNet, ControlNet 8

Elﬂ 2, 1756-CNBR/E, 1756-CNBR/E 11 005

E|- 1756-A10/A or B, 1756-A10/A or B

g 0, 1756-162, 1756-L62
-8 1, 1756-EN2TR/A, 1756-EN2TR/A
-1
-8 3, 1756-EN2TR/A, 1756-EN2TR/A 1
-8 6, 1756-CNB/A, 1756-CNB/E 11 003
‘- f| 9,1756-1B16I/A, 1756-1B161/A DCIN I1SOL
w-ffll 192.168.1.189, 1785-L40F, PLC-5/40 Processor with an Ethernet interface

Maode: Onli |Not Browsing

Offline Tag File |

Shortcut Type |Processnr

Figure3.69 - Selecting Connection Path in RSLinx Enterprise
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3.6.1.2. FTVIEW CONFIGURATION
The ControlNet Router can be interfaced directly to FTView using PCCC (PLC5 Ethernet
emulation) or Unscheduled ControINet. This is illustrated in the following examples where a

PanelView is configured to read data from the ControlNet Router.

Using FTView Studio (Machine Edition) create a new project.

@FactnryTalk ¥iew Studio - ¥iew Machine Edition
File Wwiew Application Tools  wWindow Help

[#F@a D=z 2E |2 |meE

= @ Local (WM-DBEECDF251302)
=-fim PV
= P
-0 System
-2 HMI Tags
Ha Graphics

[ Dizplaps

[ Global Objects
iy Symbal Factary
m Libraries
Images

@ Parameters
lg Local Messages
- alams

- Information

23 Logic and Control
-2 Datalog

-2 RecipePlus

EIE R5Lins Enterprise

Communication Setup

g
E- System

Figure3.70- FTView project

A. COMMUNICATIOINSCHEDULED CONTROLNET

To configure the communication link to the ControlNet Router (when using Scheduled
ControlNet), select theCommunication Setupnder the RSLinx Enterprissection. If the

RSLinx Enterprise heading does not appear, then it should be added bygliegig on the
project and selectingdd New Server

=] @ Local (¥M-DBEBRCDF251302)

g
% : Delete |
f: Add Mew Server  # Rockwell Autamation Device Server (RSLinx Enterprise)...
" i OPC Data Server...
H-{  Security...
B

__{ Properties. ..
- Logic and Contral
& Datalog

M- RecipePlus
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Figure3.71 ¢ Adding RSLinx Enterprise Server

TheCommunication Setuglialog will open. Under th®evice Shortcutgroup box, click on
the Add button to create a new shortcut. Rename the shortcut as required. In this example
0KS aK2NIiOdzi A& NBYIlIYSR (G2 da/ bwéod

Ei Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts

Design (Lacal) | Funtime (Target) |
Add Remove | |

= CNR E----f_@. RSLinx Enterprise, WIN-G3FQKILO9H3
-9 1789-A17, Backplane
m-#s EtherNet, Ethernet

Figure3.72 ¢ Adding Device Shortcut

With the newly created device shortcut selected, righitk on theEthernet network and
select theAdd Deviceoption.

E! Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts Design (Local) | Runtime (Targef) |
Add Remove ‘ Apply ‘
# CNR =2 RSLinx Enterprise, WIN-G3FQKJLO9H3
588 1789-A17, Backplane
Add Device
Delete

Delete Children
Show All Devices
Start Browsing

Properties

Figure3.73 ¢ Adding Ethernet Device

The Add Devicadialog will open. Under th&thernet PLC devicesction, select thel 785
L40E PL:6/40 Processor with an Ethernet interfaagotion.

NOTEThe ControlNet Router supports a PLC5 emulation mode, allowing it to
be accessible by RSLinx Enterprise.
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add Device Selection x|

Available Devices

i GenericDevice, Generic Device From EDS File =

[£-E3 EtherNetIP Devices

[=-&3 Ethernet PLC devices

[+]- & 1753-L2866Ex:, GuardPLC 1600

[+]-@%® 1753-L32BEBEx-6A, GuardPLC 1800
1785-L20E, PLC-5/20E Processor with an Ethernet interface
1785-L40E, PLC-5/40 Processar with an Ekhernet interface
1785-L26E, PLC-5/26E Processor with an Ethernet interface
1785-L46E, PLC-5/46E Processor with an Ethernet interface
1785-L&0E, PLC-5/E0E Processor with Ethernet inkerface
SoftLogixs, Allen-Bradley SoftLogixs
1785-L20C15, PLC-5/20C
1785-L40C15, PLC-5/40C

Bl 1755-L60C1S, PLC-5/60C

HEl 1775-1 /nc1s B iENC LI

EDS I.-:ille: I

0k I Cancel | Help |

Figure3.74 ¢ Ethernet Device Selection

In theDevice PropertietJr 3S> Sy GSNJ GKS /2y GNRBfbSG w2dzi SND
Ok button.

NOTEThe user will need to enter the PLC5 emulation IP address for the PLC5
/ f \ shown below, andnot t KS / 2y N2t bSO w2dzi SNDa LING
address.
X
General |

M ame IF‘LC-SMD Processar with an E

Addressl 192 . 168 . 1 . 180

0k I Cancel | Apply | Help |

Figure3.75 ¢ Device Properties

At the top of theCommunication Setuplialog, select theCopy from Design to Runtime
button. As the name implies, this copies the configuration to be used by the PanelView at
runtime. Select thékbutton to close theCommunication Setugialog.
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B. COMMUNICATIONNJNSCHEDULED CONTROLNET

To configure the communication link to the ControlNet Router (when using Unscheduled
ControlNet), select th&Communication Setupnder the RSLinx Enterprissection. If the
RSLinx Enterprise heading does not appear, then it should be added byglioghtg on the
project and selectingdd New Server

=] @ Local (¥M-DBEBRCDF251302)

Eﬁg Delete

Security. ..

Faockwell Aubomation Device Server (RSLinx Enkerprise). ..
QPC Daka Server...

Properties. ..
D Logic and Control

D DataLog
w1 RecipePlus

Figure3.76 ¢ Adding RSLinx Enterprise Server

TheCommunication Setuglialog will open. Under th®evice Shortcutgroup box, click on

the Add button to create a new shortcut. Rename the shortcut as required. In this example

GKS aK2NIiOdzi A& NBYIYSR (2 64/ bw[23AEé&d bSEI
ControlNet Router and select it.

Ei Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts Design (Local) | Runtime (Target) |
Add | Remove | Apply
B CNR ----i 192.168.1.186, PanelView Plus_6 1000, PanelView Plus_6 1000
® [ENR R = 192.168.1.188, A-CNR, ControlNet Router 2

Ez?a ControlNet, ControlNet 8

=-§ 2, 1756-CNBR/E, 1756-CNBR/E 11 005

E|. 1756-A10/A or B, 1756-A10/A or B

a2 0, 1756-L62, AuxAparianProductTesting
-8 1, 1756-EN2TR/A, 1756-EN2TR/A
-9
-8 3, 1756-EN2TR/A, 1756-EN2TR/A 1
-8 6, 1756-CNB/A, 1756-CNB/E 11 003
| 9,1756-IB16I/A, 1756-IB161/A DCIN 1SOL
=-fi) 192.168.1.189, 1785-L40E, PLC-5/40 Processor with an Ethernet interface

Mode: Onli [Not Browsing

S I S o

Offline Tag File |
Shortcut Type |Pr0cessor
Figure3.77 ¢ Adding RSLinx Enterprise Server
C. ANIMATION

Once the communication has been correctly configured, objects can be linked to the
ControlNet Router data points. Create a new graphic Display byaiighking on theDisplay
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item, under theGraphicssection.

=l & Local (VM DEECDF251902)

Pl
S e
§ IO Spstem
{23 HMI Tags
a Graphi

A few |

)

Dl Add Component Into Application. ..
: Import and Export...

..... =] [INF1

Figure3.78 ¢ Adding a Graphical Display

A blank Display dialog will be created. To display a number, seleldutineric Displaybject,
from either the toolbar or from thé&lumeric and Stringnenu, located under i@bjectsmenu.

F= Untitled - /P¥1// (Display)

=10l

Numeric Display Properties ﬂ

Generall Common  Connections I

NN MName - | Tag / Expression Tag | Expm
Polarity + sae 550

Figure3.79 ¢ Numeric Display Connections

The Numeric Display can now be linked to a ControlNet Router data point using the
Connectiongtab. Select theTago X0 o0 dzi G 2y  FRI@litetnS Thé FTWiew TagK S

Browser dialog will open. To view all the available data points, seledéfiesh All Folders
button.

@ NOTEThe ControlNet Router must be online for the tag browsing option to
work.
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@ Tag Browser @

Select Tag
Folders Contents of '/ CHR/Online'

i@ CNetTest Name Access Rights  Description
=3 CNR

&3 Diagnostics

=81 Online
@& F10
G F8
@ N1l
@& N7
B Ng

[0 system

efresh All Falde|  Tagfitter. -

Selected Tag
[CNR]Online

Home area: /

Figure3.80 ¢ Browsing Data Points

The data files, as configured in the ControlNet Router, will appear undedtitiee section.
Select the required data point to be connected to the Numeric Display.

In this example, N9 and F10 represent the Input data, N7 and F8 represent the Output data,
and N11 represents the diagnostic data.

D. DIAGNOSTIC DATA

Various diagnostic items can be displayed in the FTView using the Diagnostic File. The
diagnostic file number is N11. The description of each diagnostic data point is tabulated
below.

Offset | Group| Description
0 @ 2 q ControlNet Router Status
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Bit 0¢ Config Valid

Bit 1¢ Routing Inhibited
1 ControlNet Node Number
2 ControlNet LED State
3 ControlNet Net Mode
4 ControlNet Router Internal Temperature
5 Rx Packet Count
6 Tx Packet Count
7 £ | Scheduled Tx Packet Count
8 & | Scheduled Rx Packet Count
9 g Unscheduled Tx Packet Count
10 g Unscheduled Rx Packet Count
11 S Routed Class 3 Forward Open
12 © Routed Class 3 Forward Close
13 Routed Class 3 Message
14 Routed UCMM Message
15 PCCC Connection Requests
16 PCCC Read Requests
17 h;’ PCCC Write Requests
18 E PCCC Unsupported Command
19 g PCCC Unsupported FNC Code
20 O PCCC Client Not Found
21 £ [Pccc Client Max Reached
22 PCCC File Not Found
23 Current Connections

Table3.10 - Diagnostic File

3.6.2. ETHERNETIP TARGET

A controller (e.g. Logix controller) can own the ControlNet Router over EtherNet/IP using a
Class 1 EtherNet/IP connection when the ControlNet Router is operating EtherNetIP
target. This will allow the ControlNet Router to exchange data with the controller using the
input and output assembly of the Class 1 EtherNet/IP connection. Data from ControlNet
devices can be mapped to the Logix controller over EtherNet/IP.

The user will need to add the ControlNet Router to the Logix IO tree under a EtherNet/IP
bridge (e.g. 175€N2TR).

3.6.2.1. STUDIO / LOGIX 5000 CONFIGURATION
A. ADD MODULE TO ETHERNET/IP I/O0 CONFIGURATION

When operating irEtherNet/IP Targahode, the ControlNet Router can be added to the Logix
50001/0 tree under an Ethernet bridge (e.g. EN2TR). The module will need to be added as a
generic Ethernet module. This is done by right clicking on the Ethernet Bridge Logix

5000 and selectinlew Moduleafter which theETHERNEWODULES selected to be added
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as shown in the figure below.

@ NOTE See the next section for importing the configuration (L5X).
H Select Module x|
&£ JO Configuration Module ‘Descnption |
=89 1756 Backplane, 1756-A4 - 2097-V33PR3 Kinetix 300, 4A, 240V, No Fiter -
~§9 [0] 1756-L75 DNP3Example 2097-V33PRS Kinetix 300, 84, 240V, No Fiter
= § [1] 1756-EN2TR EnetBridge 2097-V33PR6 Kinetix 300, 124, 240V, No Fiter
~dsfi o New Modue... -2097-V34PR3 Kinetix 300, 2A, 480V, No Fiter
e — |:|l> ~2097-V34PR5 Kinetix 300, 4A, 480V, No Fiter
2 Paste Chri+V ~2097-\V34PR6 Kinetix 300, 6A, 480V, No Fitter
—_— ~2364F RGU-EN1 Regen Bus Supply via 1203-EN1 _I
Print b Drivelogix5730 Ethernet Po... 10/100 Mbps Ethernet Port on DriveLogix5730
ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge
EETHERNET-MODULE Generic Ethernet Module
- ETHERNET-PANELVIEW EtherNet/IP Panelview
- EtherNet/IP SoftLogix5800 EtherNet/IP
PowerFlex 4 Class Multi-E Multi Drive via 22-COMM-E LI
KV ol
Find. | Add Favarite |
By Categony By \endor Favorites |

oK I Cancel | Help |

Figure3.81- Add a Generic Ethernet Module in Logix 5000

The user must enter thB> Addres®f the ControlNet Router that will be used. The assembly
instance and size must also be added for the input, output, and configuration in the
connection parameters section. Below are the required connection parameters.

Connection Parameter Assembly Instance Size
Input 166 500
Output 167 496
Configuration 102 0 (8bit)

Table3.11 ¢ EtherNet/IP Logix class 1 connection parameters for the ControlNet Router
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" ' Module Properties: eth (ETHERNET-MODULE 1.1) [
General Connection  Module Info
Type: ETHERNET-MODULE Generic Ethemet Module
“Yendor: Rockwell Automation/Allen-Bradley
Parent: eth |
Name: IIZNHE Connection Parameters
Assembly
Description: Instance:
Input: | 500 (Gt
Output =
. Data - SIN
Comm Fomet. S Se Cofiguiation: (102 | [0 (&-bit
Address / Host Name
(® P Addess: | 192 . 188 . 1 . 1B6
() Host Name:
Status: Offline Cancel Apply Help
Figure3.82 - Logix General module properties in Logix 5000
NOTEThe user will need to enter the exact connection parameters before the
module will establish a class 1 connection with the Logix controller.

Next the user needs to configure the connection requested packet interval (Rid)is the
rate at which the input and output assemblies are exchanged. Refer to the technical
specification section in this document for further details on the limits of the RPI.

® | Module Properties: eth (ETHERNET-MODULE 1.1) X
General Connection®  kodule Info
Requested Packet Interval (RFI): 100.0-3-ms  (1.0-3200.0ms)
[ inhikit Module
[ ]tajor Fault On Cantraller f Connection Fails While in Run Mode
Use Unicast Connection ower EtherNet/P
bodule Fault
Status: Offline Cancel Apply Help
Figure3.83 - Connection module properties in Logix 5000
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Once the module has been added to the Logix 5@00tree the user must assign the User
Defined Types (UDT®) the input and output assemblies. The user can import the required
UDTSs by rightlicking onUserDefinedsub-folder in theData Typedolder of the IO tree and
selectingmport Data Type The assemblies are then assigned to the UDTs with a ladder copy
instruction (COP) as shown in the figure below.

=-£4 I/O Configuration
EI B3 1756 Backplane, 1756-A10
------ fa [0] 1756-L62 CNetRouterTest
B ﬂ [1] 1756-ENBT/A eth
=E f'a Ethernet
------ B 1756-ENBT/A eth
------ -.§ ETHERNET-MODULE CNRO' _ENET

Figure3.84 ¢ Logix 5000/0O module tree

B. IMPORTING UDTS AND MAPPING ROUTINES
To simplify the mapping of the input image, a Logix 5R00tine Partial Import (L5X) file is
provided. This file can be imported by rigtlicking on the required Program and selecting

the Import Routine option.

Controller Organizer - 1 X

E--EI Caontroller ControlMetRouterExample_RO1 ~
& controller Tags

------ Il"l Controller Fault Handler

------ 7 Power- Up Handler

£-53 Tasks

=8 MainTask

Era

Eﬂ MNew Routine...

Import Routine... |

L W

Figure3.85 ¢ Logix 5000mporting ControlNet Router specific routine and UDTs
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@‘ Import Routine

X
Look in: | ControlNet Router v | (- W5 M AThg
* Name . Status Date modified Type Size
ControlNetRouterRoutineAndUDTsRev3.L5X 2022/02/1411:01 Logix Designer X... TAKB
Quick access
Desktop
2 |
Libraries
This PC
Net;vork
File name: |ComolNeiRomerRomineAndUDTsFievB.LSX v Import... |
Files of type: RSLogix 5000 XML Files (*.L5X) Cancel
Files containing: |Eaﬂoutine - =

Into: |:l MainProgram

Figure3.86 - Selecting partial impoffile

The import will create the following:

1 The required UDTs (user defined data types)

1 Two controller tags representing the Input and Output assemblies.

1 A routine mapping the ControlNet Router module to the aforementioned tags.

The user may need to change the routine to map to the correct ControlNet Router module

AyaildlyoOoS yIFYST FyR YIFI1S &daNBF GKFG GKS Y LILIA
Routine.
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IERe] Controller CNR_DEMO

|&) Controller Tags
(3 Controller Fault Handler
(1 Power-Up Handler
-5 Tasks
--4@d MainTask
--£8 MainProgram
|&) Program Tags
- ﬁ MainRoutine
@ ControlNetRouter |
(3 Unscheduled Programs / Phases
=45 Motion Groups
(3 Ungrouped Axes
(3 Add-On Instructions
-4 Data Types
--A8 User-Defined
4 AparianCNREInput
) AparianCNREOutput
o] ApananCNRInput
[ AparianCNROutput
5L Strings
(3 Add-On-Defined
+- O Predefined
£ Module-Defined
(3 Trends
=3 1/0 Configuration

Figure3.87 - Imported Logix 5000bjects

Refer to the additional information section of this document for an example Logix 5000
project as well as the required UDTs.

3.6.2.2. INTERNAL DATA SPACE MAPPING

When the module is operating askdherNet/IP Targetthe data from theoriginator device
(e.g. Logix Controller) cdoe mapped to the ControlNet interface using the Internal Map. The
Internal Map configurationwvindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectirig¢pnfigurationand selecting thénternal Map
tab.

A. IDS CORYETHERNET/TTARGESOURCE

When copyingdata from a connection originator (e.ghe output assembly from thé&ogix
Controller)to the ControlNet interface, the source type needs toHI@ Target
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CNRO1 - Configuration \EI@

General ControlNet ControlNet Devices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

3 T Source Source  Source Bit Destination T Destination Destination Destination
ouree Type Instance Offset Offset estination Type Instance Offset Bit Offset

N - — < -

Count Copy Function Reformat

EIP Target

EIP Originator
ME Register
CNet Target
CNet Originator

Figure3.88 ¢ IDS Copy EtherNet/IPTargetSource Type

The source instance will be tltennection number, which in this case is alw@gsmnection 0
The Source Offset is theffset in the Mapped Datasection of the EtherNet/IP output
assemblyfrom where the data must be copied. The Count is the numbéytédsthat will be

copied. The Mapped Datasection will be available when using the provided UbTthe

Output Assembly.

— CNRO10utput {enn} ] {...} | AparianCNROutput
+ CNRO10utput.GeneralClrl 1] Decimal DINT
| - CNRO10utput MappedData | {een) ] {...} Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) lédaa Hex SINT
+ CHNAD1Output.MappedD ata(1] 0 Decimal SINT
+ CNRO1Dutput. MappedD ata[2] 1] Decimal SINT

Figure3.89 ¢ EtherNet/IP Output Mapped Data UDT
See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS CORYETHERNET/IP TARGESTINATION

When copying data frorthe ControlNetinterface tothe EtherNet/IP Target input assemply
the destination type needs to beIP Target

CNRO1 - Configuration \EI@

General ControlNet ControlNetDevices ControlNetMap EtherNeyIP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination  Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
EIP Target ~ |Connection 0 ~ 1] CNet Originator 0 1 Byte to Byte ~ |None ~
0 1 Byte to Byte ~ |None ~

» |CNet Originator a

~ ~

CNet Originator

Figure3.90¢ IDS Copy EtherNet/IP Targebestination Type

The destination instance will be the connection number, which in this case is always
Connection 0 The Destination Offset is the offset in tiMapped Datasection of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytesthat will be copied. Th#apped Datasection will be available when using the provided
UDT for thdnput Assembly.
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— CNROTInput [-..} [-.-} ApanianChRInput
+ CMRO1Input GeneralStatus -74 Decimal SINT
+ CHNRO1Input CHetNodeMumber 1 Decimal SINT
+ CMRAD1Input. CHetLedState 1 Decimal SINT
+ CMNRO1Input CHetMode € Decimal SINT
CHNROInput, Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | {...} [...] Decimal SINT[400]
+ CMRO1Input.MappedD ata[0] 2 Decimal SINT
+ CMRO1Input.MappedD atal1] 0 Decimal SIMNT

Figure3.91 ¢ EtherNet/IP Input Mapped Data UDT

3.6.3. MobBUF CPR.AVE

The ControlNet Router can operate as a Modbus Slave for Modbug Meflbus TCP Master
can read and write to the full Modbus Register range in the ControlNet Rotheruser will
need to configure the relevant Modbus Parameters as shown below.

The Modbus configuratiowindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectir@pnfigurationrand selecting thé/lodbustab.

CNRO1 - Configuration =

General ConfrolNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map :'Ma'dbﬂé“ Modbus Auxiliary Map Internal Map Advanced

Modbus Settings

Local Node 0 b
TCP Port 502 (0 implies default port 502)
Update Rate lIl (ms)
Retry Limit lIl
Response Timeout lIl (ms)
Inactivity Timeout |I| (ms)

Base Offset Type Modbus (Base 0) w

Ok Apply Cancel Help

Figure3.92 ¢ Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description

Local Node The Modbus Node address assigned to the ControlNet Router.

Modbus TCP Port The TCP port to be used for the Modbus communication. By default the mc
will use the standard TCP port 502.
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Update Rate The period (in milliseconds) between master requests to the target Moc
device.

(Modbus TCP Master mode only)

Retry Limit The number of successive Modbus request retries before the request is ¢
have failed.

(Modbus TCP Master mode only)

Response Timeout The time (in milliseconds) the module will wait for a valid Modbus respons
(Modbus TCP Master mode only)

Inactivity Timeout The amount of time during which no Modbus requests have been rece
before the ControlNet Router indicates that the connection to the Modl
Master is no longer active.

(Modbus TCP Slave mode only)

Base Offset Type Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

Table3.12 ¢ Modbusparameters

The Modbus Node Number will need to be configured in the parameters above to allow a
Modbus Master to access the ControlNet Router as a Modbus Slave device.

3.6.3.1. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus TCP Slave, the data from the Modbus Registers
(used to exchange data with the Modbus TCP Master) can be mapped to the ControlNet
interface using the Internal Map. The Internal Map configuratiégmdow is opened by either
double clicking on the module in the tree or rigtlicking the module and selecting
Configuratiorand selecting thénternal Maptab.

A. IDS CORYMODBUS SOURCE

When copying Modbus data to the ControlNet interface, the source type needs to be MB
Register.

Document No. D13816 Page85of 201
Revision 1.3



Setup

CNRO1 - Configuration EI@

General ControlMet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherMeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

3 T Source Source Source Bit Destination T Destination Destination Destination Count Copy Ref "
ource Type Instance Offset Offset estnation Type Instance Offset Bit Offset oun Function elorma
» |Internal v

£

EIP Target
EIP Originator
MB Register

CNet Target
CNet Originator

Figure3.93¢ IDS CopyModbus Source Type

The source instance will be the Modbus register type required.

CNRO1 - Configuration =N =R

General ConfrolNet ControlNetDevices ControlNetMap  EtherNetfIP Devices EtherNe/lP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit _— Destination Destination Destination Copy
Source Type Instance Offset Offset Destination Typs Instance Oftset Bit Offset Caunt Function Reformat
b |MB Register ~ICS ~ 0 ~ 0 1 Byte .. ~ None |v
~|CS ~ ~
IS

Figure3.94 ¢ IDS CopyModbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The

Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS CORYMODBUS DESTINATION

When copying data frorthe ControlNetinterface to a Modbus Register, the destination type
needs to be MB Register.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination
Source Type Instance Offsat Offsat Destination Type Instance Offsat Bit Offsat Count Copy Function Reformat
MB Register ~ |CS ~ 0 CNet Originator | ~ a 1 Byte to Byte ~  None

» EIP Originator 0 o a 1 Byte to Byte ~  None

~ Internal ~
EIP Target
EIP Qriginator
MB Register
CNet Originator

Figure3.95¢ IDS CopyModbus Destination Type

The destination instance will be the Modbus register type required.
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CNRO1 - Configuration \EI@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
MB Register ~ |CS ~ a CNet Originator  ~ 0 1 Byte to Byte ~ | None ~
» |EIP Originator 1] MB Register ~|CS ~ 0 1 Byte to Byte ~ None b
5 ~ w [CS ~
IS
IR

Figure3.96 ¢ IDS CopyModbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.4. MobBUF CAMASTER

The ControlNet Router can operate as a Modbus Master for Modbus TCP. The user will need
to configure the relevant Modbus Parameters as shown below followed by the configuration
of the Modbus Auxiliary Map. This map will allow the user configure variousaed write
functions to external Modbus Registers to and from the internal Modbus registers.

The Modbus configuratiowindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectir@pnfigurationand selecting thé/odbustab.

CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherMNet/IP Map { Modbus Modbus Auxiliary Map  Internal Map Advanced

Modbus Settings

Local Node 0 »
TCP Port (0 implies default port 502)
Update Rate lIl (ms)
Retry Limit |I|
Response Timeout |I| (ms)
Inactivity Timeout |I| (ms)

Base Offset Type | Modbus (Base 0) ~

Ok Apply Cancel Help

Figure3.97 ¢ Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Document No. D13816 Page87 of 201
Revision 1.3



Setup

Parameter

Description

Local Node

The Modbus Node address assigned to the ControlNet Router.

Modbus TCP Port

The TCP port to be used for the Modbus communication. By default the mc
will use the standard TCP port 502.

Update Rate

The period (in milliseconds) between master requests to the target Moc
device.

(Modbus TCP Master mode only)

Retry Limit

The number of successive Modbus request retries before the request is <
have failed.

(Modbus TCP Master mode only)

Response Timeout

The time (in milliseconds) the module will wait for a valid Modbus respons
(Modbus TCP Master mode only)

Inactivity Timeout

The amount of time during which no Modbus requests have been rece
before the ControlNet Router indicates that the connection to the Modl
Master is no longer active.

(Modbus TCP Slave mode only)

Base Offset Type

Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

Table3.13 ¢ Modbusparameters

3.6.4.1. MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Master operating interface.
Up to 100 mapping items can be configured while communicating to up to 20 Modbus Slave

devices.

The Modbus Aux Map will be executed iseguentialmanner and a mapped item will be
executed at thdUpdate Raten the Modbus parameterslhat is, theJpdate Rates the time
between two successive mapped item executions.

The Modbus Auxiliary Map configuratienndow is opened by either double clicking on the

module in the tree or rightlicking the module and selectil@pnfiguration
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CNRO1 - Configuration =] ]
General ControlNet ControlNetDevices ControlNetMap EtherNeyIP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Intemal Map Advanced
Modbus Auxiliary Map (max. of 100 items_)
Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
Read e HR e 1000 10 100 192.168.1.234 4 None
] — &
Ok Apply Cancel Help

Figure3.98 ¢ Modbus Auxiliary Map Configuration

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Modbus Function This is the Modbus function that is sent to the Modbus Slave.
Readc Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus
Write ¢ Write a Modbus Register (e.g. HR or CS) to a Modbus Slave.

Register Type Modbus Register Type:
C& Coil Status

IS¢ Input Status

IR Input Register

HR¢ Holding Register

Local Reg. The local (internalControlNet RouteModbus register address.

Count The number of Modbus elements to read or write.

Remote Reg. The remote slave Modbus address register.

IP Address The IP address of the remote Modbus TCP slave.

Node The Modbus Node address of the remote Modbus slave.

Reformat Used to specify how the data is formatted before writing to, or after reac

from, the Modbus slave.

None¢ No reformatting applied. (AA BB CC DD).
BB AA¢ 16bit Byte swap

BB AA DD CE€32hbit Byte Pair Swap

CC DD AA B8Word Swap

DD CC BB AAWord and Byte Pair Swap
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Table3.14 ¢ Modbus Auxiliary Maparameters
3.6.4.2. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus TCP Master, the data from the Modbus Registers
(used to exchange data with various Modbus TCP Slaves) can be mapped to the ControlNet
interface using the Internal Map. The Internal Map configuratiemdow is opened by either
double clicking on the module in the tree or rigtlicking the module and selecting
Configuratiorand selecting thénternal Maptab.

A. IDS CORYMODBUS SOURCE

When copying Modbus data to the ControlNet interface, the source type needs to be MB
Register.

CNRO1 - Configuration EI@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemnal Map - Advanced
Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Typs Instance Oftset Bit Offset Caunt Function

s |Internal ~ w
EIP Target
EIP Originator
MB Register
CNet Originator

Figure3.99¢ IDS CopyModbus Source Type

Source Type Reformat

-

The source instance will be the Modbus register type required.

CNRO1 - Configuration = Em s

General ControlMet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map - Advanced
Internal Map (max. of 200 items.)

Source Type Source Source  Source Bit Destination Type Destination Destination Destination Count Copy Reformat

Instance Offset Offset Instance Offset Bit Offset Function
b |MB Register v |CS ~ 0 e a 1 Byte .. |~ |None |~
~|CS ~ )

IS

Figure3.100¢ IDS CopyModbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS CORYMODBUS DESTINATION

When copying data from the ControlNet interface to a Modbus Register, the destination type
needs to be MB Register.
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CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced
Internal Map (max. of 200 items_)

Source Source Source Bit Destination T Destination Destination Destination
Instance Offset Offset estination Type Instance Offset Bit Offset

MB Register ~|CS ~ 0 CNet Originator |~ a 1 Byte to Byte ~  None

Source Type Count Copy Function Reformat

b |EIP Originator 0 ~ 0 1 Byte to Byte ~ | None

B ~ Internal w
EIP Target
EIP Originator
MB Register
CNet Target
CNet Originator

Figure3.101¢ IDS CopyModbus Destination Type

The destination instance will be the Modbus register type required.

CNRO1 - Configuration \EI@

General ControlNet ControlNet Devices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Advanced
Internal Map (max. of 200 items.)

Source Source  Source Bit Dastination T Destination Destination Destination
Instance Offset Offset estination Type Instance Offset Bit Offset

MB Register ~|CS ™ a CNet QOriginator > 0 1 Byte to Byte ~ |None ~

Source Type Count Copy Function Reformat

» |EIP Originator >~ 1] MB Register ~|Cs ~ 0 1 Byte to Byte ~ | None ~

~ ~ |CS ~
1S
IR

Figure3.102¢ IDS CopyModbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.5. ETHERIETIP ORIGINATOR

The ControlNet Router can operate as a EtherNet/IP connection originator for cyclic (Class 1)
or explicit (Class 3 or UCMM) data exchange. The explicit messaging can be setup in the
EtherNet/IP Deviceand EtherNet/IP Mapn the Master configuration while the cyclic class 1
connections are added to thEtherNet/IP Connectionsode under the module in the Slate
project tree.

3.6.5.1. ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The ControlNet Routercan establish up td6 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devicesThis can be done by either manually entering the connection data into

the Connection Parameter windqgwr by importing the configuration from one or more of
the following sources:

1 Online Logix Controller
1 Logix Controller L5X
1 EDS File
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1 Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to HiberNet/IP Connectionisee by rightclicking on the
tree in Slate and selectingdd EtherNet/IP Connection.

Project Explorer

=& ControlNet Router Demo
= i CNRO1 (ControlNet Router)

------ & Configuration

WP =, Net/IP Connectinns
&= Add EtherNet/IP Connection I
T

Figure3.103¢ Adding EtherNet/IP Class 1 Connection

Next the user will need to enter the connection parameters for the Class 1 connection.

MyModule - Class 1 Connection - () E@I
=] Import [+ Export  Tools
Connection Name I:I Communication Status Offset 0 Interface Fail Action Continue ~
Connection Details
General Electronic Keying Advanced
Path ] Keying Disabled v Tick Time T
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 v
mput(T=>0) [0 | [ o | Product Code 0 Time-Out 4992 ms
Output (0=>T) | 0 ‘ | 0 | Major Revision 0 Transport Trigger Direction | Server e
Configuration | 0 ‘ | 0 | Minor Revision 0
Configuration
Ok Apply Cancel

Figure3.104 ¢ EtherNet/IP Class 1 Connection Parameters

A\

NOTEIt is recommended that the user not change the values inAtleanced
frame of the connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Comm Status Offset

This is the offset in thdnternal Data Space (ID®)hich provides the
communication status of each EtherNet/IP device. The Communication £
is as shown below:

Document No. D13816
Revision 1.8

Paged2 of 201



Setup

Bit O- (1: Device online / 0:Device offline)
Bit 1 to 7¢ Reserved.

Interface Fail Action

When the ControlNet communication has faileétie EtherNet/IP 10 can b
configured to either keep the connection running a€gnge the connectior
status to program modeor force the connection offlineThis will allow the
EtherNet/IP device to go into a predetermined state when the
communication to thecontroller (i.e., connection originator on ControlN&t)
lost.

General

Path

The path to the target device.

If the device is an Ethernet device then this will just be the IP address c
module.

If the device is, for example, a module in a backplane or via an adapter,
the user will need to enter the IP address of the bridge or adapter folloy
by the backplane port (for example 1) and the slot number of the device. |
item is separated by @omma.

As an example; to connect tana&llenBradley Flex module (via the Fle
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backf
the user will need to enter the following path: 192.168.1.100,1,2 (IP addi
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at whicl
data will be sent from the originator to the target and vice versa.

Input (T=>0OY, Instance

The instance of the input assembly.

Input (T=>0Y; Size (bytes)

The size in bytes of the input assembly.

Output (O=>Tg Instance

The instance of the output assembly.

Output (O=>Tg Size (bytes)

The size in bytes of the output assembly.

Configurationg Instance

The instance of the configuration assembly.

Configurationg Size (bytes)

The size in bytes of the configuration assembly.

NOTE:This is a reawnly value and will be equal to the number of byt
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the cc
device type.

Disabled

Keying is not enabled and no key information will be sent in the connec
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow de
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware re\
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will allow the establishment of the connection.

Vendor ID

The Vendor ID of the target device.

Device Type

The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing

these values is not recommended)

Tick Time

For unconnected messages, this is the time for each tick to calculate
unconnected Timut time.

TimeOut Ticks

The number of ticks before the unconnected message is set for timeout.

TimeOut Multiplier

This is the multiplier of the RPI to define the connection timeout time.

TimeOut

The unconnected message timeout time (reay)

Transport Trigger Direction

The Transport Trigger directioBgrveror Client

Configuration

Data

The configuration data that is sent with the forward open connect
establishment. The data will need to be entered as a spukstienited,
hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by one each time a byte is added t
configuration.

Table3.

15¢ EtherNet/IP Class 1 Connection Parameters

B. IMPORT FROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix

controller.

PREPARATION

Before the connection information can be importesbme preparation is required using

Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If

iKS RS@OAOSQa

LINRTAE S

2. Download the project to a Logix controller.

A\

adzLILR2 NI A O2y FTAAdzNI GA2Yy S

NOTE:When instantiating modules in Studio5000 dot make use of the

awl O

hLIWGAYAT I GARZYE

O2YYdzyAOF GA2Y F2NY
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A\
A\

NOTE{ 2 YS @SNRERAZ2Yya
configuration. Where possible use an earlier version (e.g. V24).

[ 23AE

IMPORT CONNECTION PARAMETERS

0+t0HDBO

R 2

The connection parameters can be imported from the Logix controller by selectiriopjpioet
from Online Controllepbption locatedunder thelmport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§

-+] Import | [+ Export  Tools

Import from Online Controller I

915 &=

Import Controller L5X
Import EDS File
Import Connection Library

The Import Connection Parameters form will open.

Figure3.105¢ Import from Online Controller

Controller

| Controller Path

Refresh Controller

|C]

Select Configuration Tag

Tag Name

Select Connection

Vendor Device

Product

Type Code RPI (ms)

0T o->T
Instance | Size - ﬁ 192.168.1.7: 1756-EN2TR/C

¢

Target Browser

O

Tag Type

=2 ﬁ 192.168.1.6: 1756-EN2TR/B

I 00: 1756-L62/B LOGIX5562
01:1756-EN2TR/B

02 1756-CNBJE 11.003

04 : 1756-L75/B LOGIX5575|

5
05 : 1756-L85E/B

ﬁ 192.168.1.89: 1794-AENT/B

Figure3.106¢ Import Connection IE’arametet:sControIIer Path

y 20

NOTEIt is possible that not all the connection information will be imported as
it may not be available due to the type of device and Logix version.

Enter the path to the Logix controller. This can be either entered manually, or the Browse

A ¥ 4 A x

odziti2y aXéxz OFly 6S asStSOGSR (G2 fIdzyOK (GKS
selected.
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Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and

Connection grid respectively.

Import Connection Parameters - O

Controller

Controller Path 192.168.1.6,1.4 Refresh Controller

Select Configuration Tag

Tag Name
FlexACN:1:C
FlexACN:0:C

Tag Type
AB:1794_DOB8:C:.0
AB:1794_IB16:C:0

Length
36
34

[ pp—

v FlexEth:0:C AB:1794_IB16:C:0
Select Connection
Device Product O->T 0->T T-=0 T-=0
Vendor Type Code RP1 (ms) Instance: Size Instance Size Path
1 7 37 50 1 2 2 6 1.7.23.1.1

100 1 1723

-
R

1.7.23.1.0

Ok Cancel

1 12 36 18 2 20
0 s s e 0 2 | 8 16219216811710
1 7 34 50 3 0 2 8

Figure3.107 ¢ Import Connection ParametersSelect Connection

In order to import all the necessary connection information, the user will need to select both

the appropriateConfiguration Tagand the matchin@gConnection

z

GA2yQa
O2yySOGA2yQa

tKS ySg 02yySO
gKSY (KS yS¢g LJI

O2 ¥y T A 3 dzNIConfigurgtionRTiagh |
NGoihEciiod NBE |

A

NE R

Once the appropriate selections have been made, p@ksThe imported data will be

populated into the Connection form.

The user can then modify th@onnection NamgPathand RPlas required.

C. IMPORT FROM CONTROLLER L5X FILE

| SNB GKS 9UKSNbSiUkLt O2yySOilAzy

PREPARATION

LJI

NI YS{GSNE

Before the connection information can be imported some preparation is required using

Studio5000:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If

0KS RSOAOSQa LINPFTAES adzlJ2 NI a

a
S

O2y FTAIANNI A2y S
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2. Save the Studio50Qfrojectas an L5X file

Gwlk O1 hLIGAYATFGA2yEé 02YYdzyAOlI A2y F2NY

NOTEIt is possible that not all the connection information will be imported as
it may not be available in the L5X file due to the type of device and Logix
version.

f NOTE:When instantiating modules in Studio5000 do not make use of the

IMPORTSX FILE

The connection parameters can be imported from theXLfile by selecting thelmport
Controller L5Xption locatedunder thelmport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
+] Import | [+ Export  Tools

Import from Online Controller
ﬂ Import Controller L5X
Eos  |mport EDS File

=

Import Connection Library

Figure3.108¢ Import from Controllel.5X

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘ E Refresh Configuration

Select Module

Name Catalog Vendor Device Type Product Code ConfigSize

Figure3.109¢ Import L5X Device ConfiguratigrSelect L5X

7 A

I £tA01 2y (GKS . NRsaS 66Xé0 odaidzy G2 asStsSod

The modules found in the selected L5X file will then be displayed in the Module List.
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S Import L5X Device Configuration

Logix Designer L5X File

L5X File

|C \Temp\Connection Import Example.L5X

Refresh Configuration

Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 | Local ethO 1756-EN2TR 1 12 200 0
3 eth0.Flex5000 5094-AENZ2TRXT/A 1 12 323 0
(VA Flex5000.1B16 5094-B16XT/A 1 7 412 64
5 |Flex5000.F8 5094-IF8XT/A 1 115 325 384
6 |Flex5000.0B16 5094-OB16XT/A 1 7 43 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure3.110¢ Import L5X Device Configuration

Select the required module and cliékk The imported data will be populated into the

Connection form.

The user can then modify tH@onnection NamgPathandRPlas required.

D.

IMPORT EDS FILE

The connection parameters can be imported framsuitable EDS file. Typically, this approach
is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, seletnihert EDS Fileption

located undetthe Import menu of the Class 1 Connection form.

1 MyModule - Class 1 Connection -

-'] Import | [+ Export Tools

0

Import from Online Cantroller
5 Import Controller L5X
5 Import EDS File |
IT  Import Connection Library

Figure3.111¢ Import EDS File

A File Open dialog will open allowing the user to select the EDS file.
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S Select an Electronic Data Sheet - EDS File

v O O Search Temp

«~ v 4 > ThisPC > OS(C) » Temp
Organize ~ New folder = ~ [ 9
~
Name Date modified Type Size
3t Quick access
_] 055A000€006D0100.eds 2023/01/06 06:54 EDS File 35 KB
& Aparian

@ OneDrive - Personal
= This PC

¥ Network

+| | Electronic Data Sheet - EDS File v

File name: |055A000C006D0100.eds

Figure3.112¢ Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.
The user will need to select one of the 10 connections.

S Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C006D0100.eds

Vendor:  Aparian
Product: Modbus Router/B (A-MBR/B)

Select Connection
Config

>
>0 T->0 Size

>
Name RPI (ms) o->T O->T Size
Instance Instance Instance

b1 /O Connection

cares

Figure3.113¢ Select Connection

The selected connection within the EDS file will be used to populate the Connection
parameters.

The user can then modify th@onnection NamgPathand RPlas required.
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E. IMPORT CONNECTION LIBRARY

The connection parameters can be imported franpreviously created Connection Library
(.EIPCNX) file.

@ NOTEPIlease contact support to receive a pack of the latest Connection Library
files, for commonly used devices.

To import the connection parameters from a Library file, selectingort Connection Library
Fileoption located undethe Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§
-+] Import | [+ Export  Tools
0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File

IT Import Connection Library |

Figure3.114 ¢ Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters.

The user can then modify th@onnection NamgPathand RPlas required.

EXPORT LIBRARY FILE

In order to create a Library file for future use, select teort Connection Librargption
located under theExportmenu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library H]

Connecd

Figure3.115¢ ExportConnection Library File

3.6.5.2.  ETHERNET/IP EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained the EtherNet/IP Devices section belo®nce the EtherNet/IP
devices have been added the user can then configure the redumapping for the
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EtherNet/IP Explicit messaging as showRtinerNet/IP Map section belaw

A. ETHERNET/IP DEVICES
This tab is enabled when tlgthernet Mode is set t&therNet/IP Originator

The EtherNet/IP Devices configuration is shown in the figure below. U &therNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any d®ttenfigured devices.

The data from each EtherNet/IP device is written to, or read frontnamnal Data Spaosith

a size of 100KbyteSee theExplicit EtherNet/IP Messagisgction for more details.

The EtherNet/IP Devices configuratismndow is opened by either double clicking on the
module in the tree or rightlicking the module and selectit@pnfiguration

CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit EtherNet/IP Device Settings

Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices {max. of 10 items.)

Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex700 ucMMm ~1192.168.1.100 1000 3 2000
e “
Ok Apply Cancel Help

Figure3.116¢ EtherNet/IP DevicesConfiguration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter Description

The configurable update rates (in milliseconds)dach scan claga the EtherNet/IP

Scan Class A, B, C
Map.

Device List (per device)

Device Name The user assigned instance name for the specific device.
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The module can use eithélass 3r Unconnected Messagingghen communicating

Message Type to the target EtherNet/IP device.
The CIP Path to the target device. This can either be entered manually or the us
browse to them by clicking thBrowse button. The Target Browsewill open and
automatically scan for all available EtherNetdi&ices.

CIP Path If the Ethernet/IPmodule is a bridge module, it can be expanded by riditking on
the module and selecting thBcanoption.
The required EtherNet/IP device can then be chosen by selecting it and clickiog 1
button, or by doubleclicking on the target module.

i The amount of time (in milliseconds) the module will wait for a response from
Timeout

target EtherNet/IP device.

Retry Count

The number of message retries before the target EtherNet/IP device is consit
offline.

Comm Status Offse

This is the offset in thénternal Data Spac@used to map EtherNet/IP device dat
which provides the communication status of each EtherNet/IP device.
Communication Status is as shown below:

Bit 0- (1:Device Online , 0:Device Offline)
Bit 1 to 7¢ Reserved.

Table3.16 ¢ EtherNet/IP Devices configuration parameters

B.

ETHERNET/IP MAP

This tab is enabled when the Ethernet Mode is sefEtioerNet/IP Originator

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 pre-configured devices can be configured. The data from each EtherNet/IP device is

written to or read from alnternal Data Spacwith a size of 100Kbytes. See thaplicit
EtherNet/IP Messagingection for more details.

The EtherNet/IP Map configuratiavindow is opened by either double clicking on the module

in the tree or rightclicking the module and selectif@pnfiguration
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CNRO1 - Configuration

Device

PowerFlex700 |~

Explicit EtherNet/IP Map (max. of 50 items.)

b= o B ]
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map  Modbus Modbus Auxiliary Map  Internal Map Advanced
Input Get Output Set Tag / Static
Function Scan Service Class Instance  Attribute Offsat Length Offsat Length Data Type Value

~| A ! 1 1 1 4 2

w >

Ok Apply Cancel Help

Figure3.117¢ EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter

Description

Device

The device instance name configured in the previous EtherNet/IP Devices tab.

The selected device will be used for executing the communication function.

Function

The user can select one of four functions.
Get

The module will read data from the target EtherNet/IP device by using the Get £
Attribute CIP function. The received data will be placed intoltiernal Data Spacat
the Input Offsetlocation configured in this tab.

Set

The module will write data to the target EtherNet/IP device by using the Set S
Attribute CIP function. The data to be written will be retrieved from thiernal Data
Spaceat the Output Offsetlocation configured in this tab.

Set Static

Similar to the Set function above, but the data to be written will be fixed (equal ta
Static Valug parameter in this configuration window. This function will typically
used with the singleg) Scan class which means fBentrolNetRouter module can be
setup to write the fixed value only once when the target device communication
been established.

Custom

This function allows the user to use a custom Service to write and read data in tf
same transaction. The user will need to see which custom services that target de
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Read Tag

When using a Logix controllas a EtherNet/IP Devicthe ControlNet Router module
can read a Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as a EtherNet/IP Device, the ControlNet Router m
can write to Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be read from the configured Output Offse

The user can select Scan ClasB, Cor D (which was configured in the EtherNet/|
Devices tab). The specific mapped item will then be executed at that configured
class rate.

Scan The user can also select tBelass which means that the mapped item will only
execute once when communication to the target device is established. If the targ
device goes offline, then the mapped items with this class will bermeed, and
resent when communication is &stablishel.

Service The custom CIP service/function which is only available wheQtstomfunction

has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute

The location in thénternal Data Spacehere the received data will be written.
Input Offset o _ _

This will only be available f@etand Customfunctions.

The length of the data to be received. If the number of bytes received is more tha
Get Length Get Length, then the data witlot be written to thelnternal Data Space

This will only be available f@etand Customfunctions.

The location in thénternal Data Spacdeom where the data to be written to the targe
Output Offset device will be read.

This will only be available f&t and Customfunctions.

The length of the data to be written.
Set Length o . )

This will only be available f@&etand Customfunctions.

The data type of the Static Value.
Data Type

This will only be available f&etStaticfunction.

Tag /Static Value

The value to be written to the target device when t8et Statidunction has been
selected.

Note: When using the SINT Array data type, the values must be entered as spac
delimited hex values. For example: 05 34 2E Al

Table3.17 ¢ EtherNet/IP Map configuration parameters
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3.6.5.3. INTERNAL DATA SPACE MAPPING

When the module is operating as a EtherNet/IP Originator, the data from the EtherNet/IP IO
devices can be mapped to the ControlNet interface using the Internal Map. The Internal Map
configurationwindow is opened by either double clicking on the module in the tree or+ight
clicking the module and selectifigpnfiguratiorand selecting thénternal Maptab.

A. IDS CORYETHERNET/IP ORIGINATOR SOURCE

When copying data from BtherNet/IP 1Qo the ControlNet interface, the source type needs
to be EIFOriginator.

CNRO1EIP - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map - Advanced
Internal Map (max. of 200 items.)

Source Source Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Type Count

Source Type Instance Offset Bit Offset Function

Reformat

b ~ w ~

Internal

EIP Target
LEIP Originator
MB Register
CNet Target
CNet Originator

Figure3.118¢ IDS Copy EtherNet/IPOriginatorSource Type

The source instanceill be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate

Project Explorer s v & X

CNROTEIP - Configuration (=]
S MNewPromd 9 [E=0ECE CX
=0 2”&:5:25‘;:"“'”6[R°"le') General GontrolNet ControlNetDevices ControlNetMap  EtherNetIP Devices EtherNetIP Map Modbus Modbus Auiliary Map  Intemal Map  Advance: d
" Ci
1 PF7o5 (1921681119 Internal Map (max. of 200 items.)
- | FlexOW8 (192.168.1.113.1,0)
[ Source Source Source Bit Destinat Destination Destination Copy
I FlexiB10x0B6 (192.168.1113.1.1 Source Type P pareib Offost | Destination Type o= e oot BnOfae Count R Reformat
» |EP Originator 0 ~ 0 1 Byte |~ |None v
. ¥ pF s = @
FlexOWS
FlexIB10x0B6

Figure3.119¢ IDS Copy EtherNet/IP OriginatoSourcelnstance

The Source Offset is the offgatthe selectedEtherNet/IP device Clasdriput AssemblyThe
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS CORYETHERNET/IP TARGET DESTINATION

When copying data from the ControlNet interface #oEtherNet/IP 1O deviceOutput
Assembly, thelestination type needs to be EGtiginator.
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CNROTEIP - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

s T Source Source  Source Bit Destination T Destination Destination Destination Count Copy Ref "
ource Type Instance Offset Offset estination Type Instance Offset Bit Offset oun Function sforma
EIP Originator |~ PF755 b 0 CNet Target ~ | Connection 0 b 0 1 Byte .. ~ None @~
b |CNet Target ~ | Connection 0 ~ 0 ~ 0 1 Byte ... *~ None |~
~ Internal ~
EIP Target |
EIP Originator
MB Register
CMNet Target

CMet Originator

Figure3.120¢ IDS Copy EtherNet/IPOriginatorDestination Type

Thedestinationinstance will be one of the EtherNet/IP 1O devices added to the EtherNet/IP
IO tree in Slate.

Project Explorer X -
JA e CNROTEIP - Configuration =N <"
B £ <New Project>
=1 i”g}“ﬂ;s:;gf;’“""'”e'R"“'e" General ControlNet ControlNet Devices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced
- <. C
1 PF7ss (1921681 112) Internal Map (max. of 200 items )
B FlexOW8 (192.168.1.113,1.0) "
Source Source  Source Bit Destination Destination  Destination Copy
.. | FlexiB10x0B6 (192.168.1.113,1.1 Source Type Ictomes Offoot Offast  Destination Type stonce Offast Brofiset | Count 2B Reformat
» |EIP Originator | a ~ a 1 Byte v None
e = =
FlexOWS
FlexlB10x0B6

Figure3.121¢ IDS Copy EtherNet/IP OriginatoDestinationinstance

The Destination Offset is the offset in the selected EtherNet/IP device Cl&ustplit
Assembly. The Count is the numberbgtesthat will be copiedSee the Internal Data Space
Mapping section for more information regarding the operation.

3.7. INTERNADATA SPAGEAP

The internal data map is used to exchange data frloenEthernet interface to the ControlNet
interface and vice versaUp to 200 items can be mapped@he Internal Map configuration
window is opened by either double clicking on the module in the tree or Gibking the
module and selectin@onfigurationand selecting thénternal Maptab.

ﬁ NOTE:When theBridgeis selectedfor the ControlNet modglnternal Data
Space Map will be disabled

The Count is the number of bytes that will be copied from the source to the destination. There
are four different Copy Functions that can be used.

Function Description
Byte to Byte Eachbyte from the source will be directly copied to ealite in the destination.
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Each byte from the source will be copied to each bit in the destinatfoa.value
greater than zero is read from thsource bytethen a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from soeirce bytethen a 0 will be
written to the destination bit addressThe destination offset will be the bit offset an
the destinationaddress will béncremented by one bit each time.

Bit to Bit Eachbit from the source will be directly copied to eabh in the destination.

Each bit from the source will be copied to each byte in the destination. If a value c
is read from thesource bitthen a 1 will be written to thelestination byte address. If
Bit to Byte a value of zero is read from ttsmurce bitthen a 0 will be written to thedestination
byte address.The source offset will be the bit offset and the source address wil
incremented by one bit each time.

Table3.18 ¢ Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option provides five
different reformat options
NOTEThe reformat option is only available fByte to ByteCopy Functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16bit Byte swap

BB AADD CC 32bit Byte Pair Swap

CC DD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table3.19¢ Internal Map Reformat Options

3.7.1. CorPYFHROM

One of six sources can be selected to copy from; Internal, EIP Target, EIP Originator, CNet
Target, and CNet Originator.

CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Interal Map  Advanced
Internal Map (max. of 200 items.)
Source Source  Source Bit Destination Destination Destination

Instance Offset Offset Destination Type Instance Offset Bit Offset

3 v ~ v

Source Type Count Copy Function Reformat

Internal

EIP Target
EIP Originator
MB Register
CMet Target

CNet Originator

Figure3.122¢ Internal Mapg Source Type

3.7.1.1. INTERNAL

Document No. D13816 Pagel07of 201
Revision 1.3



Setup

When copying data frorthe internal data space (IDShe source type needs to beternal

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intermal Map  Advanced

Internal Map {max. of 200 items.)

Source Source  Source Bit Destination Destination Destination .
Count Copy Function Reformat

Source Type Instance Offset  Offset  DostinationType  “ppce Offset Bt Offset

b ~ ~

 Internal

EIP Target

EIP Originator
MB Register
CNet Target
CNet Originator

Figure3.123¢ IDS Copy InternalSource Type

The source instances Not Applicable for the internal data spacehe Source Offset is the
offset in thelnternal Data Space (ID@hich has a max of 100,000 bytekhe Count is the
number ofbytesthat will be copied.

3.7.1.2. EIP TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the ControlNet interface, the source type needs to be EIP Target.

CNROT - Configuration =N fEH =%
General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offsat Offset Destination Type Instance Offset Bit Offsat Count Copy Function Reformat
~ v

.
EIP Target
EIP Originator

MB Register
CNet Target
CNet Originator

Figure3.124¢ IDS Copy EtherNet/IP Target Source Type

The source instance will be the connection number, which in this case is &wagsction 0
The Source Offset is the offset in tiapped Datasection of the EtherNet/IP output
assembly from where the data must be copied. The Count is the numlbstedthat will be
copied. TheMapped Datasection will be available when using the provided UDT for the
Output Assembly.

— CNRO1Output {eaab] {oe} | AparianCNADutput
+ CNRO10utput GeneralCtrl 0 Decimal DINT
| - CNROTOuput MappedData | [eend ] {...] |Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) légaa Hex SINT
+ CNAO1Output.MappedData[1] 1] Decimal SINT
+ CNRO10utput MappedD atal2] 0 Decimal SINT

Figure3.125¢ EtherNet/IP Output Mapped Data UDT
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3.7.1.3. EIP ORIGINATOR

When copying data from a EtherNet/IP 10 to the ControlNet interface, the source type needs
to be EIP Originator.

CNROTEIP - Configuration =N =

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced
Internal Map (max. of 200 items.)

Source Source Source Bit Destination T Destination Destination Destination Count Copy
Instance Offset Offset estnaton Type Instance Offset Bit Offset oun Function

b ~ w ~

Source Type Reformat

Internal

EIP Target

L EIP Originator
MB Register
CNet Target
CNet Originator

Figure3.126¢ IDS Copy EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

Project Explorer

A <New Frorecn CNROTEIP - Configuration E=aEEE x|
& <New Projec

& 1 CNROIEIP (ControlNet Router)
# Configuration

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced
s G

1 PF7s5 (192168111 Internal Map (max. of 200 items.)
[ Flexows (192.168.1.113,1.0)
f Source Source  Source Bit ! Destination Destination  Destination Copy
I FlexiB10x0B6 (192.168.1.113.1.1 Source Type Intones Offat Offast | Destination Type o e, oot BnOfae Count R Reformat
» |EIP Originator | 0 ~ 0 1 Byte . |~ |None |~
9 PF755 ~ ~

FlexOW8
FlexIB10x0OB6

Figure3.127¢ IDS Copy EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Glgast Assembly. The
Count is the number déytesthat will be copied.

3.7.1.4. MODBUS REGISTER

When copying Modbus data to the ControlNet interface, the source type needs to be MB
Register.

CNROT - Configuration =N =R %"

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map - Advanced
Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Typs Instance Offset Bit Offset Count Function

» |Internal ~
EIP Target
EIP Originator

Source Type Reformat

-

w

MB Register

CMet Target
CNet Originator

Figure3.128¢ IDS CopyModbus Source Type

The source instance will be the Modbus register type required.
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CNRO1 - Configuration =N =R

General ControlMet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherMeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Typs Instance Oftset Bit Offset Count Function Reformat

Source Type

b |MB Register ~ICS ~ 0 ~ 0 1 Byte .. ~ None |v

w

~

Figure3.129¢ IDS CopyModbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number déytesthat will be copied.

3.7.1.5. CNET TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the Ethernet interface, the source type needs to be CNet Target.

CNROT - Configuration = lEl [
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map Modbus Meodbus Awxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat

Source Type

b ~ w ~

Internal
EIP Target
EIP Originator

MB Register
CNet Target

Figure3.130¢ IDS Copy ControlNet Target Source Type

The source instance will be the connection number, which in this case is &wagsction 0
The Source Offset is the offset in thiapped Datasection of the ControlNet output assembly
from where the data must be copied. The Count is the numbdaytés that will be copied.
The Mapped Datasection will be available when using the provided UDT for the Output
Assembly.

— CNRO10utput {enn} ] {...} | AparianCNROutput
+ CNRO10utput.GeneralClrl 1] Decimal DINT
| - CNRO10utput MappedData | {een) ] {...} Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) lédaa Hex SINT
+ CHNAD1Output.MappedD ata(1] 0 Decimal SINT
+ CNRO1Dutput. MappedD ata[2] 1] Decimal SINT

Figure3.131¢ ControlNet Output Mapped Data UDT

3.7.1.6. CNET ORIGINATOR

When copying data from a ControlNet IO to the Ethernet interface, the source type needs to
be CNet Originator.
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CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Caunt Function Reformat
br ~ ~ )
Internal
EIP Target
EIP Originator
MBE Register

CNet Target
[CNetOnginator

Figure3.132¢ IDS Copy ControlNet Originator Source Type

The source instance will be one of the ControlNet 10 devices added to the ControlNet IO tree
in Slate.

Project Explorer - RX

5 £ <New Project> CNROT - Configuration [ B ]

= | CNRO1 (ControlNet Router)

| Configuration General ControlNet ControlNetDevices ControlNetMap EtherNeylP Devices EtherNetP Map Modbus Modbus Auxiliary Map Intemal Map Advanced

= % ConrolNet Connections
I FlexiB16(3.1.0) Internal Map (max. of 200 items.)
I Flexowai(3.1.1)
I oB6I2.1.3) Source Source  Source Bit Destination Destination Destination Copy
1 18161(21.2) S Type nstanc Offset Offset  Destination Type Instance Ofiset  BitOffset  COU™  Function ReOmat
I PF70C (5) 0 - 0 1 Byte . |~ |None |
I oBi62(21.1)

Figure3.133¢ IDS Copy ControlNet Originator Source Instance

The Source Offset is the offset in the selected ControlNet device SchddpledAssembly.
The Count is the number bfyjtesthat will be copied.

3.7.2. CopYTO

One of six destinations can be selected to copy to; Internal, EIP Target, EIP Originator, CNet
Target, and CNet Originator.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices  EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination
Instance Offset Offset Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

b ~ v ~

Intemal
EIP Target
EIP Originator
MB Register
CNet Targst

CNet Qriginator

Figure3.134¢ Internal Mapg Destination Type

3.7.2.1. INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.
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CNRO1 - Configuration = e )
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices  EtherNetlP Map Modbus Modbus Auxiliary Map  Internal Map - Advanced

Internal Map (max. of 200 items )

Source Source  Source Bit Destination Destination Destination
Instance Offset Offset Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

e ~ v ~

Intermnal

EIP Target

EIP Originator
MB Register
CNet Target
CNet Qriginator

Figure3.135¢ IDS Copy Internal Source Type

The destination instance is Not Applicable for the internal data space. The Destination Offset
is the offset in thdnternal Data Space (ID&hich has a max of 100,000 bytes. The Count is
the number ofbytesthat will be copied.

3.7.2.2. EIP TARGET

When copying data from the ControlNet interface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

CNRO1 - Configuration \El@

General ControlNet ControlNetDevices ControlNetMap EtherMet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemnal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit . Destination Destination Destination
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
EIP Target ~ |Connection 0 ~ a CNet Originator  ~ 0 1 Byte to Byte ~ | None ~
» |CNet Originator 1] 0 1 Byte to Byte ~ |None ~

w v

CNet Originator

Figure3.136¢ IDS Copy EtherNet/IP Target Destination Type

The destination instance will be the connection number, which in this case is always
Connection 0 The Destination Offset is the offset in tiMapped Datasection of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytesthat will be copied. Th&lapped Datasection will be available when using the provided
UDT for the Input Assembly.

= CNRO1Input [aas} [aus} ApananCHRInput
+ CNROTInput.GeneralStatus -79 Decimal SINT
+ CMRO1Input CHetNodeMumber 1 Decimal SINT
+ CMRAD1Input. CHetLedState 1 Decimal SINT
+ CNAOTInput.CHetMade € Decimal SINT
CNRO1Input. Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | {-..} [...] Decimal SINT[400]
+ CMRO1Input.MappedD ata[] 2 Decimal SINT
+ CMRO1Input.MappedD ata[1] 0 Decimal SINT

Figure3.137 ¢ EtherNet/IP Input Mapped Data UDT
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3.7.2.3. EIP ORIGINATOR

When copying data from the ControlNet interface to a EtherNet/IP 10 de®iggput
Assembly, the destination type needs to be EIP Originator.

CNROTEIP - Configuration El@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherMNeylP Map Modbus  Modbus Auxiliary Map  Intemal Map  Advanced
Internal Map (max. of 200 items.)

Source Source  Source Bit Destination

Destination Destination Copy
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Function Reformat
EIP Originator |~ PF755 A 0 CNet Target ~ |Connection 0 e 0 1 Byte ... |~ None |v
» |CNet Target ~ | Connection 0 ~ 0 ~ 0 1 Byte ... ~ None v
v Internal ~
EIP Target
EIP Onginator E
MB Register
CNet Target
CNet Originator

Figure3.138¢ IDS Copy EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
IO tree in Slate.

Project Explorer
BJA <N£vpmm CNROTEIP - Configuraticn ==
=1 2”;2;;255:’““'”“R°“‘e" General ControlNet ControlNetDevices ControlNetMap EtherNeylP Devices EtherNetIP Map Modbus Modbus Auxiiary Map Intemal Map  Advanced
i Ci
] P75 (1921681 12) Internal Map (max. of 200 items.)
] Flexows (192.168.1.113.1.0)
Source Source Source Bit Destination Destination Destination Y
I FlexIB10:0B6 (192.168.1.113,1.1 Source Type Souree Jourcs S0uee B Destination Type  poinet Sinoton Destieton  Count oSO Reformat
» |EP Originator |~ 0 v 0 1 [eye | ~|Nome |~
¥ PF755 ~ ~
FlexOW8
FlexIB10x0B6

Figure3.139¢ IDS Copy EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Cl&ustplit
Assembly. The Count is the numbeibgtesthat will be copied.

3.7.2.4. MODBUS REGISTER

When copying data from the ControlNet interface to a Modbus Register, the destination type
needs to be MB Register.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items )

Source Source  Source Bit Destination Destination Destination
Source Type

Instance Offset Offset Destination Type Instance Offset Bit Offset Count Capy Function Reformat
MB Register ~ |CS b 0 CNet Originator | 4] 1 Byte to Byte ~  None
» EIP Originator 0

~ a 1 Byte to Byte ~  None

. ~ Internal ~
EIP Target
EIP Originator
MB Register
CNet Target
CNet Originator

Figure3.140¢ IDS CopyModbus Destination Type
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The destination instance will be the Modbus register type required.

€NRO1 - Configuration =Bl [
General ControlNet ControlNet Devices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit . Destination Destination Destination
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
MB Register ~ |CS ™ a CNet QOriginator > 0 1 Byte to Byte ~ |None ~
» |EIP Originator >~ 1] MB Register ~|Cs ~ 0 1 Byte to Byte ~ | None ~

~ ~ |CS ~
1S
IR

Figure3.141¢ IDS CopyModbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number déytesthat will be copied.

3.7.2.5. CNET TARGET

When copying data from the Ethernet interface to the ControlNet Target input assembly, the
destination type needs to be CNet Target.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Awiiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items_)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offsst Bit Offset Count Copy Function Reformat
CNet Target ~ | Connection 0 ~ a EIP Originator  ~ 0 1 Byte to Byte ~ |None ~
» |EIP Originator v 1] ~ 0 1 Byte to Byte ~ ' None ™
~ Internal ~
EIP Target
EIP Qriginator

MB Register
CNet Target

Figure3.142¢ IDS Copy ControlNet Target Destination Type

The destination instance will be the connection number, which in this case is always
Connection 0 The Destination Offset is the offset in tiMapped Datasection of the
ControlNet input assembly from where the data must be copied. The Count is the number of
bytesthat will be copied. Th&lapped Datasection will be available when using the provided
UDT for the Input Assembly.

= CNRO1Input [aas} [aus} ApananCHRInput
+ CHRADInput GeneralStatus -7% Decimal SINT
+ CMRO1Input CHetNodeMumber 1 Decimal SINT
+ CMRAD1Input. CHetLedState 1 Decimal SINT
+ CHNAOTInput.CHetMade € Decimal SINT
CNRO1Input. Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | [-..} [...] Decimal SINT[400]
+ CMRO1Input.MappedD ata[0] 2 Decimal SINT
+ CMRO1Input.MappedData[1] 0 Decimal SINT
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Figure3.143¢ ControlNet Input Mapped Data UDT
3.7.2.6. CNET ORIGINATOR

When copying data from the Ethernet interface to a ControlNet IO d&®igput Assembly,
the destination type needs to be CNet Originator.

CNRO1 - Configuration =Bk [

General ConfrolNet ControlNet Devices ControlNetMap EtherNe/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy
Soures Typs Instance Offset Offset Destinatian Type Instance Offset Bit Offset Count Function Reformat
CNet Originator |~ FlexIB16 . 0 EIP Target ~ | Connection O i a 1 Byte _ |~ |None @~
» |EIP Target ~ | Connection 0 b 0 ~ 1] 1 Byte . |~ None
~ Internal v
EIP Target
EIP Originator
ME Register
CNet Target

|CNet Oniginator

Figure3.144¢ IDS Copy ControlNet Originator Destination Type

The destination instance will be one of the ControlNet |0 devices added to the ControlNet 10
tree in Slate.

Project Explorer > X

=2 <New Projects CNRO1 - Configuration [E=EEEEXT
© 1 CNRO1 (ControlNet Router)
- & Configuration General ConrolNet ControlNetDevices ContiolNet Map  EtherNetIP Devices EtherNetIP Map Modbus Modbus Auliary Map  Intemal Map  Advanced
[} ControlNet Connections
I FlexiB16(3.1.0)
I Flexowal (311

Internal Map (max. of 200 items.)

i oB16I21.3) s T Source Source  SourceBit [ ..o Destination Destination  Destination CoPY  perormat
i 1B1611212) ource Type Instance Offset Offset estination Type Instance Offset Bt Offset oun Funcon o0
I PF70C(5) CNet Originator | - | FlexIB16 v 0 EIP Target «|Connection0 |~ 0 1 Byte . v |None |
i oBi62(211)

- » |EIP Target  |Connection 0 a CNet Originator | || FlexiB16 o 0 1 Byte . v None |~

@ |FlexiBi6 S
Flexowal
0B16!
B16|
PF/0C
|—1

Figure3.145¢ IDS Copy ControlNet Originator Destination Instance

The Destination Offset is the offset in the selected ControlNet device ScheQuigulit
Assembly. The Count is the numbeibgtesthat will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

@ NOTEFor more information regarding the specific Internal Map operation for

specific interfaces, see the setup and configuration sections for the various
ControlNet and Ethernet modes.

3.8. ADVANCED

The Advanced configuratiomindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectit@pnfiguration
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CNRO1 - Configuration

General ConftrolNet ConfrolNetDevices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Time Synchronization
NTP Enable

NTP - Network Time Protocol

Server IP Address | 192 0 188 . 1 . 236
Update Interval (s)
Ok Apply Cancel Help

Figure3.146 ¢ Advanced configuration

TheAdvancecconfiguration consists of the following parameters:

SN EoR >

Parameter Description

NTP Enable enabling NTP.

The ControlNet Routercan synchronize its onboard clock to an NTP Serve

NTP¢ Server IP Address
source.

This setting is the IP address of the NTP Server which will be used as a tim

NTP¢ Update Interval .
Pc Up v request time from the NTP Server.

This setting is the updated interval (in seconds) thatG@uatrolNet Routewvill

Table3.20 ¢ Advanced configuration parameters

3.9. MODULBDOWNLOAD

Once theControNet Routerconfiguration has been completed, it must be downloaded to the
module.Before downloading th€onnection Patlof the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It

can however be modified, if th€ontroNet Routeris not on a local network.

Theconnection pathcan be set by rightlicking on the module and selecting tB®nnection

Pathoption.
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Aparian-Slate - <New Projects*

File. Device Tools Window Help
e X d
Project Explorer =

=& <New Project>

'

Configuration
Connection Path
Go Online

Download
Upload
Verify Configuration

SEXCEINIEY

Copy
Export
Delete

®am

Figure3.147- Selecting Connection Path

The new connection path can then be either entered manually or selected by means of the
Target Browser

E CNRO1 - Connection Path =S X

Connection Path
192.168.1.188

Ok Cancel

Figure3.148- Connection Path

To initiate the download, rightlick on the module and select ti@ownloadoption.
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Aparian-Slate - <New Project>*

File Device Tools Window Help
el XA TR e

Project Explore

Bﬁ <MNew Project>

ER T CNROT (Conpamtiliaebaa
i..# Configurati # Configuration

= (Connection Path
dF Go Online

|lp Download ||
4 Upload

Verify Configuration

ol Copy
¢ Export
K Delete

Il
Figure3.149- Selecting Download

Once complete, the user will be notified that the download was successful.

@ Download Successful.

Figure3.150- Successful download

Within the Slateenvironment the module will be in the Online state, indicated by diheen
circle around the modulélhe module is now comgfured and will start operatingnmediately.

Aparian-Slate - <New Project>*

File. Device Tools Window Help

o +:7 @2 ¢

Project Explorer

ER=Y <New Project

Bi CNRO1 (ControlNet Router)

------ # Configuration

Figure3.151- Module online
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4. LOGIX CONTROLLER
PROGRAMMINGVER
CONTROLNE

The ControlNet Router can be used to Progm@amGo-Onlinewith a Logix Controller on a
legacy ControlNet networrom an EtherNet/IP network via the ControlNet Router. The
ControlNet Router will use the unscheduled ControlNet bandwidth to access the other nodes
on the ControlNet network (g. programming a Logix controller).

Studio 5000®
RSLinx®

EtherNet/IP

Aparian
ControlNet
Router
ControlNet
A ) I e JANN [T
|' 9 ' ¢
|
|I I|
||... l\
ControlLogix® ControlLogix®

Figured.1 ¢ Programming a Logix Controller over ControlNet via the ControlNet Router

4.1. RSLINX SETUP

The user will need to setup the path to the Logix Controller to access the Logix controller in
RSLogix @0 / Studio 5000. TheControlNetw 2 dzi SN & 95{ FA{ S Ydzai
programming PC. This can be achieved in two ways:

1 Uploading the EDS file from ti@@ontrolNetRouter online, or

1 Downloading the EDS file from the Aparian website and manually registering it.
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é NOTEOIder revision of RSLinx may not support the uploading of the EDS file
option, in which case, the second (manual) option should be used.

4.1.1. UPLOADINEDFLE FROMIODULE

First add theControlNetRouter module in RSLinx. Under the Communications menu select
the Configure Drivers menu item.

%4 RSLinx Classic Lite - RSWho - 1

File View [Communications] Station DDE/OPC  Security Win

ﬁ g‘_& RSWha

= RSWho I Configure Drivers... I
Configure Shertcuts...
W Autobr Con Client Anplicati ode 192,11
onfigure Client Applications...
=8 Wo . |
% Configure CIP Options...

-8 Driver Diagnostics...
CIP Diagnostics...

=Y AE ETHIP-1, Ethernet

Figure4.2 ¢ RSLinx Driver Configuration

In the driver selection window, add thetherNet/IPDriver.

Configure Drivers

Ayallable Driver Types:
| EtherMet/IF Driver

Cloze
Add Mew...

Help

L

Add New RSLinx Classic Driver

Chooze a name for the new driver.

| ing Configure...
[15 characters maximum] 1

dil’

Startup...

|4B_ETHIP-2
Start

Stop

FlelelE bl g

Delete

Figure4.3 ¢ RSLin¥therNet/IPDriver

If the ControlNetRouter is powered and connected on the network, it will appear in the

7 A

W{[AYEQ& w{2K2 oNRsaS 6AYyR26d b20S GKIG GKS

Document No. D13816 Pagel200f 201
Revision 1.3



Logix Controller Programming Over ControlNet

the EDS file has not yet been registered.

Rightclick on theControlNetw 2 dzi SNJ Ay (G KS w{ 2 K2 UpiohiEERSiffeNJ I Y R
fromdevice 2 LJGIA2Y @

%4 RSLinx Classic Lite - RSWho - 1

File View Communications Station DDE/OPC  Security Window Help

&| 218

& RSWho -1 =S EcR /===
[v Autobrowse sy EE Browszing - node 192.168.1.166 found

..... ? 192.168.1.155, Unrecognized Device, PLX51-HART-40 - o
----- % 192.168.1.156, Unrecognized Device, PLX51-HART-41 :
----- % 1921681157, Unrecognized Device, IP Point HART Out 192,168.1.157 B
----- % 1921681161, Unrecognized Device, PLX51-DNPM IP Point H...
----- % 1921681162, Unrecognized Device, PLX51-DNPS s
----- 1921681166, Unrecoanized Device. ControlMet Router!
----- % 1921681177, Unreco Remawve 192.168.1.242

m- ] 1921681184, DH48S - _ =| | PALink/B
_____ c? 192.168.1.201, Unreco Driver Diagnostics
..... % 192168.1.210, Unreco Configure Driver
----- Zg} 1921681211, Unreco¢ | Upload EDS file from device | 1921681177
----- # 192.168.1.213, Unreco PLX51-PEM

m- | 192168.1.229, DF1 Ro Security...
----- % 192.168.1.230, Unreco Device Properties - I -

Figure4.4 ¢ RSLinx Upload EDS File from Device

The Rockwell Automation EDS Wizard will then launch. Follow the multiple steps by pressing
the Nextbutton and complete the EDS file registration.

Rockwell Automation's EDS Wizard @

Welcome to Rockwell
Automation's EDS Wizard

The EDS Wizard allows you to:

-upload EDS file(s) stored in a device.

To continue click Next

Next = Cancel

Figured4.5 ¢ EDS Wizard

é NOTEDepending on the RSLinx revision, RSLinx may need gsbhutelown
and restarted. If RSLinx is running as a service, make sure the service is shut
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down completely before ratarting.

After restarting RSLinx, ti@ontrolNetRouter will correctly appear in the RSWho browser. It
will also show the underlyingontrolNet Port, which, when expanded, will show the
underlyingControlNet network nodegandfurther downLogix Controller

&5 RSWho - 1 =S EcR /===
[v Autobrowse EE Mot Browsging
----- % 1921681155, Unrecognized Device, PLX51-HART-40 -
----- % 192.168.1.156, Unrecognized Device, PLX51-HART-41 E“E
----- % 1921681157, Unrecognized Device, IP Point HART Out ControlMet
----- % 1921681161, Unrecognized Device, PLX51-DNPM Port Con...

----- % 1921681162, Unrecognized Device, PLX51-DNPS
o
B-& ControlMet Port, ContralNet
E| ﬂ 01, 1756-CMBR/E, 1756-CNBR/E 11.005
=N =] Backplane, 1756-A10/A or B
ﬂ 00, 1756-L62 LOGIX5562, DMP3Master
ﬂ 01, 1756-EMBT/A, 1756-ENBT/A
... B 04,1756-CMBR/E
----- % 1921681177, Unrecognized Device, PLX51-PBM
- l 192.168.1.184, DH485 Router/B, DH485 Router/B w

m

Figure4.6 ¢ Browsing the Logix Controller v@ontrolNetRouter

4.1.2. MANUALLINSTALLING TEDSHLEOPTION

To install theControlNetw 2 dzi SNR& 95{ FAES Ylydzatftex Ad Yd
Aparian websitehttps://www.aparian.com/products/controlnetrouter#downloads

The EDS file and associated icon are zipped in a single file. Save the file to local hard drive and
unzip the file.

PAAYy3 G0KS 2AyR2¢6a adl NI 0 dzEDZ Wardivdredngtalltioni K S w3
Tool
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Microsoft SQL Server 2008 R2
| Rockwell Automation
| Rockwell Software
Q FactoryTalk Administration Console
©) Studio 5000
BOOTP-DHCP Server
FactoryTalk Activation

FactoryTalk View W
R5Linx
5& R5Linx Classic Backup Restore Uti
5& R5Linx Classic Launch Control Par
Eﬁ’ RSLinx Classic Online Reference |=
Sy RSLinx Classic
| Tools
[ﬁ EDS Hardware Installation Toolh |
4 OPC Test Client T
z| OPCTest Document
& Uninstall EDS Hardware Instal ~

)
)
| FactoryTalk Tools
)
)

4 Back

“Seo-’ch programs and files e ‘

2 - 0%

Figure4.7 ¢ Launch EDS Hardware Installation Tool

In the Hardware Installation Toqglselect theAdd option.

Rockwell Automation - Hardware Installation Tool

This tool allows you to change the hardware descrip’
information currently installed on your computer.

Add Launch the EDS "Wizard and add selected hardware description files onby.

Launch the EDS Wizard and remowve selected hardware description files
only

Figure4.8 ¢ Hardware Installation ToelADD

Use theBrowsebutton to navigate to the folder where the EDS file was unzipped and select
the EDS file.
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Rockwell Automation’s EDS Wizard

Registration

Electronic Data Sheetfile(s) will be added to your system for use in Rockwell Automation

applications.

(® Register a single file
(" Register a directory of EDS files —

Named:

(NE

Browse...

@ *Ifthere is anicon file (ico) with the same name as the file(s) you are registering then this

image will be associated with the device.

To perform an installation test on the file(s), click Next

MNext = |

Cancel

Select an EDS file

« +2 R

Figure4.9 ¢ EDS Registration

Documents Aparian ControlNet Router EDS

Organise « New folder

B This PC
) 3D Objects
M Desktop
E Documents
Downloads
Music
= Pictures
& Videos

#= Local Disk (C:)

!' ® Network

NET T Date

¥ 055A000C00740100.eds 2018/08/21 17:16

File name: | 055A000C00740100.eds

Figure4.10¢ EDS File Select

Type
EDS File

|EDS Files (*.eds)

Follow the prompts and select the Next button to complete the EDS file registration.
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Rockwell Automation's EDS Wizard

You have successfully completed the EDS Wizard.

Figure4.11 ¢ EDS Registration Complete

ﬁ NOTEDepending on the RSLinx revision, RSLinx may need shutelown
and restarted. If RSLinx is running as a service, make sure the service is shut
down completely before ratarting.

4.2. RSLOGIX 5000

Programming using RSLogix 5000 can then continue as normal. Inside RSLogix5000 under the
Communicationsnenu, select thaVho Activeitem.

ﬂ RSLogix 5000 - ControlMetDemo [1756-L62 19.11]
File Edit View Search Logic Communications Tools Wi
BEH & 4 ®P « | WhoAdie |9
Select Recent Path...

Offline N. T BUN

Mo Forces b :: oK, Go Online
BAT

Mo Edits a " 1o Upload

Fedundancy 00 Download

Controller Organizer Program Mode

=53 Controller ControlNetDemo Run Mode
& Controller Tags Ll ile
----- 3 Controller Fault Handler
..... 3 Power-Up Handler
=83 Tasks

=48 MainTask

=} MainProgram

Lock Controller

Clear Faults
Go To Faults

1l
Figure4.12 ¢ System Communication
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In the Communications window, browse to the Logix controller undeCbwetrolNetRouter,
and select Online, Upload or Download as required.

fil Who Active O X
[] Autohrowse Fefresh
--------- ' 192.168.1.162, PLX51-DNPS, PLX51-DNPS ~ | GoOnine |
= ' 192.168.1.166, ControlNet Router, ControlNet Router
g 04, 1756-CNBR/E
--------- l 192.168.1.167, Pulse Sync, Pulse Sync
‘ e L

Path: AB_ETHIP-14132 1681 166 CantralMNet Pay\Backplanel

Fath in Project: AB_ETHIP-1V82.168.1. MBackplaneyl

Figure4.13 ¢ Select Device

{I RSLogix 5000 - ControlNetDemo [1756-L62 19.11]*

File Edit View Search Logic Communications Tools Window Help

=0 e o 8 -~ | V| A0 VY @Q |59fec?a£anguage,,, v| 2
Rem Run ¥ = RunMode Path: | AB_ETHIF-14192.168.1.166\ContralNet Porty1YBackplanei0™
Mo Forces » B Controller OK,

W Battery Fault
= /0 Mot Present

No Edits a R A I 1 ,

Fedundan B4 I\ Favorites { Add-On Safet Alarms Bit
Oy o Y

[=8&=1Controller ControlNetDemo
. Controller Tags

3 Controller Fault Handler
. =3 Power-Up Handler

=& Tasks

Figure4.14 ¢ Online with Controller
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Device Firmware Update

5. DEVICE FIRMWARE UPDATE

TheControlNet Routemodule supports idield firmware upgrading. The latest firmware for
the module can be downloaded from the Aparian webswew.aparian.com The firmware
is digitally signed, so only the correct firmware can be used.

To firmware upgrade the module, follow the steps below:

1 From the tools menu in Slate, select theviceFlashtility.

Aparian-Slate - ControlNet Router Demo2*

File  Device m Window Help
wml W X |8 Target Browser
Project Explorer | 4% DHCP Server
& ControlNet] ] Event Viewer
E

DeviceFlash

wwe  Packet Capture Viewers 3
GSD File Management

CAN EDS File Management
Build DeviceNet EDS Catalog
H# Application Settings
- || PF7OCTS) I
Figureb.1 ¢ Select DeviceFlash utility from Slate

1  When the utility opens, the user will be prompted to select the binary file to be used to
firmware upgrade the module.

Select a Device Flash File %
1 <« GerhardBester > Documents > Aparian > ~ (9] O Search Aparian
Organize v New folder = m @
v
~ v
B This PC Name Date modified Type
J 3D Objects |_| CNR_CNR_1001010.afb 2022/01/28 12:49 AFB File
I Desktop
= Documents
¥ Downloads
J’ Music
&=/ Pictures
E Videos
T3 05(C)
¥ Network
v < >
File name: |CNR_CNR_1001010.afb V| Device Flash (*.afb) v
Figureb.2 ¢ Select the binary file
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1 After selecting the file, the user will be prompted to select the device to firmware upgrade on
the local network.

Target Browser B - x
_w C’) Done
--------- ﬂ 192.168.1.147: CANopen Router/B a
--------- I 192.168.1.161 : PLX51-DNPM
--------- I 192.168.1.162 : PLX51-DNPS
[ I 192.168.1.169 : ControlNet Router
[ I 192.168.1.180 : PA Link/B
[ ﬂ 192.168.1.185: Modbus Router/B
[ I 192.168.1.186 : FF Link/B
--------- ﬂ 192.168.1.190 : PLX51-HART-4I
--------- ﬂ 192.168.1.191 : PLX51-HART 40
[ ﬂ 192.168.1.193: DF1 Router
5 v

Ok Cancel

Figure5.3 ¢ Select the device to be updated

1 After the device selection the user will be prompted if the device flash must start. The firmware
update will take less than 2 minutes to complete.

Device Flash =N =l %"

File Tools
Parameter Source File Target Device ~
Path CNR_CNR_1001010 192.168.1.166
Product ControlNet Router ControlNet Router
Vendor 1370 1370
Device Type 12 12
Product Code 116 116
Revision 1.001 1.001.010 £

Sending Chunk 505 -

Figure5.4 ¢ Firmware update busy

1 Once the firmware update has successfully completed, the Target Device textboxes will
display green.
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Device Flash =R EoE =X
File Tools
- 5
Parameter Source File Target Device ~
Path CNR_CNR_1001010 192.168.1.166
Product ControlNet Router ControlNet Router
Vendor 1370 1370
Device Type 12 12
Product Code 116 116
Revision 1.001 1.001.010 £
Flash Cancel
Complete

Figureb.5 ¢ Firmware update successfully completed.

NOTEIf for any reason the firmware update failed (e.g. power down during
the update), then the module will revert back to the bootloader. The user can

then simply reflash the module again to update it to the latest application

firmware.

Document No. D13816
Revision 1.8

Pagel29of 201



Operation

6. OPERATION

6.1. CONTROLEN TARGET

A Logix controller can own the ControlNet Router over ControlNet using a scheduled
ContolNet connection when the ControlNet Router is operating as a ControlNet target. This
will allow the ControlNet Router to exchange data with the Logix controller using the input
and output assembly of the scheduled ControlNet connection.

6.1.1. SCHEDULED

When the module uses Scheduled ControlNet the Logix controller will establish a cyclic
scheduledcommunication connection with the ControlNet Routékn input and output
assemblyis exchanged at a fix interval (RPI). The UDTs provided will convert the input and
output arrays into tagbased assemblies. Refer to the additional information section in this
document for the input and output UDTSs.

6.1.1.1.

INPUT ASSEMBICONTROLNET)

The following parameters are used in the input assenoblyne modulewhen using the UDT
AparianCNRInput

Parameter Datatype | Description
GeneralStatus SINT Bit 0¢ Configuration Valid
Bit 1¢ Routing Inhibited
CNetNodeNumber SINT The Node Number of the ControlNet Router on the network.
CNetLedState SINT The current status of the ControlNet LEDs.
ControlNet A LERQBIit0to 3
ControlNet B EDc Bit 4 to 7
See the appendix for an explanation of the LED States.
CNetNetMode SINT The current Net Mode of the ControlNet network.
DeviceTemperature REAL The internal temperature of the ControlNet Router module.
MappedData SINTJ] The data thatcan mapped from PLC5 file N7 and R8hen
operating as a PCCC Client or by the Internal Mapgiag be up
to 400 bytes.

Table6.1 ¢ ControlNet Targeinput assembly parameters
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6.1.1.2. OUTPUT ASSEMBCOYNTROLNET)

The following parameters are used in the output assenobiype module.

Parameter Datatype | Description

General Control DINT Bit O- Inhibit Routing

MappedData SINT[] The data that is mapped to PLCS5 file N9 andwién operating
as a PCCC Client or by the Internal Mappidan be up to 40(
bytes.

Table6.2 - ControlNet Targebutput assembly parameters

6.2. CONTROLIEH ORIGINATOR

The ControlNet Router module can operate as a ControlNet originator. In this mode the
module can exchange data from tlihernetnetwork with ControlNetdevices using either

the input and output assemblies of tifecheduled ControlNeatonnection to the device or
using an explicituhscheduled UCMMControlNetmessage to read or write data.

6.2.1. SCHEDULEGONTRONETCONNECTIONS

In the example below, the ControlNet Router is owned by a Logix controlle EtiverNet/IP
while the ControlNet Router is owning soi@entrolNetlO. The data from the Logix controller
is exchange with the ControlNetlO.

Once theControlNet Scheduledonnections are setup and established then any Internal Map
copyingto a ControlNet IOdevice will be written to the output assembly of selected
ControlNetdevice (Originator to Target). In the Internal Map the user will specify which device
instance is the target and at what offset the data must be written in the output assembly.
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-

ControlLogix® k
—

EtherNel/IP

Aparian 0|
ControlNet °|
Router
ControlNet
= i @ aeal
Flex-10® (1794)
£ 9 )
) ControlLogix® 10
Powerflex® Drive
Project Explorer
& ControlNet Router Demo2 i L [E=EEE
14l CNROTK (ControlNet Router)
! # Configuration General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherNet/IP Map Modbus  Modbus Auxiliary Map  Intemal Map  Advance: d

3 Ethemet Port Config

4 Status Internal Map (max. of 200 items. )

Event S S S Bi D D D

- <= Control Connec! tions ource ource ource Bit estination Jestination Jestination
FlexIB16 (3.1, Source Type Instance Offset __ Offset _ DestinalionType o Offset___ BitOffset___oount  CopyFunction Reformat
§_FlexOWBI (3.1.1) EIP Target __ ~ Conneclion@ | 20 CNet Originator - |FlexOW8I ~ 0 | 2 |ByietoByte | - None ~
- et Originator ™ | Fle» ~ arget ~ Connection ~ yte to Byte | - |None ~
i gﬁ;ﬁgﬁ ‘23] CNet O FlexlB 16 4 EIP Te Cor 0 0 2 |BytetoB N
1 PF70C(5) ul ~ = ~
i oB1612(21.1)

Figure6.1 ¢ Internal Mapping fronEtherNet/IPto ControlNetOriginator

Any Internal Map copying from@ontrolNet ICdevicewill be read from the input assembly
of selectedControlNetdevice (Target to Originator). In the Internal Map the user will specify
which device instance is the target and at what offset the data must be read from the input

assembly.
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|

ConlroILogixa*

EtherNet/IP \

Aparian
ControlMet
Router

ControlNet

&

PowerFlex® Drive

Project Explorer

cax
1 & ControlNetRouter Demo2 CNROTK - Configuration E=EEE
5§ CNRO1K (ControlNet Router)
' # Configuration General ContiolNet ControlNet Devices ControlNetMap EtherNeyiP Devices EtherNet/IP Map Modbus Modbus Awiliary Map Intemal Map Advanced
£ EthemetPort Config
= Status Internal Map (max. of 200 items.)
T Event Viewer s s s 5 o - =
(-4 ControlNetConnections || | | source Type  ource ource Bit lestination estination estination
FlexIB16(3.10) Source Type Destination Type Instance Offset Bt Offset
FlexOWal (3.1.1) EIP Target v |Connection 0 [v| 20 CNet Originator /| FlexOWsI v 0 2 Byte to Byte | None
1 08161213
1 15161212)
1 PF70C (5) lod > ~ ~
1 oB162(21.1)

Figure6.2 ¢ Internal Mapping frontControlNetOriginator toEtherNet/IP

Count  Copy Function Reformat

CNet Originator | v FlexiB16. v 4 EIP Target v |Connection0__ v 0 2 Byte 10 Byte | None v

6.2.2. EXPLICIMESSAGING

When using theControlNetExplicit Messaging, the user can configure up taCbditrolNet

devices which will be used for the Explicit Messaging. This configuration is located in the
ControlNetDevicegab. Following this, th&€ontrolNetMap of explicit messages needs to be
configured. The Explicit Messaging uses the internal data space (IDS) which is size where data
can be stored for exchanges between the expl@dntrolNetdevices and theEthernet
network.

The Input and Output IDS Offset is where the Ex@ioittrolNetdevice data will be read from
or written to. The data in the IDS can thamturn, be copied toor from, the Ethernetnetwork
using the Internal Map in the configuration.

In the examplebelow, the ControlNet Router is receiving data from a Logix controller on
EtherNet/IR copying 4 bytes from th€lass 1 EtherNet/IPutput assembly to the Internal
Data Space at addre5630.
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CNRO1K - Configuration EI@

General ControlNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Oftset Oftset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
EIP Target ~ | Connection 0 ~ 100 Internal ~ 5030 4 Byte to Byte |~ |None ~
~ ~

[ ~

Figure6.3 ¢ Internal Mapping fronEtherNet/IPto IDS

The ControlNet Router then uses the data from EteerNet/IPOutput assembly (which was
copied to IDS offséi030) to execute a Set Single Attribute to a tar@etntrolNetdevice using
explicit messaging.

CNRO1K - Configuration \EI\EI

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Explicit ControlNet Map (max. of 50 items.)

Input Get Output Set

Device Function Scan Service Class Instance  Atiribute Offset Length Offset Length Data Type Static Value
L85E . Get ~ A v (0x00 0x0001 1 1 2000 2 0 0 0
L85E jd Get ~ A v 0x00 0x0001 1 7 2002 12 0 0 0
PF70C . Get ~ A v (0x00 0x0001 1 7 2015 32 0 0 0
0OB1612 v Custom v A v (OxO1 0x0001 1 0 2100 2 0 0 0
| acnR | st [+ ~ 0:408 1 4 | sos0 | 4 ’
e a ~ ~ ~

Figure6.4 ¢ Explicit Messaging Set Function from IDS t@ontrolNetdevice

In the next example below, the ControlNet Router is receiving data frQordrolNetdevice
using a Get ExpliditnscheduledControlNetmessage and saving the data at IDS oft€atQ

CNRO1K - Configuration E@

General ControlNet ControlNet Devices ControlNetMap  EtherNel/IP Devices  EtherNel/IP Map Modbus Modbus Auxiliary Map Internal Map Advanced

Explicit ControlNet Map (max. of 50 items.)

Input Get Output Set

Device Function Scan Service Class Instance  Attribute Offset Length Offset Length Data Type Static Value
L85E i Get v A v 0x00 0x0001 1 1 2000 2 0 0 0
L85E b Get v A ~ | 0x00 0x0001 1 7 2002 12 0 a a
| pFroc v Get | v| A |~ 0x00 | 0x0001 1 1| eo0 | 2 0 0 0 |
0B1612 ~ | Custom v A ~ | Ox01 0x0001 1 0 2100 2 0 a a
A-CNR i Set i i 0x409 1 4 5030 4
~ ~ ~ ~

Figure6.5 ¢ Explicit Messaging Get Function fronControlNetdevice to IDS

The ControlNet Router will then map the received data at IDS df¥&dto the EtherNet/IP
Input Assembly being sent back to the Logix controller.

CNROTK - Configuration =N En
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetfIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit A Destination Destination Destination .
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offsat Count Copy Function Reformat
EIP Target ~ | Connection 0 ~ 100 Internal ~ 5030 4 Byte to Byte |~ |None
I\nlernnl ~ 6070 EIP Target ~ | Connection 0 M 50 2 Byte to Byte ' |None M I
~ ~

23 ~

Figure6.6 ¢ Explicit Messaging Internal Mapping from IDS tBtherNet/IP
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6.3. CONTROLNBRIDGE

When operating in Bridge Mode, the@NR will allow ControlNet 10 to be connected to the
Logix Controller via the-BNR Aden Profile (AOP)The ControlNet 10 wilbe scheduled
dynamically as the connections are established.

4 .[1/O Configuration
4 B9 1756 Backplane, 1756-A10
[ [0] 1756-L85E L85EV33Red
4 f] [2] 1756-EN2TR eth0
4 g5 Ethernet
B 1756-EN2TR eth0
4 | A-CNR CNRO1
4 = ControlNet
1 A-CNR CNRO1
il 2 PowerFlex 70-C pf70c
4 53 1794-ACN15/C ACNO1

4 9 FlexBus
9 (0] 1794-1B10XOB6/A AQT
S [1] 1794-1B16/A A2
9 (2] 1794-0OW8/A AD3
9 (3] 1794-0E4/B AD4
9 (4] 1794-1B16/A AOS
&9 (5] 1794-1A8/A A6
&9 (6] 1794-1B8/A AO7

4 f] 41756-CNB/E CNBO1

4 B39 1756 Backplane, 1756-A17
i [0] ILX56-PBM BO1
il [1] 1756-0W16l BOZ
il (2] 1756-04A161 BO3
B [3]1 1756-0A16]1 BO4

Figure6.7 ¢ ControlNet Bridge Mode ControlNet 1O

The ACNR AOPIlvalso allow the user to parameterigontrolNet 10 (e.g., PowerFlex drive)
vin Studio 5000 the AOP of the respective ControlNet 10.

B Wodue Properie pi0: Gowertion7o-< 2000 [
pf70c

| Owrview

Connection

[

Parameters

i . = =] Type: PowerFlex 70 Peripherals
Diagnostic Items -

Name: pf70c 1 - 20-HIM-xx SER B
Faults / Alarms
- Drive Rating: 400V  5.0A 5 - 20-COMM-C ControlNet
Device Info
Wizards Revision: 2.009 Edit peripherals...
Address Address: 2
Poer Electronic Keying: Compatible Module

'_._:;‘-.‘ Device Definition
=

»

Device Status Feedback : 0.0 Hz Status : Faulted Fault details...

v
¥

Figure6.8 ¢ ControlNet Bridge Mode ControlNet 10 Parameterizat Overview
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B Mot propariee: oo Genarexo-c 2000 [

pf70c
QOverview
conmection Parameters
All Pots » Fier Value 2. @ 9

Diagnostic ltems

Faults / Alarms Port # Name Value Units Internal Value  Default Min Max

Device Info 0 Output Freq 00 |Hz 0 -400.0 -400.0 400.0 l:l

Wizards 0o |2 Commanded Freq 0.0 [Hz 0 -400.0|  -400.0 4000 | [ |

Address 0 |3 |OutputCurrent 0.0 | Amps 0 00 00| 32767 |[=]
0 4 Torque Current 0.0 | Amps 0 -819.2 -819.2 819.2 l:l
0 5 Flux Current 0.0 | Amps 0 -819.2 -819.2 819.2 l:l
0 6 Output Voltage 0.0 | VAC 0 0.0 0.0 600.0 l:l
0 7 Output Power 0.0 | kW 0 00 0.0 2400.0 lIl
0 8 Qutput Powr Fctr 0.00 0 0.00 0.00 1.00 l:l
0 9 Elapsed MWh 3.2 | MWh 32 0.0 0.0 429496... || .|
0 10 | Elapsed Run Time 04 | Hrs 4 0.0 0.0 429496... El
0 1 MOP Frequency 0.0 | Hz 0 -400.0 -400.0 400.0 El
0 12 DC Bus Voltage 287.3 | VDC 2873 0.0 0.0 32767 El
0 13 DC Bus Memory 287.3 | VDC 2873 0.0 0.0 8192 El
0 16 Analog In1 Value 0.000 | volt 0 -32.767 | -32.767 32.767 El
0 17 Analog In2 Value 0.000 | volt 0 -32.767| -32.767 32767 El

Figure6.9 ¢ ControlNet Bridge Mode ControlNet IO Parameterizath Parameters

6.3.1. PLC3ODATAEXCHANGE

When operating in bridge mode, the@NRcan be used to integrate PLC5 10 into Logix over
ControlNet.

@ NOTEAdding and communicating witRLC5 IG@rom the Logix environment
via the ACNRis done in the exact same waywken using a traditional 1756
CNB ControlNet bridge.

The PLC5 10 Rack can be addetiedControlNet 1O tree in Logix (under theCAIR). This can
be done either manually dry module discovery when online in Studio5000 (as shown below).

i > 1 X
Sansdlley Qs # | Module Properties Report: CNROT (1771-ACNR15 2.1) =5
-1 A-CNR CNRO1
‘ )-8 ControlNet General Connection Module Info
; 1 A-CNR CNROT Type 1771-ACNRT5 1771 ControlNet Adapter, Redundant Media
2 PowerFlex 70-C PF70C I Vendor Rockwell Automation/Allen-Bradley
; I -9 91771-ACNR15 ANCR15 | Name BnCR1S Node: 22
=] Module Defined Tags Description: Input Size: 16 S| (16-biy
ANCR15:]
ANCR15-0 Output Size: 16 = (16-bit)
Description
Status Running Comm Format Rack Optimization
Module Fault
Revision: 2 1= Electronic Keying:  Compatible Keying v
Status: Running Cancel Apply Help
Figure6.10 ¢ PLC5 ControlNet Bridgel771-ACNR15
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Once the 1774ACNR15 isonnected to the Logix controller (via the@NR), the data for
Digital Input/Output modules will appear in the Logix tags for the 1XCNR15.

MName =zla <[ Style Data Type
—ANCRI15 {---1 AB:1771_ACNI15_40Bytes: 10
+ ANCR15:| RackStatus 2§0000_0000_0000_0000_0000_0000_0000_0000|Binary DINT
+ ANCR15:LInputGroupsValid 2$0000_0000_0000_0000_0000_0000_0100_0000|Binary DINT
—ANCRI15:.Data {...}|Binary INT[16]
+ ANCR15:| Data[0] 2§0000_0000_0000_0000|Binary INT
+ ANCR15:1.Data[1] 2$0000_0000_0000_0000|Binary INT
+ ANCR15:|Data[2] 2§0000_0000_0000_0000 Binary INT
+ ANCR15:| Data[3] 2§0000_0000_0000_0000|Binary INT
+ ANCR15:1.Data[4] 2$0000_0000_0000_0000|Binary INT
+ ANCR15:|.Data[5] 2§0000_0000_0000_0000 Binary INT
+ ANCR15:| Data[6] 2§0000_0000_0000_0010|Binary INT
+-ANCR15:.Data[7] 2$0000_0000_0000_0000|Binary INT
+ ANCR15:|.Data[8] 2§0000_0000_0000_0000 Binary INT
+ ANCR15:| Data[9] 2§0000_0000_0000_0000|Binary INT
+-ANCR15:1Data[10] 2$0000_0000_0000_0000|Binary INT
+ ANCR15:|Data[11] 2§0000_0000_0000_0000 Binary INT
+ ANCR15: Data[12] 2§0000_0000_0000_0000|Binary INT
+ -ANCR15:1Data[13] 2$0000_0000_0000_0000|Binary INT
+ ANCR15:| Data[14] 2§0000_0000_0000_0000 Binary INT
+ ANCR15:| Data[15] 2§0000_0000_0000_0000|Binary INT
—"ANCR15:0 flecol AB1771_ACN15_32Bytes:0:.0
—ANCR15:0.Data {...}|Binary INT[16]
+ ANCR15:0 Data[(] 2§0000_0000_0000_0000|Binary INT
+ -ANCR15:0.Data[1] 2$0000_0000_0000_0000|Binary INT
+ANCR15:0.Data[2] 2§0000_0000_0000_0000 Binary INT
+ ANCR15:0 Data[3] 2$0000_0000_0000_0000|Binary INT

Figure6.11¢1771-ACNR1% Input/ Output assembly for status ardigital Input/Outputs

A Block Transfer Read/Write will be used in Logigxchange data with 1771 Analog Cards
(e.g., 1774FE) AMSG instruction will be used in Logix with a Message Bypek Transfer
Reador Block Transfer Write

trigBTR
0 — F Message —CEN
Message Control msgBTR .| HCDND—
—CERD—
trigBTR.
U
Figure6.12¢1771 Analog CardsMSG instruction
NOTEBefore the Block Transfer Read/Write cansbecessfully executed, the
1771-ACNR15 ControlNet bridge will need tave a Scheduled ControlNet

connection with the ACNR module (i.eit will need to be connected in the
Logix 10 tree to the Logix controller under th€€AR).
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Message Configuration - msgBTR X
Configuration®™ Communication® Tag

Message Type: Block Transfer Read [v

Mumber Of Elements: 20 E

Destination Element  IFE1771_52 DATA v New Tag..
J Enable 2 Enable Waiting 2 Start 2 Daone Done Length: 0
2 Error Code: Extended Error Code: [:] Timed Qut *
Error Path:
Error Text

OK Cancel Apply Help

Figure6.13¢1771 Analog CardsMessage Type

Thepath to the1771-ACNR15 can either be entered manually or by browsing for the device
under the ACNR in the Logix 10 tree.

Message Configuration - msgBTR X

Configuration* Communication® Tag

o Path: Browse...
B | Message Path Browser X
Broadcast e
Module Address . Path:  ANCRI15
RIO Channel: ‘A ~ ANCR15
© ControlNet Group: 0 ZI (=4 1/ Configuration

-2 1756 Backplane, 1756-A10

Connected BCache Connections E| ﬂ [1] 1756 EN2TR Eth2
&= Ethemet
= A-CNRCNROT
| & ControlNet
J Enable J Enable Waiting 0 Start 2 Done e

1 1A-CNRCNRO1

O Error Code: Extended Error Code: 8§ 2PowerFlex 70-C PF70C
8 61756-CNBJE cnb06

Error Path:

g H:l 9 1771-ACNR15 ANCR15[
Error Text

oK Cance

; oK Cancel HEIp

Figure6.14¢1771 Analog CardsPath to 1771ACNR15
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Once the Path has been setup to the 17ACNR15 ControlNet bridge, the Slot will need to
be selectedThe Slot will be thearget1771 Analog Carir the message exchangeote that
the first slot starts at 0).

Message Configuration - msgBTR X

Configuration Communication Tag

o JEIANCR15 Browse...

ANCR15

Broadcast

Module Address

{(_JRID ‘A 0 =
© ControlNet N % Slot 0 =
Connected Cache Connections & Large Connection
) Enable ) Enable Waiting ) Start 2 Done Done Length: 0
) Error Code: Extended Error Code: C] Timed Qut *
Error Path:
Error Text

l OK Cancel Apply Help

Figure6.15¢1771 Analog CardsSlot of the Analog Card

NOTE:Only oneBlock Transfer Read/Write per 1771 Analog Card can be
executed at a time. Multiple simultaneo®SG instructions to the same 1771
Analog Card will result in some of the MSG instructions failing.

6.4. ETHERNET/IP TARGET

A controller(e.g. Logix controllean own the ControlNet Router ov&therNet/IPusing a
Class 1 EtherNet/IBonnection when the ControlNet Router is operating asEtherNet/IP
target. This will allow the ControlNet Router to exchange data with the controller using the
input and output assembly of th€lass 1 EtherNet/IEonnection.

6.4.1. Q.Asq CONNECTION

When the module useEtherNet/IP(as a Target)he Logix controller will establish a cyclic
Class 1 EtherNet/IPommunication connection with the ControlNet Routén input and
output assemblys exchanged at a fix interval (RPI1). The UDTs provided will convert the input
and output arrays into tagpased assemblies. Refer to the additional information section in
this document for the input and output UDTSs.
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6.4.1.1. INPUT ASSEMBEYKERNET]}IP

The following parameters are used in the input assenobiyne module when using the UDT
AparianCNEInput.

Parameter Datatype | Description
GeneralStatus SINT Bit 0¢ Configuration Valid
Bit 1¢ Routing Inhibited
CNetNodeNumber SINT The Node Number of the ControlNet Router on the network.
CNetLedState SINT The current status of the ControlNet LEDs.

ControlNet A LERQBIit0to 3
ControlNet B ED¢ Bit 4 to 7
See the appendix for an explanation of the LED States.

CNetNetMode SINT The current Net Mode of the ControlNet network.

DeviceTemperature REAL The internal temperature of the ControlNet Router module.

MappedData SINT][] The data that can mapped from the Internal Mapping. Can be
to 492bytes.

Table6.3 ¢ EtherNet/IP Targeihput assembly parameters

6.4.1.2. OUTPUT ASSEMBEYHERNET)IP

The following parameters are used in the output assenobiype module.

Parameter Datatype | Description

General Control DINT Bit 0- Inhibit Routing

MappedData SINTJ] The data that is mapped to by the Internal Mapping. Can be u
492bytes.

Table6.4 - EtherNet/IP Targebutput assembly parameters

6.5. ETHERNET/IP ORIGINATOR

The ControlNet Router module can operate as an EtherNet/IP originator. In this mode the
module can exchange data from the ControlNet network with EtherNet/IP devices using
either the input and output assemblies of the Class 1 EtherNet/IP connection tethee or
using explicit (Class 3 or UCMM) EtherNet/IP messag

6.5.1. ETHERIETIPQ.AS9 CONNECTIONS
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In the example below, the ControlNet Router is owned by a Logix controller over ControlNet
while the ControlNet Router is owning some EtherNet/IP 10. The data from the Logix
controller is exchangewith those of the EtherNet/IP 10.

Once the EtherNet/IP Class 1 connections are setup and establishearlgdnternal M@
copying to a EtherNet/IP devicewill be written to the output assembly athe selected
EtherNet/IP device (Originator to Targeh). the Internal Map the user will specify which
device instance is the target and at what offset the data must be written in the output
assembly.

i

éontruILogix@ k
—
ControlNet

Aparian
ControlMet
Router

EtherNet/IP +

PowerFlex® Drive

Project Explorer vax
= & ControlNetRouter Demo3 CNROTEIP - Configuration ==X
-l CNROIEIP (ControlNet Router)

# Configuration

General ControlNet ControlNet Devices ControlNetMap  EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map Intemal Map  Advance: d

Internal Map (max. of 200 items.)

Source Source Source Bit Destination Destination Destination
notance Offent Offaot | Destination Type Count  Copy Function Reformat

Instance. Offset___Bit Offset
||cNet Target | v |connectiono || 20 EIP Originator | FlexOWS v 0 2 Byte to Byte |~ | None ~
EIP Originator | /| FlexlB10x0B6 | v/ 4 CNet Target | v |Connection 0| v/ 0 2 Byte toByte v None v

Source Type

Figure6.16 ¢ Internal Mapping from ControlNet to EtherNet/IP Originator

Any Internal Map copying frormd&therNet/IP devicevill be read from the input assembly of
selected EtherNet/IP device (Target to Originator). In the Internal Map the user will specify
which device instance is the target and at what offset the data must be read from the input
assembly.
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C;antroILogix"’ '

ControlNet ;
H

Aparian

ControlNet
Router
EtherNet/IP
Flex-10% {1794)
L)
PowerFlex® Drive
Project Explorer a1
= £ ConrolNetRouterDema3 CNROTEIP - Canfiguration E=S el o
=l CNRO1EIP (ControINet Router)
# Configuration General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map  Advance d
o Eth onfig
L1 Status Internal Map (max. of 200 items.)
T EventViewer
(- EtherNetIP Gonnect tions Source Source Source  SourceBit [ D‘:s;‘\;v:g:n Destination Destination Copy Funcion Reformat

ourc
1 PF755(192168.1.112) Type Instance Offset Offset Offset  Bit Offset

FlexOWS (192.168.1.113.1.0) CNet Target |~ |Connection 0 | v 20 EIP Originator |+ | FlexOW8 ~ 0 2 Byte to Byte | |None
Il FlexIB10x0B6 (192.168.1.113.1.1)

[EP originator | [FlexBioxoBs v | 4 CNetTarget | v Connection0 v 0 2 Byte to Byte | None M|

Figure6.17 ¢ Internal Mapping from EtherNet/IP Originator to ControlNet

6.5.2. BEXPLICIMESSAGING

When using the EtherNet/IP Explicit Messaging, the user can configurel@BimnerNet/IP
devices which will be used for the Explicit Messaging. This configuration is located in the
EtherNet/IP Devicdab. Following this, the EtherNet/IP Map of explicit messages needs to be
configured. The Explicit Messagumges the internal data space (ID@)ere data can be stored

for exchanges between the explicit EtherNet/IP devices andCibr&rolNet network.

The Input and Output IDS Offset is where the Explicit EtherNet/IP device data will be read
from, or written to. The data in the IDS can th@mturn, be copied to or from the ControlNet
network using the Internal Map in the configuration.

In the below example, the ControlNet Router is receiving data from a Logix controller on
ControlNet, copying 4 bytes from the Scheduled ControlNet Output assembly to the Internal
Data Space at address 4080.
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CNROTEIP - Configuration =8 =h <"
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items_)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offsat Destination Type Instance Offsat Bit Offset Count Copy Function Reformat
CNet Target ~ | Connection 0 ~ 100 Internal b 4080 4 Byte to Byte |~ |None ~
[ o v o

Figure6.18 ¢ Internal Mapping from ControlNet to IDS

The ControlNet Router then uses the data from the ControlNet Output assembly (which was
copied to IDS offset 4080) to execute a Set Single Attribute to a target EtherNet/IP device
using explicit messaging.

CNRO1EIP - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNetfIP Devices EtherNeyIP Map  Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit EtherNet/IP Map (max. of 50 items.)

Input Get Qutput Set

Device Function Scan Service Class Instance  Attribute Offset Length Offset Length Data Type Tag / Static Value
PLX51-DLP |~ Get vA ~ | 0x00 0x0001 1 7 4000 10 0 0 0
L75 ~| ReadTag v | A ~ | Ox00 0x0000 0 0 4020 0 0 0 AO16Flag[1]
PLX51-DNPM  ~ Get ~ A ~ | Ox00 <0001 1 7 4040 10 ] 0 0
L75 ~ | Write Tag |~ | A ~ 0x00 0x0000 0 a a 0 4060 1 AbsPTPOffset
PLX51-DLP |~ Set vA ~ | 0x00 0x0409 1 4 0 0 I 4080 I 4 0
o ~ ~ ~ v

Figure6.19 ¢ Explicit Messaging Set Function from IDS to EtherNet/IP device

In the next example below, the ControlNet Router is receiving data frorktherNet/IP
device using a Get Explicit EtherNet/IP message and saving the data at IDS offset 4040.

CNROTEIP - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNetfIP Devices EtherNeyIP Map  Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit EtherNet/IP Map (max. of 50 items.)

Device Function Scan Service Class Instance  Attribute gf:):ett LSnZ‘th %‘#g:: Lesneg;th Data Type Tag / Static Value
PLX51-DLP |~ Get vA ~ | 0x00 0x0001 1 7 4000 10 0 0 0
L75 ~| ReadTag v | A ~ | O0x00 0x0000 0 0 4020 0 0 0 AO16Flag[1]
|Pxs1-DnPM v | Get v A v 0x00 | 0x0001 1 7 | 4040 | 10 0 0 0 |
L75 ~ | Write Tag |~ | A ™ 0x00 0x0000 0 a a 0 4060 1 AbsPTPOffset
PLX51-DLP |~ Set vA ~ | 0x00 0x0409 1 4 0 0 4080 4 0

Figure6.20 ¢ Explicit Messaging Get Function from EtherNet/IP device to IDS

The ControlNet Router will then map the received data at IDS offset 4040 to the ControlNet
Input Assembly being sent back to the Logix controller.

CNROTEIP - Configuration =8 =h <"
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items_)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offsat Count Copy Function Reformat
CNet Target ~ | Connection 0 ~ 100 Internal ~ 4080 4 Byte to Byte |~ |None
Internal ~ 4020 CNet Target ~ | Connection 0 ~ 50 10 Byte to Byte |~ | None ~ I
b ~ ~ ~

Figure6.21 ¢ Explicit Messaging Internal Mapping from IDS to ControlNet
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6.6. MODBUS TCP MASTER

When theControlNet Router has the Ethernet Modet to ModbusTCPMaster, then the
ControlNet datacan be mapped to and from configurable internal Modbus Registsirsg
the Internal Map

The internal Modbus Registers are then asynchronously exchanged with up to 20 Modbus
devices as configured in the Modbus Auxiliary Map. In this mapping the usexchange
(read or write)databetweenthe internal Modbus Registeemnda remote Modbus device.

In the example below th&€ontrolNet Routemwith the Ethernet Modeset to ModbusTCP
Master will read multiple Modbus Holding Registers from a Modbus Slave device and then
map the received data to a ControlNet Input assembly where the module ControlNet Mode
is set to Target

ControILogiﬁ*

ControlNet '\

Aparnan
ControlNet
Router

Modbus TCP

I =

Modbus Slave Modbus Slave

Figure6.22 ¢ Modbus Master taControlNet operation

For this example the user will configure the Modbus Auxiliary Map to read data from a
Modbus Slave device. TkmntrolNet Routewill request data from Modbus Holding Register

nnnn 6FNRY GKS SEGSNYyLrt az2Rodza {fI @S0 |yR &N
Register 3000.

CNROTEIP - Configuration E@

General ControlNet ConfrolNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Modbus Auxiliary Map (max. of 100 items_)

Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
3 Read b HR ~ 3000 10 4000 192.168.1.212 5 None
~
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Figure6.23 ¢ Modbus Master Aux Mapping

Next thedata saved in the internal Modbus RegisteMB® Holding Register 3000 is mapped
to the ControlNet Scheduled Target connection input assembly with offset 50

CNROTEIP - Configuration El@

General ControlNet ControlNet Devices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Advance d

Internal Map (max. of 200 items.)

Source Source Source Bit Destination Tyne Destination Destination Destination Count Copy Function Reformat
Instance Offset Offset b3 Instance Offset Bit Offset Py

MB Register ~ |HR ~ 3000 CNet Target ~ |Connection 0 ~ 50 20 Byte to Byte | None v

1~ ~ ~

Figure6.24 ¢ Internal Mapping from Modbus Register to ControlNet

NOTEThe user will need to ensure that when writing to f@entrolNetRouter
Modbus Holding Registers that the registers holding data from the device are
not inadvertently overwritten.

6.7. MODBUS TCP SLAVE

When the ControlNet Router has the Ethernet Mode set to Modbus TCP Slave, then the
ControlNet data can be mapped to and from configurable internal Modbus Registers and
offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with a remote Modbus
TCPMaster. The remote Modbus Master can read or write to the configured Modbus
addresses to access ti@ontrolNet data that has been mapped to the Modbus Registers

In the example below th€ontrolNetRouter, with the Ethernet Mode set to Modbus TCP
Slave will have multiple Modbus Holding Registers written from a Modb@$Master and
then map the received data t€ontrolNet IO that is owned with a scheduled ControlNet
connection (when ControlNet mode is Originator)
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E Modbus Master

.

Modbus TCP

| Ll
g
<]

Aparian
ControlNet
Router
ControlNet +

" T ] Fa Fes0
= (P § T

e Flex-10® (1794)

b

?

PowerFlex® Drive

Figure6.25 ¢ ModbusTCPMasterto ControlNet IGoperation

For this example the remote ModbUO<RViaster will write data to Modbus Holding Register
4000 in theControlNet RouterThe ControlNet Router will map the received Modbus data (at
Holding Register 4000) to the output assembly of ControlNe(HE@xOW8)eing owned
(using Scheduled ControlNet) by the ControlNet Router.

CNRO1K - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auwxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Type Destination Destination Destination Count Copy Function Reformat
Instance Offset Offset P Instance Offset Bit Offset Py

b |MB Register ~ HR ~ 4000 CNet Originator |~ | FlexQWaI ~ 0 By‘le to Byte ~ None ~

~ ~ w

Source Type

Figure6.26 ¢ Internal Mapping from Modbus Register to ControlNet 10

NOTEThe user will need to ensure that when writing to t@entrol Router
Modbus Holding Registers that the registers holding data from the device are
not inadvertently overwritten.

6.8. FTVIEW / PANELVIEW INTERFACING

The ControlNet Router can exchange data with a PanelView using a Scheduled ControlNet
connection. The data being exchanged can then be accessed from a PanelView HMI by using
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PLC5 emulation.

This ControlNet Router is scheduled using RSNetWorx for ControlNet (see SzxnttoniNet
Configuration¢ RSNetWorxXor a detailed explanation on how to schedule the ControlNet
Router over a ControlNet network).

The data in theMappedDatatags (see the Logix Operation section) in the Logix input and
output assembly of the ControlNet Router is used by the ControlNet Router to provide PLC5
Type Files that can be accessed from the PanelView by using the PLC5 driver. The sizes
configured in Site for the input and output assemblies will be used to provide the correct
size PLGBype Files which the PanelView can access (see s&diiew Configuratign

PanelView / FTView Operation Integer Float
Read Data N9 F10
Write Data N7 F8
Read Diagnostics N11

Table6.5 ¢ PLC5 Emulation Data FBemmary

6.8.1. PANEMEWREADINAATAFROMLOGIX

The PanelView will read N9 when accessing integer values from Logix and F10 when accessing
floating/real values. The data being written from the Logix Controller tailappedDatatag

of the Output Assembly UDT will be copied to both file N9 and F10, but in N9 the data is
formatted for integers while in F10 the data is formatted for real values. Below is a diagram

of the PanelView reading data from the Logix Controller over ScheadidatrolNet using the

PLC5 emulation.
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PanelView
Plus

AA. A AR A A0
rrrrrrel
IT1T1IInl
1 g = 1 1 ¥ g

HMI Read N9/F10
from ControlNet Router
using PLC5 driver

Ethernet

N9 F10
Copy to DF1 Files

Output Assembly:
MappedData

ControlNet

0
ooo
ooo
n
o
[

()
It}
I
I
It}
L

ControlLogix

Figure6.27 ¢ PanelView reading Logix data over Scheduled ControlNet
6.8.2. PANEMEWWRITINDATATO LOGIX

The PanelView will write to N7 when sending integer values to Logix, and F8 when sending
floating/real values. The data being read by the Logix Controller frorividmpedDatatag of

the Input Assembly UDT will be copied from both file N7 and F8 respectively, but in N7 the
data is formatted for integers, while in F8 the data is formatted for real values. Below is a
diagram of the PanelView writing data to the Logix Controllesrdcheduled ControlNet
using the PLC5 emulation.
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PanelView
Plus

HMI Write N7/F8
to ControlNet Router
using PLC5 driver

mon e H

Ethernet

N7

F8

Copy from DF1 Files

l

Input Assembly:
MappedData

l

ControlNet

Figure6.28 ¢ PanelView writing Logix data over Scheduled ControlNet
6.8.3. PANEMEWREADINGIAGNOSTIDATA FRONMIONTRONETROUTER
The PanelView will read N11 when accessing diagnostics information from the ControlNet

Router. See th®iagnostic Dataection for the format of the diagnostic data. The data will
be read similar to the above section where the PanelView will read the Logix data using the

PLCS5 driver emulation.

ControlLogix
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6.9. INTERNAL DATA SPACE (IDS)

The ControlINeRouterStatus and Control can be mapped to a specific Internal Data Space
register offset. The Internal Status Offset Start is the address in the IDS where the module
status will be written to. The Internal Control Offset Start is the address in the IDS wiere th
module control will be read from.

CNROTK - Configuration ==X
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map Advanced
ControlNet
ControlNet Channels A Only ~
Nods Address
Message Pass-through Timeout 1000 [10-5000] ms
Internal Status Offset Start lIl
Internal Control Offset Start
Enable ControlNet Keeper
Force Run Mode
Ok Apply Cancel Help

Figure6.29 ¢ Internal Status and Control Offset

6.9.1. INTERNABTATUS

The Internal Status structure is shown below.

Field Byte Offset Par;ir;eeter 1[_)5;2 Description

Uptime 0 4 DINT \1/'\,22 r;t;vmv:reerdozz-econds since the modul

DateYear 4 2 INT | The module UTC Year.

DateMonth 6 1 SINT | The module UTC Month.

DateDay 7 1 SINT | The module UTC Day.

TimeHour 8 1 SINT | The module UTC Hour.

TimeMinute 9 1 SINT | The module UTC Minute.

TimeSecond 10 1 SINT | The module UTC Second.

DeviceTemperature 11 4 REAL | Current temperature of the device iC.

HardwareMACaddress 15 6 SINT[6]| The MAC address of the module.
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Ethernet Portl Status 21 1 SINT | Status of Ethernet Port 1.
0¢ The Link is down
Link Up 21.0 - BIT
1¢ The Link is up
Ethernet Port2 Status 22 1 SINT | Status of Ethernet Port 2.
0¢ The Link is down
Link Up 22.0 - BIT
1¢ The Link is up
DLRStatus 23 1 SINT | DLRStatus when DLR enabled
0 ¢ Disabled
Enabled 23.0 - BIT
1 ¢ Enabled
O¢Linear
Topology 231 - BIT )
1 ¢ Ring Topology
0¢ Normal
Status 23.2 - BIT
1 ¢ Fault
NTPStatus 24 1 SINT | NTP Status when NTP is enabled
0¢ Disabled
Enabled 24.0 - BIT
1 ¢ Enabled
. 0¢ Not Locked to a NTP Server
Connection to Server 24.1 - BIT
1¢Locked to a NTP Server
Firmware Major Rev 25 1 SINT | Application Firmware Major Rev
Firmware Minor Rev 26 1 SINT | Application Firmware Minor Rev
Firmware Micro Rev 27 1 SINT | Application Firmware Micro Rev
Module Status 28 2 INT | General Module status
Config Valid 28.0 - BIT The configuration in the module is valid
Routing Inhibited 28.1 - BIT Routing has been inhibited
EtherNet/IP communication is ok when the
EIP Originator Comms Ok 28.2 - BIT module is configured as a EtherNet/IP
Originator.
Modbus communication is ok when the modt
ModbusCommunication Ok 28.3 - BIT is configured as a Modbus Master or Modbus
Slave.
ControlNet communication is ok when the
QNet Originator Comms Ok 28.4 - BIT module is configured as a ControlNet
Originator.
Indication that the module is owned by a
EtherNet/IPOwned 28.5 - BIT EtherNet/IP originator when the module is
operating as a EtherNet/IP target.
ControlNetOwned 28.6 _ BIT Indication that the module is owned by a
ControlNet originator when the module is
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operating as a ControlNet target.

The module ControlNet Keeper functionality

ControlNetKeeper Active 28.7 - BIT has been enabled and is active.
When the module has the Keeper functionali
ControlNetkeegr CRC Mismatch 290 ) BIT enabled and another Keeper is active with a

signature that does not match the local
module.

Table6.6 ¢ IDSStatus Regiser Format
6.9.2. INTERNACONTROL

The Internal Control structure is shown below.

. Byte | Parameter| Data .

Field Offset Size Type Description
The mode of the connection when th
module is operating as a connection

_ o originator (EtherNet/IP or

Connection Originator Run Mod¢ 0 1 SINT ControlNet).
0 ¢ Program Mode
1¢ Run Mode

Table6.7 ¢ IDS Control Regiser Format
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/. DIAGNOSTICS

7.1. LEDS

The module provides three LEDs for diagnostics purposes as shown in the front view figure
below. A description of each LEDgiven in the table below.

Figure7.1 ¢ ControNet Router front view

LED Description
Ok The module LEWill provide information regarding the systelavel operation of the
module.

If the LED iged, then the module is not operating correctly. For example, if the moc
application firmware has been corrupted or there is a hardware fault the module
have a red Module LED.

If the LEDs briefly flashing red and then returning to either flashing green or sol
green,then there is a duplicate IP address on the Ethernet network similar to the
the local module

If the LEDs green (flashing) then the module has booted and is running correc
without any application configuration loaded.
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If the LEDs green (solid) then the module has booted and is running corregtith
application configuration loaded.

A/B The Ethernet LEWIll light up when an Ethernet link has been detected (by pluggin
a connected Ethernet cable). The LED will flash every time traffic was detected.

This module has two Ethernet ports A and B. Each LEDs represents each specil

Act TheAct LED shows theouting activity for the module Every time there is message
being exchanged witkither the ControlNet or Ethernet networkhe LED will flast
green.If there was any mapping or exchange issue, the LED will flash red.

cA/cB The status of the ControlNet link. See the appendix for details on the ControlNe
status.

Table7.1 - Module LE®peration

7.2. MODULE STATUS MONITORING IN SLATE

The ControNet Routerprovides variousstatisticswhich can assist with module operation,
maintenance, and fault finding. The statistics can be accessed in full bpSleiag the web
serverin the module.

¢t2 @GASE GKS Y2RdzZ SSkieendironméntzhe nogule inésSbe bnlide. NA |y
the module is not already Online (following a recent configuration download), thencigpht
on the module and select théo Onlineoption.

Aparian-Slate - ControlNet Router Demo2

File Device Tools Window Help

EE YT+ T ER e

=& ControlNet Router Demo2

|'£| i R0 ontro st Ro - -
-/ Configuration # Configuration
)&= ControlNet Connections ControlNet Scheduler

|| FlexiB16(3.1.0)

| Flexowsl (3.1.1) = (onnection Path
..... I oB16I{2.1.3) Hr Go Online |I
- [ 1B161(2.1.2) ¥ Download
- 0 PF70C (5)
.| oB162(21.1) 1 Upload
Verify Configuration

ol Copy
[+ Export
K Delete

s ControlMet Packet Capture
'L

Figure7.2 - Selecting to Go Online

The Online mode is indicated by the green circle behind the module in the Project Explorer
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tree.

Aparian-Slate - ControlNet Router Demo?2

File Device Tools Window Help
Vel (XA AL

Project Explorer

= & ControlNet Router Dema2

- Configuration
... Ethemnet Port Config
i Status
E Event Viewer
5=&= ControlMet Connections
| FlexIB16(3.1.0)
FlexOWaI (3,1,7)
0B16l{21.3)
IB161 (2,1.2)
PF70C (5)
0B1612(2.1.1)

R J CNRO1K (ControlNet Regyd

y
¢

B O

&

Configuration

ControlNet Scheduler
Connection Path

Ethernet Port Configuration
Verify Configuration

Identity

Status

2= 4|2

Go Offline

Generate Status Report
Internal Register Viewer
ControlMet Packet Capture
Modbus Packet Capture

[l

Figure7.3 - Selecting online Status

The Status monitoring window can be opened by either dowhitking on theStatusitem in
the Project Explorer tree, or by righticking on the module and selecti&gatus The status
window contains multiple tabs to display the current status of the module.

7.2.1. GENERAL

The General tab displays the general status for the local ControlNet Router module.
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| CNRO1 - Status

General ControlNet Statistics Bridge Connections Bridge Failures  EtherNey/IP Originator CIP Statistics EthemetClients TCP /ARP

EtherNet/IP Owned MAC Address 00:60:35:36:91:72 Bridge Connections III

EtherNet Originator nfa Firmware 1.001.014 Bridge Utilization (Avr)
Modbus Status nfa Up Time 1d - 03:18:33 Bridge Utilization (Peak)

ControlNet Owned /a Temperature 244

=
o

ControlNet Originator Bridge Processor Scan 250us
ControlNet Keeper Ethernet Port 1
ControlNet Schedule Ethernet Port 2
ControlNet Node Ethernet DLR Linear

ControlNet State Attached Online NTP Status Disabled

T8

ControlNet LEDs DIP Switches SW1 - Safe Mode Il
© channelA SW2 - Force DHCP Il
() channelB SW3 - Block Config Change E

SW4 - Fixed IP Address | Off |

Figure7.4 - Status monitoring; General
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The General tab displayisd following general parameters:

Parameter

Description

EtherNet/IPOwned

When the module is configured an EtherNet/IP Target, this wil
indicate if the module is owned bynaEtherNet/IP connection
originator.

EtherNet/IP Originator

When the module is configured as BtherNet/IP Originator, this
will show if all the Class 1 and Explicit Message connectior
EtherNet/IP target devices are established and returning v
data.

ModbusStatus

When the module is operating as Modbus TCP Slayethis
parameter will indicate that the module has received a ve
Modbus request within the Modbus inactivity time.

When the module is operating as Modbus TCP Masterthis
parameter will indicate that all the mapping items in the Modb
Auxiliary Mapare executing correctly.

ControlNet Owned

When the module is configured as a ControlNet Target, this
indicate if the module is owned by a ControlNet connecti
originator.

ControlNet Originator

When the module is configured as a ControlNet Originator,
will show if all the Scheduled and Unscheduled Explicit Mes:
connections to ControlNet target devices are established .
returning valid data.

ControlNet Keeper

When the module has th&nabled ControlNet Keepset in the
ControlNet parameters, this parameter will show if the modi
has valid ControlNet Keeper configuration data saved and if
active.

ControlNet Schedule

When the module is a ControlNet Originator and has Control
10 in theControlNet Connectiorigee in Slatethis parameter will
indicate if a valid ControlNet scheduled has been downloade
the module.

ControlNet Node

The current ControlNet node number.

ControlNet State

This is the Net Mode of the ControlNet network. See the appel
for more details.

ControlNet LEDs

The current status of the ControlNet LEDs. See the appendi
more details.

MAC Address 5AaL)trea GKS Y2RdzZ SQa dz/Aljdz
Firmware ¢KS @GSNBAAZ2Y 2F GKS Y2RdzZ SQa
Up Time Indicates the elapsed time since the module was powerpd
Temperature The internal temperature of the module.

Processor Scan

¢CKS FY2dzydi 2F GAYS OYAONRaA
processor in the last scan.

Ethernet Port 1/2

This is the status of each Ethernet port.
Down
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The Ethernet connector hasot been successfully connected t
an Ethernet network.

Up

The Ethernet connector has successfully connected to an Ethe
network.

Mirror Enabled

The Ethernet port is mirroring the traffic on the other Etherr
port.

Ethernet DLR (Device Level Ring)

The status of the Ethernet DLR.
Disabled
Device Level Ring functionality has been disabled.

Linear

The DLR functionality has been enabled and the Ethernet net\
architecture is linear.

Ring¢ Fault

The DLR functionality has been enabled and the Ethernet net
architecture is ring, but there is a fault with the network.

Ringg Ok

The DLR functionality has been enabled and the Ethernet net\
architecture is ring and is operating as expected.

NTP Status

The status of the local NTP Client.
Disabled
The NTP time synchronization has been disabled.

Locked

NTP time synchronization has been enabled andntivelule has
locked onto the target time server.

Not Locked

NTP time synchronization has been enabled andntteglule has
not locked onto the target time server.

DIP SwitchPosition

The status of the DIP switches when the module boatpd

Note that this status will not change if the DIP switches are alte
when the module is running.

Bridge Connections

When the module is operating asCantrolNet Bridge this will be
the number of connections the Logix Controller has establis
with the ControlNet 10 via the-&NR.

Bridge Utilization (Avr)

When the module is operating asCantrolNet Bridge this will be
the averageControlNet Utilization.
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Bridge Utiization (Peak) When the module is operating asCantrolNet Bridge this will be
the peak ControlNet Utilization.

Table7.2 - Parameters displayed in the Status Monitorm@eneral Tab
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7.2.2. CONTRONETSTATISTICS

The ControlNet Statistics tab displays the statistics associated with the ControlNet
communication network

| CNRO1 - Status \E\@

5| PCCC Statistics Map Statistics Map Success Counts  EtherNet/IP Originator CIP Statistics Ethemet Clients  TCP / ARP

General |

ControlNet Statistics Clear Counters
Counter Value
CNet RX Packet Count 10 239 487
CNet TX Packet Count 5119 861
CNet Scheduled Tx Count 51198186
CNet Scheduled Rx Count 5119679
CNet Unscheduled Tx Count 45
CNet Unscheduled Rx Count 22

Routed Class 3 Fwd Open
Routed Class 3 Fwd Close
Routed Class 3 Msg
Routed UCMM Msg

oo oo

Figure7.5 - Status monitoring; ControNet Statistics

Statistic Description

CNetRx Packet Count Number of ControlNet packets received.

CNetTx Packet Count Number of ControlNet packets sent.

CNet Scheduled Tx Count Number of Scheduled ControlNet packets received.
CNet Scheduled Rx Count Number of Scheduled ControlNet packets sent.

CNet Unscheduled Tx Count Number of Unscheduled ControlNet packets received.

CNet Unscheduled Rx Count Number of Unscheduled ControlNet packets sent.

Routed Class 3 Forward Open | Number of Class 3 Forward Opens received for routed messaging.

Routed Class 3 Forward Close | Number of Class 3 Forward Closes received for routed messaging.

Routed Class 3 Message Number of Routed Class 3 Messages received.

Routed UCMM Message Number of Routed UCMM Messages received.

Table7.3 ¢ ControNet statistics
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7.2.3. BRIDGECONNECTIONS

TheBridge Connectiongb displays theeonnections establishetb ControlNet 10 from the
Logix Controller via the-BNR

B o - staos [ = s
General ControlNet Statistics Bridge Connections  Bridge Failures EtherNet/IP Originator CIP Statistics EthemetClients TCP | ARP
Bridge Connections Clear Counters
Index Path RPI OT Size TO Size OT Schedule TO Schedule OT Count TO Count
3 9 20 38 42 4 4 37773 37760
4 2 20 10 10 4 4 37778 37769
5 3 20 22 22 4 4 37744 35654
& 4 20 78 142 4 4 39175 39155
7 31,3 80 14 8 16 16 9793 9781

Figure7.6 - Status monitoring; BridgeConnections

Statistic Description

Index The connection index as it was established.

Path The connection path to the deyice. If the connection is directly to the device, only
target ControlNet node will be in the path.

RPI The Requested Packet Interval (RPI) in milliseconds of the connection.

OT Size TheOriginator to Target connection size.

TO Size The Target to Originator connection size.

OT Schedule The Originator to Target schedule.

TO Schedule The Target to Originator schedule.

OT Count The number of scheduled packets sent from the Originator to the Target.

TO Count The number of scheduled packets sent from the Target to the Originator.

Table7.4 ¢ Bridge Connections
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7.2.4. BRIDGEFAILURES

TheBridgeFailuretab displays thdast24 connections failures that have occurred between
the Logix Controller and the ControlNet IO

L] CNROT - Status ==l %"
General ControlNet Statistics  Bridge Connections Bridge Failures EtherNet/IP Originator CIP Statistics EthernetClients TCP /ARP
Bridge Connection Failures Clear
Up Time Path RPI OT Size TO Size OT Sched. TO Sched. Reason
1d - 05:07:.45 3 20 22 22 4 4 Error State
1d - 05:07-48 4 20 78 142 4 4 Error State
1d - 05:07:48 2 20 10 10 4 4 Error State
1d - 05:07:48 4,1,16 1250 502 502 4 4 Error State
1d - 05:07:48 4.1,14 160 502 502 4 4 Error State
1d - 05:07:51 41,0 160 502 502 4 4 Error State
1d - 05:07:51 3 20 22 22 4 4 Error State
1d - 05:07:51 313 a0 14 8 4 4 Error State
1d - 05:07:51 - 1250 0 0 4 4 Error State
1d - 05:07:58 - 1250 0 0 4 4 Error State
1d - 05:07-58 - 1250 0 0 4 4 Error State
1d - 05:07:58 - 1250 0 0 4 4 Error State

Figure7.7 - Status monitoring; BridgeFailures

Statistic Description

Uptime The time since the module was powered on, when the event occurred.

The connection path to the device. If the connection is directly to the device, only

Path target ControlNet node will be in the path.
RPI The Requested Packet Interval (RPI) in milliseconds of the connection.
OT Size The Originator to Target connection size.
TO Size The Target to Originator connection size.

OT Schedule The Originator to Target schedule.

TO Schedule The Target to Originator schedule.

Reason The reason for the connection failure.

Table7.5 ¢ BridgeFailures
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7.2.5. CONTRONETEXPLICIT

TheControlNet ExpliciBtatistics tab displays the statistics associated @iintrolNetDevice
unscheduled explicinapping.

®

_| CNRO1K - Status

NOTEThis tab is onhapplicablewhen the module has the ControlNet mode
set to Originator.

Bl x5

Explicit ControlNet Statistics Clear Counters Explicit ControlNet Devices

Counter Value Device Path Status
Read Successes 1355165 L85E 21,0 Online
Write Successes 0 PF70C 5 Online
Transaction Failures 0 0OB1612 21,1 Online
Transaction Timeouts 79 A-CNR 4 Offline

Callback Id Mismatches
Range Overruns

Length Overruns

0
0
0

Figure7.8 - Status monitoring; ControlNet ExpliciStatistics

Statistic

Description

Read Successes

The number of successful reads from the tarGentrolNetdevice.

Write Successes

The number of successful write to the targedntrolNetdevice.

Transaction Failures

The number of failed reads/writes to the targ€ontrolNetdevice (e.g. error
response).

Transaction Timeouts

The number of times the targ&lontrolNetdevice failed to respond.

Callback Id Mismatches

TheControlNet UnscheduledCMM response does not match the request

Range Overruns

The number of times the returned data length + the input assembly loca
is greater than theMappedDatatag area.

Length Overruns

The number of times the returned data is greater than the configured
length.

Table7.6 ¢ ControlNet ExpliciStatistics
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7.2.6. CONTRONETMAP
TheControlNet Magab displays the success counts for e@dmntrolNetdevice mapped item.

@ NOTEThis tab is only relevant when the module has the ControlNet mode set
to Originator.

B RO tatus =R
General ConfrolNet Statistics ControlNet Explicit ControlNet Map EtherNet/IP Originator  CIP Statistics EthernetClients TCP / ARP

Map Succes Counts

Clear Counters
Device

L85E
L85E
PF70C
OB1612

Function Scan Class Instance Attrib.

Get A (0x0001 1 1
Get 00001

1
Get 0x0001 1
Custom 0x01 (0x0001 1

Successes
339 463
339 462
339 441
339 426

> | > »
o~ o~

Figure7.9 - Status monitoring; ControlNet Map

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.
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7.2.7. PCCCrATISTICS
The PCCC tab displays the Ethernet PCCC statistics.

@ NOTEThis tab is onlgpplicablewhen the module has the Ethernet mode set
to PCCC Client.

L] CNROT - Status ===

Ethemet Clients TCP jARP

General ControlMet Statist

PCCC Statistics

Counter Value
PCCC Connection Requests 3
PCCC Read Requests 43316143

PCCC Write Requests
PCCC Unsupported Cmd
PCCC Unsupported Fnc
PCCC Client Not Found
PCCC Client Max Reached
PCCC File Not Found

- olo o olo o

Current Connections

Figure7.10 - Status monitoring; PCCC Statistics

Statistic Description

PCCConnection Requests | The number of PCCC connection establishment requests received.

PCCRead Requests The number of Read requests received.

PCCQ@Vrite Requests The number of Write requests received.

PCC@nsupportedCmd The number of requests rejected due to an unsupported command.
PCC@nsupported Rc The number of requests rejected due to an unsuppoffigaction code.
PCCClient Not Found The number of requests rejected due to no matching connection.

The number of connection request rejections due to maximum connec

PCCClient Max Reached
count reached.

PCCGEile Not Found The number of requests rejected due to an unsupported PLC file numbe

Current Connections The current number of active connections.

Table7.7 ¢ PCCGtatistics
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7.2.8. ETHERETIPEXPLICIT

The EtherNet/IP Explicit Statistics tab displays the statistics associated with EtherNet/IP
Device explicit mapping.

NOTEThis tab is onlgpplicablewhen the module has the Ethernet mode set
to EtherNet/IP Originator.
L] CNRO1TEIP - Status =N E=n ™
General ControlNet Statistics EtherNet/IP Explicit  EtherNet/IP Map EtherNet/IP Originator Logix CIP Statistics Ethemet Clients  TCP [ ARP
Explicit EtherNet/IP Statistics Clear Counters Explicit EtherNet/IP Devices
Counter Value Device Path Status
Read Successes 125 PLX51-DLP 192.168.1.214 Online
Write Successes 62 L75 1921681710 Offline
Transaction Failures 0 PLX51-DNPM 192.168.1.161 Online
Transaction Timeouts 125
Callback Id Mismatches 0
Range Overruns 0
Length Qverruns 0
Incorrect CIP Data Type 0
Incorrect CIP Tagld 0
CIP Tag Read Successes 0
CIP Tag Write Successes 0

Figure7.11 - Status monitoring; EtherNet/IP Explicit

Statistic Description
Read Successes The number of successful reads from the targdterNet/IPdevice.
Write Successes The number of successful write to the tardetherNet/IPdevice.

The number of failed reads/writes to the targétherNet/IPdevice (e.g. error

Transaction Failures
response).

Transaction Timeouts The number of times the targ&itherNet/IPdevice failed to respond.

Callback Id Mismatches TheEtherNet/IPUCMMor Class 3esponse does not match the request.

The number of times the returned data length + the input assembly loca

R .
ange Overruns is greater than theMappedDatatag area.

The number of times the returned data is greater than the configured

Length Overruns length.

When the Explicit Message Function is a Tag Read/Write, this statisti

Incorrect CIP Data Type increase when the incorrect CIP data type was returned in the response

When the Explicit Message Function is a Tag Read/Write, this statisti

Incorrect CIP Tag Id increase when the incorrect CIP UDT tag ID was returned in the respons
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When the Explicit Message Function is a Tag Read, this statistic will inc

CIP Tag Read Successes when there was a successful Logix Tag Read.

When the Explicit Message Function is a Tag Write, this statistic will inc

CIP Tag Write Successes when there was a successful Logix Tag Write.

Table7.8 ¢ EtherNet/IP Explicit Statistics

7.2.9. ETHERETIP MAP

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device mapped
item.

@ NOTEThis tab is onlgpplicablewhen the module has the Ethernet mode set
to EtherNet/IPOriginator.

_| CNROTEIP - Status \El@

General ControlNet Statistics EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix ~ CIP Statistics EthemetClients TCP /ARP

Map Succes Counts Clear Counters

Device Function

w
o
o
3

Class Instance Attrib_ Successes

PLX51-DLP Get A (0x0001 1 7 333
L75 ReadTag A 00000 0 a 0

PLX51-DNPM Get A 00001 1 7 333
L75 WriteTag A (00000 0 1] 0

PLX51-DLP Set A 0x0409 1 4 333

Figure7.12 - Status monitoring; EtherNet/IPMap

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.
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7.2.10. ETHERNETIP ORIGINATOR

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status and

statisticsfor each configured EtherNet/IP device

@ NOTEThis tab is onlgpplicablewhen the module has the Ethernet mode set
to EtherNet/IP Originator.

| CNROTEIP - Status

EtherNet/IP Originator

Name
PF755 (192.168.1.112)
FlexOW8 (192.168.1.113,1,0)
FlexlB10xOB6 (192.168.1.113,...

= E

Clear Counters.

Fwd Open Fwd Close Timeout Tx Count Rx Count Status
3 a 1 7 452 7547 Connected
9 1] 8 72251 72904 Connected
4 1] 1 14514 14 953 Connected

Figure7.13 - Status monitoring; EtherNet/IP Originator

Statistic

Description

Status

The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic communi
Offline

The device it offline and not connected
Various response faults

If the connection parameters entered are not correct, then generally the tai
device will reply with the specific reason for the connection rejémtexample:

Ownership Conflict

Connection In Use Or Duplicate Forward Open

Class 1 Originator Statistics

Forward Open Count

The number of Class 1 Forward Open (connection establishment) message
to this device.

Forward Close Count

The number of Class 1 Forward Close (connection termination) messages ¢
received from this device.
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Connection Timeouts | The number of this connection was closed due to timeouts.

Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Table7.9 ¢ EtherNet/IP Class 1 status and statistics
7.2.11. LOGIX

The Logix tab displays the Logix statistics for the explicit EtherNet/IP Tag Read/Write message
instructions.

@ NOTEThis tab is only relevant when the module has the Ethernet mode set to
EtherNet/IP Originator and Logix Tag Read/Write functions are being used in
the EtherNet/IP Explicit Message Map.

1| CNROTEIP - Status =B S
General ControlNet Statistics EtherNeyIP Explicit EtherNeyIP Map EtherNeyIP Originator Logix CIP Statistics EthemetClients TCP | ARP
Logix Statistics Clear Counters
Counter Value

Current Connections

Connection Failures

1
1
Tag Not Exist Errors 4]
Privilege Violations o]
Tag Reads 0
Tag Writes a
ENIP Retries a
ENIP Failures a
General Access Errors o]
Figure7.14 - Status monitoring; Logix Statistics
Parameter Description
Current Connections The number of current open class 3 connections.
Connection Failures The number of failed attempts at establishing a class 3 connec
with a Logix controller.
Tag Not Exist Errors The number of tag read and tag write transactions that failed «
to the destination tag not existing.
Privilege Violations The number of tag read and tag write transactions that failed «
to a privilege violation error.
Note: This may be caused by tliexternal Accesproperty of the
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Logix tag being set to eithé&oneor Read Only

Tag Reads The number of tag read transactions executed by the Control
Router module.

Tag Writes The number of tag write transactions executed by the Control
Router module.

ENIP Retries This count increases when no response was received from
Logix Controller by the time the ENIP timeout is reached.

ENIP Failures This count increases when the ENIP Retry Limit is reached al
response has been received from the Logix Controller.

Tag Access General Error This count increases when a tag cannot be accessed for any
reason not reported above.

Table7.10¢ Logix Statistic¥ab
7.2.12. MODBUS

The Modbus tab displays the Modbus statistics for the Modbus Read and Write Message
Exchanges when the module is a Modbus TCP Slave or Modbus TCP Master.

NOTE:The Modbus statistics tab is only displayed if the module has the
primary interface set to Modbus TCP Master or Modbus TCP Slave.
1 CNROTEIP - Status =N =R %"
General ControlNet Statistics EtherNey/IP Originator CIP Statistics : Modbus : Ethemet Clients  TCP / ARP
Modbus Statistics Clear Counters
Counter Value Counter Value
Tx Packet Count 0 llegal Function 0
Rx Packet Count 0 llegal Data Address a
Checksum Errors 0 llegal Data Value 0
Parity Errors 0 Slave Device Failure 0
Timeout Errors 0 Acknowledge - Reponse Delay 0
Data Too Large 0 Slave Device Busy 0
Map ltem Not Found 0 Negative Acknowledge 0
Node Mismatch 0 Memary Parity Error 0
Data Alignment Errors 0

Figure7.15. - Status monitoring; Modbus Statistics
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The Modbus tab displays the following parameters:

Statistic

Description

Tx Packet Count

The number of Modbupackets sent by the module.

Rx Packet Count

The number of Modbupackets received by the module.

Checksum errors

The number of corrupted Modbuyzackets received by the module.

Parity errors

The number of bytes with parity errors received by the module.

Timeout Errors

The number of message response timeouts the module has encountered.

Data Too Large

The number of Modbus requests or responses where the data was too lan
process.

Map Item Not Found

The number of Modbus requests did not match any mapped items.

Node Mismatch

¢tKS NBOSAQPSR a2Ro0dza NBIljdzSaid RAR y?2

Data Alignment Errors

The Modbus request and associated mapped item is not byte aligned witt
destination Logix tag.

lllegal Function

The number of times the Modbus device responded with an lllegal Fun
exception.

Illegal Data Address

The number of times the Modbus device responded with an Illegal Data Ad
exception.

lllegal Data Value

The number of times the Modbus device responded with an lllegal Data \
exception.

Slave Device Failure

The number of times the Modbus device responded with a Device Fa
exception.

AcknowledgecResponse
Delay

The number of times the Modbus device responded with an Acknowle
exception.

Slave Device Busy

The number of times the Modbus device responded with a Slave Busy exce

Negative Acknowledge

The number of times the Modbus device responded with a Negs
Acknowledge exception.

Memory Parity Error

The number of times the Modbus device responded with a Memory Pi
exception.

Table7.11 - Modbus StatisticTab
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7.2.13. CIPSTATISTICS

The CIP tab displays the Ethernet CIP statistics.

L] CNROTEIP - Status = B
General ControlNetStatistics EtherNet/IP Explicit EtherNeyIP Map EtherNet/IP Originator Logix | CIP Statistics | EthemetClients  TCP / ARP
CIP Statistics Clear Counters
Counter Value

Class 1 Timeout Count 4
Class 3 Timeout Count 0
Class 1 Fwd Open Count 8
Class 3 Fwd Open Count 0
Class 1 Fwd Close Count 4
Class 3 Fwd Close Count 0
Class 1 Connection Count 2

1

Class 3 Connection Count

Figure7.16 - Status monitoring; CIP Statistics

Statistic

Description

Class 1 Timeout Count

The number of Class 1 connections closed due to Timeouts.

Class 3 Timeout Count

The number of Class 3 connections closed due to Timeouts.

Class 1 Forward Open Cou

The number of Class 1 Forward Open (connection establishment) mes
sent.

Class 3 Forward Open Cou

The number of Class 3 Forward Open (connection establishment) mes
sent.

Class 1 Forward Close Cou

The number of Class 1 Forward Close (connection termination) mes:
sent.

Class 3 Forward Close Cou

The number of Class 3 Forward Close (connection termination) mes:
sent.

Class 1 Connection Count

The current number of active Class 1 connections.

Class 3 Connection Count

The current number of active Class 3 connections.

Table7.12 ¢ Mapped Item statistics
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7.2.14. ETHERNE@QLIENTS

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients connected to
the ControlNet Router.

| CNRO1EIP - Status EI@

General ControlNet Statistics  EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix CIPSIaUsm:sgElhEmElC‘iEmS TCP [ ARP

Ethernet Client Counts EtherNet/IP Table
Type Count IP Address Session Handle
ARP Clients 8 192.168.1.214 3572440E
TCP Clients 4 192.168.1.181 3A01D4A6
EtherNet/IP Clients 2

Figure7.17 ¢Status monitoring; Ethernet Client Statistics

7.2.15. TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP lists of the ControlNet
Router.

| CNRO1EIP - Status E@

General ControlNet Statistics  EtherNeyIP Explicit EtherNetIP Map  EtherNetfIP Originator Logix CIP Statistics Ethernet Clients | 1CP /ARP |

ARP Table TCP Table
MAC Address IP Address MAC Address Remote Port Local Port

B4:45:06:0E:F9:60 192.168.1.219 00:1D:9C:C4:2D:02 53782 44818
00:1D:9C:C4:2D:02 192.168.1.6 00:60:35:36:3C:30 44818 39499
00:60:35:29:81:20 192.168.1.236 00:60:35:25:9E:63 44818 44966
00:1D:9C:CD:2F-D& 192.168.1.7 B4:45:06:0E:F9:60 60596 44818
00:00:BC:61:E1:D1 192.168.1.113

00:60:35:25:9E:63 192.168.1.214

00:60:35:36:3C:30 192.168.1.161

00:00:BC:B6:CB:19 192.168.1.112

Figure7.18 ¢ Status monitoring; Ethernet TCP / ARP Statistics
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7.3. TARGEDEVICE STATUS MONITORING IN SLATE

The ControlNet Router can also provide individual statistics and status for each for each of
the EtherNet/IP Class 1 or ControlNet Scheduled 10 devices when the Ethernet Mode is
EtherNet/IP Originatoor the ControlNet Mode i€ontrolNet Originator.

7.3.1. ETHERNETIP

When online with the module in Slate, rigblick on the desired EtherNet/IP device under the
EtherNet/IP Connectiorisze in Slate and sele&tatus

Aparian-Slate - ControlMet Router Demo3*

File. Device Tools Window Help

el Xd 04 EL e

=& ControlNet Router Demo3
=-4I CNRO1EIP (ControlNet Router)
-/ Configuration
- Ethernet Port Config
T Status
I EventViewer
=) EtherNet/IP Connections
| PF755(192.168.1.112)

-~ | EECEEAESEEE £~ Configuration

| FlexIB10x0B6 (192.168.1

|m Status

= Rename

Duplicate

Delete

|l

Figure7.19 ¢ EtherNet/IP Device StatysStatus selection
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7.3.1.1. GENERAL

The General Status for the EtherNet/IP device shows the connection statistics and parameters
associated with the EtherNet/IP Class 1 connection.

L] CNROTEIP - Class 1 EtherNet/IP Connection - FlexOWS (192.168.1.113,1,0) Status = Eon %"

Input Data  Qutput Data

Connection Status Connected

Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number 0x000004BA

Forward Open Count 22
Forward Close Count 0 0 =>T Connection Id
Connection Timeouts 20
Tx Count 235785 T == O Connection Id
Rx Count 237923

Figure7.20 ¢ EtherNet/IP Device StatusGeneral Status

Statistic Description
Connection Status The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic commun
Offline

The device it offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the ta
device will reply with the specific reason for the connection rejéat example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count | The number of Class 1 Forward Open (connection establishment) message
to this device.

Forward Close Count | The number of Class 1 Forward Close (connection termination) messages ¢
received from this device.

Connection Timeouts | The number of this connection was closed due to timeouts.
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Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Connection Details

Serial Number ¢tKS | OGAGS O2yySOlGAz2yQa ASNRLFE ydzy

O-> T Connection Id The active connectioni@inator to TargetConnection Id.

T-> O Connection Id The active connectiofiarget to Originato€onnection Id.

Table7.13 ¢ EtherNet/IP Class 1 Device status and statistics
7.3.1.2. INPUT DATA

The Input Data for the EtherNet/IP device shows the Input Assembly associated with the
EtherNet/IP Class 1 connection.

L] CNRO1EIP - Class 1 EtherNet/IP Connection - FlexOW8 (192.168.1.113,1,0) Status = e "
Output Data
Register Walue (Dec) Value (Hex)
0 0 0x00
1 0 0x00
2 0 0x00
3 0 0x00
4 0 0x00
5 0 0x00
6 0 0x00
7 0 0x00

Figure7.21 ¢ EtherNet/IP Device Statusinput Data
7.3.1.3. OUTPUT DATA

The Output Data for the EtherNet/IP device shows the Output Assembly associated with the
EtherNet/IP Class 1 connection.
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| CNRO1TEIP - Class 1 EtherNet/IP Connection - FlexOW8 (192.168.1.113,1,0) Status

General InputData

Register

Value (Dec) Value (Hex)

0

0x00

0x00

0x00

0x00

0x00

0x00

0x08

~ @D e W N =

(=T - I (== = I [ == e I

0x00

7.3.2. CONTRONET

When online with the module in Slate, rigtlick on the desired ControlNet device under the

Figure7.22 ¢ EtherNet/IP Device StatusOutput Data

ControlNet Connectionieee in Slate and sele&tatus

Aparian-Slate - ControlMet Router DemoZ2

File Device Tools Window Help
el ¥ol 4 EL e

Project Explorer

=& ControlNet Router Demo2

& Configuration

E3 Ethernet Port Config

=1 Status

.. EventViewer

Bc& ControlNet Connections

=4I CNROIK (ControlNet Router)

Configuration

.. oB16I(213) |m

Status

1 B161212)
.1 PF70C (5)
L] oBle2(21.1)| 0!

Rename
Duplicate
Delete

Figure7.23 ¢ ControlNet Device StatusStatus selection

= E
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7.3.2.1. GENERAL

The General Status for the ControlNet device shows the connection statistics and parameters
associated with the ControIN&cheduledonnection.

1] CNRO'K - Class 1 ControlNet Connection - FlexIB16 (3,1,0) Status =2 en <"

General |nputData Output Data

Connection Status Connected

Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number 0x0000ABSE

Forward Open Count 2
Forward Close Count 0 0 =>T Connection Id
Connection Timeouts 0
Tx Count 18 889 T => O Connection Id
Rx Count 26 863

Figure7.24 ¢ ControlNet Device StatusGeneral Status

Statistic Description
Connection Status The current connection status of the module.
Connected

The device is connected and exchanging data usatngduleccommunication.
Offline

The device it offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the ta
device will reply with the specific reason for the connection rejémtexample:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count | The number ofScheduled~orward Open (connection establishment) messa
sent to this device.

Forward Close Count | The number oScheduled-orward Close (connection termination) messages ¢
or received from this device.

Connection Timeouts | The number of this connection was closed due to timeouts.

Tx Count Number ofSchedulednessages sent to the specific target device.
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Rx Count

Number ofSchedulednessages received from the specific target device.

Connection Details

Serial Number

¢CKS 0GAGS O2yyS0iAz2yQa &SNRLEE ydzy

O-> T Connection Id

The active connectioni@inator to TargetConnection Id.

T-> O Connection Id

The active connectionafget to OriginatoiConnection Id.

Table7.14 ¢ ControlNetScheduledevice status and statistics

7.3.2.2.

INPUT DATA

The Input Data for theControlNetdevice shows the Input Assembly associated with the
ControlNet Scheduledonnection.

L] CNROTK - Class 1 ControlNet Connection - FlexIB16 (3,1,0) Status F=n EOR

General InputData QutputData

Register
0

@ s L M| =

Value (Dec) Value (Hex)

0x00
0x00
0x00
0x00
0x02
0x00
0x00
0x00

[ N s R s I N TR s I s I s I s |

Figure7.25 ¢ ControlNetDevice Statug Input Data

7.3.2.3. OUTPUT DATA

The Output Data for th€ontrolNetdevice shows the Output Assembly associated with the
ControlNet Scheduledonnection.
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L] CNROTK - Class 1 ControlNet Connection - FlexIB16 (3,1,0) Status F=nEER ="

General Input Data

Register Value (Dec) WValue (Hex)

Figure7.26 ¢ ControlNetDevice Statug Output Data

7.4. MODULE EVENT LOG

TheControNet Routermodulelogs various diagnostic records to an internal event log. These
logs are stored in nomolatile memory and can be displayed using Statevia the web
interface.To viavthem in Slate select theEvent Vieweioption in the Project Explorer tree.

Aparian-5Slate - ControlMet Router Demo2

File. Device Tools Window Help

el X0 A 4E TR e

Project Explorer

=& ControlNet Router Demo2
=-fl CNROIK (ConirolNet Router)

------ & Configuration

- Ethernet Port Config

-1 Status

-

B--+ ControlMet Connections
1 FlexIB16(3.1.0)

FlexOW8I (3.1.1)

0B161(2.1.3)

IB161(2.1.2)

PF70C (5)

OB1612(21.1)

Figure7.27 - Selecting the module Event Log
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The Event Log wdow will open and automatically read all the events from the moduire
log entries are sorted so as to have the latest record at the top. Custom sorting is achieved by
double-clicking on the column headings.

CNRO1 - Event Viewer = EEh %"
WZX
Uploaded 92 records. Filter |(A||] ~ |
Index Up Time Event ~
91 1d - 05:12:51 CMAT10: Sync Change Complete

90 1d - 05:12:49 CMA10: Sync Change Pending

89 1d - 09:12:41 CNA10: Return to Attached Online
88 1d - 05:12:28 CMAT0: Lonely

87 1d - 05:12:19 CMA10: Sync Change Complete
86 1d - 05:12:16 CMAT10: Sync Change Pending

85 1d - 05:12:08 CNA10: Return to Attached Online
54 1d - 05:12:02 CMAT0: Lonely

83 1d - 05:11:23 Ethernet Port 2 link up

82 1d - 05:11:23 Ethernet Port 1 link down

81 1d - 05:10:49 Ethernet Port 2 link down

80 1d - 05:10:49 Ethernet Port 1 link down

78 1d - 04:45:58 CNA10: Sync Change Complete
78 1d - 04:49:56 CNA10: Sync Change Pending

77 1d - 04:49:49 CNA10: Return to Attached Online
76 1d - 04:49:27 CNA10: Lonely

75 1d - 04:49:07 Ethernet Port 2 link up

74 1d - 04:49:07 Ethernet Port 1 link down

Figure7.28 - Module Event Log

The log can also be stored to a file for future analysis, by selecting the Save button in the tool
menu. To viewpreviously saved files, use the Event Laywér option under theTools menu.

7.5. WEB SERVER

The ControNet Routerprovides a web servallowing a user without Slate® view various
diagnostics of the modulelhis includes Ethernet parameters, system event log, advanced
diagnosticsand application diagnostic€ontrolNetdiagnostics).

@ NOTE: The web serveris view only and therefor no parameters or
configuration can be altered from the web interface.

Document No. D13816 Pagel8lof 201
Revision 1.3



Diagnostics

Figure7.29 ¢ Web interface

7.6. CONTROIEN PACKETARETURE

The module provides the capability to capture t@entrolNettraffic for analysis. The will
allow the user and a remote support team to resolve any possible issues on site. To invoke
the capture of the moduleright-click on theControlNet Router and select th@ontrolNet
Packet Captureption.

There are two capture modes as described below:
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